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Safety Instructions and Approval

Safety
Instructions

Warranty

Be a Registered
Owner

Firmware & Tools
Updates

®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek Corporation, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com
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European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, HuKou County, HsinChu Industrial Park, Hsin-Chu, Taiwan 303
Product: Vigor3100 Series G.SHDSL Routers

DrayTek Corp. declares that VVigor3100 series of routers are in compliance with the following essential
requirements and other relevant provisions of R&TTE Directive 1999/5/EEC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 89/336/EEC by
complying with the requirements set forth in EN55022/Class B and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 73/23/EEC by complying with the
requirements set forth in EN60950.

The Vigor3100G is designed for the WLAN 2.4GHz network throughout EC region, Switzerland, and the
restrictions of France.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the use is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different form that to which the receiver is connected.

®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Please visit www.draytek.com/about_us/Regulatory.php.

CEDFE
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1 Preface

Targeting requirement for residential, SOHO (Small Office and Home Office) and business
users, the Vigor3100 series are G.SHDSL enabled integrated access device. G.SHDSL is
going to be a prevailing standard for business and residential SDSL (Symmetrical DSL) in the
rapidly growing worldwide marketplace. Vigor3100/G provides data upto 2.3Mbps through
one single pair; Vigor3120 offers data upto 4.6Mbps through two pairs.

The Vigor3100G models are embedded 802.11g compliant wireless module which provides
wireless LAN access with line rate as much as 108Mbps with Super G ™. The Vigor3100G
models feature WPAZ2 (802.11i), wireless LAN isolation, and WDS (Wireless Distribution
System).

A Virtual Private Network (VPN) is an extension of a private network that encompasses links
across shared or public networks like an Intranet. A VPN enables you to send data between
two computers across a shared public Internet network in a manner that emulates the
properties of a point-to-point private link. The DrayTek Vigor3100 series VPN router supports
Internet-industry standards technology to provide customers with open, interoperable VPN
solutions such as X.509, DHCP over Internet Protocol Security (IPSec) up to 32 tunnels, and
Point-to-Point Tunneling Protocol (PPTP).

Vigor3100 Series User's Guide 1



1.1 Panel Description
1.1.1 Vigor3100

Front Panel
DrayTek ;
EACT DVEN = LNK O—OU.O—‘D
Vigor3100 ©ass "EO0a
G.SHDSL Security Router Span ? Fox ? ? ? ? :r
LED Status Explanation
ACT (Activity) Blinking The router is powered on and running properly.
VPN On The VPN tunnel is launched.
QoS On The QoS function is active.
PRN On The USB interface printer is ready.
DSL On The G.SHDSL line is connected
LAN LNK Blinking It means that Ethernet packets are transmitting.
(1,2,3] 100 On It means that a normal 100Mbps connection is
4) through its corresponding port.
Off It means that a normal 10Mbps connection is through
its corresponding port.
FDX On It means a full duplex connection.
Off It means a half duplex connection.
Blinking It means that a packet collision happens.

Interface

Description

RST Restore the default settings.

(Factory Reset) Usage: Turn on the router (ACT LED is blinking). Press the hole and
keep for more than 5 seconds. When you see the ACT LED begins to
blink rapidly than usual, release the button. Then the router will restart
with the factory default configuration.

DSL Connect the G.SHDSL line to access the Internet.

LAN (1,2,3,4) Connect to the local networked devices.

PRN Connect to the USB printer.

Rear Panel

Interface

Description
Connecter for a power cord with 100-240 VAC (inlet).

Power Switch. “1” is ON; “0” is OFF.

Vigor3100 Series User’s Guide



1.1.2 Vigor3100G

Front Panel
DrayTe T 1
vgerstoos oL LI e LB T =
LED Status Explanation
ACT Blinking The router is powered on and running properly.
(Activity)
VPN On The VPN tunnel is launched.
QoS On The QoS function is active.
PRN On The USB interface printer is ready.
WLAN On The wireless LAN function is enabled.
Blinking Wireless traffic goes through.
DSL On The G.SHDSL line is connected.
LNK | Blinking It means that Ethernet packets are transmitting.
LAN 100 On It means thgt a normal 100Mbps connection is through its
(1,23, corresponding port.
4) Off It means that a normal 10Mbps connection is through its
corresponding port.
FDX | On It means a full duplex connection.
Off It means a half duplex connection.
Blinking It means that a packet collision happens.
Interface Description
RST Restore the default settings.
(Factory Usage: Turn on the router (ACT LED is blinking). Press the hole and
Reset) keep for more than 5 seconds. When you see the ACT LED begins to
blink rapidly than usual, release the button. Then the router will restart
with the factory default configuration.
DSL Connect the G.SHDSL line to access the Internet.
LAN (1,2,3,4) Connect to the local networked devices.
PRN Connect to the USB printer.
Rear Panel

Interface

Description
Connecter for a power cord with 100-240 VAC (inlet).

Power Switch. “1” is ON; “0” is OFF.

Vigor3100 Series User's Guide
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1.1.3 Vigor3100i

Front Panel
DrayTek — p—— — 2 -- :
vgorzioar "z Zie o W (W /R e

LED Status ‘ Explanation
ACT (Activity) Blinking The router is powered on and running properly.
VPN On The VPN tunnel is launched.
QoS On The QoS function is active.
PRN On The USB interface printer is ready.
ISDN On The ISDN service function is active.

Blinking It means that data is transmitting.
DSL On The G.SHDSL line is connected
LAN LNK | Blinking It means that Ethernet packets are transmitting.
(1,2,3,4) | 100 On It means that a normal 100Mbps connection is

through its corresponding port.
Off It means that a normal 10Mbps connection is
through its corresponding port.
FDX | On It means a full duplex connection.

Off It means a half duplex connection.

Blinking It means that a packet collision happens.
Interface Description
RST Restore the default settings.

(Factory Reset)

Usage: Turn on the router (ACT LED is blinking). Press the hole and
keep for more than 5 seconds. When you see the ACT LED begins to
blink rapidly than usual, release the button. Then the router will restart
with the factory default configuration.

ISDN Connect the ISDN cable.
DSL Connect the G.SHDSL line to access the Internet.
LAN (1,2,3,4) Connect to the local networked devices.
PRN Connect to the USB printer.
Rear Panel

Interface

Description

Connecter for a power cord with 100-240 VAC (inlet).

Power Switch. “1” is ON; “0” is OFF.

Vigor3100 Series User’s Guide



1.1.4 Vigor3120

Front Panel
DrayTek y
Diaet Dven ™ O'_OluO_d

Vigor3120 Goms w6608

G.5HDSL Security Router PR (? L;] oK (? (? ? C') :r
LED Status Explanation
ACT Blinking The router is powered on and running properly.
(Activity)
VPN On The VPN tunnel is launched.
QoS On The QoS function is active.
PRN On The USB interface printer is ready.
DSL On The G.SHDSL line is connected.

LNK | Blinking It means that Ethernet packets are transmitting.
LAN 100 On It means that a normal 100Mbps connection is through its
corresponding port.
1,23,
4) Off It means that a normal 10Mbps connection is through its
corresponding port.
FDX | On It means a full duplex connection.
Off It means a half duplex connection.
Blinking It means that a packet collision happens.

Interface Description

RST Restore the default settings.

(Factory Usage: Turn on the router (ACT LED is blinking). Press the hole and

Reset) keep for more than 5 seconds. When you see the ACT LED begins to
blink rapidly than usual, release the button. Then the router will restart
with the factory default configuration.

DSL(1/2) Connecter for remote networked devices.

LAN (1-4) Connecter for local networked devices.

PRN USB interface for printer.

Rear Panel

Interface Description

Connecter for a power cord with 100-240 VAC (inlet).

Power Switch. “1” is ON; “0” is OFF.

Vigor3100 Series User's Guide
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1.2 Hardware Installation
1.2.1 For Vigor3100/Vigor3100G/Vigor3100i

Before starting to configure the router, you have to connect your devices correctly.

1.

7.
8.

Connect the DSL port of the router to the wall outlet with a RJ-11 to RJ-45 (or RJ-45 to
RJ-45) cable. For Vigor3120, please refer to 2.2.1

Connect one port of 4-port switch to your computer with a RJ-45 cable.

Connect the printer/3G USB Modem to the router with the USB cable and connect the
power cord. If you do not have a printer/3G USB Modem for using, skip this step.

Connect detachable antennas to the router for Vigor3100G.
Connect ISDN cable for Vigor3100i.

Connect one end of the power cord to the power port of the router. Connect the other end
to the wall outlet of electricity.

Power on the router.
Check the ACT and DSL, LAN LEDs to assure network connections.

(For the detailed information of LED status, please refer to section 1.1.)

Power Switch

% Power Cord

DrayTek (3)
f S DL s LAM sy
CIACT (VPN WD S0
Vigor3100i ass Dsow =0000
G, SHDSL Security Router CPRN @ FNU? ? '? ?

ISDN 5

Internet

Vigor3100 Series User’s Guide



1.2.2 Hardware Installation for Vigor3120

Vigor3120 provides Flat Module Cable (RJ-45, 4x4) for bonding bandwidth for data
transmission. Please apply two-pair of circuit from your ISP first for hardware connection.

Then, open the cover of surface jack and use a screw driver to loosen the screws inside the
surface jack. Notice that lines wrapped with same color tape mean one pair. Please connect
them to one surface jack (that will be used to connect to DSL connector of the router). Use the
same way to connect another pair of lines to another surface jack (that will be used to connect
to ISP).

Router

And before starting to configure the router, you have to connect your devices correctly.

1.  Connect the DSL port of the router to the wall outlet with a Flat Module Cable (RJ-45,
4x4).

2. Connect one port of 4-port switch to your computer with a RJ-45 cable.

3. Connect the printer to the router with the USB cable and connect the power cord. If you
do not have a printer for using, skip this step.

4.  Connect one end of the power cord to the power port of the router. Connect the other end
to the wall outlet of electricity.

5.  Power on the router.
6. Check the ACT and DSL, LAN LEDs to assure network connections.
(For the detailed information of LED status, please refer to section 1.1.)

Vigor3100 Series User's Guide 7



o9 Power Switch

!@

@

w Power Cord
2

DrayTek ® —
e D @ OO

. CasT Cwen
Vigor3120 Dess woooo
O o mooos @

1 2 31 4 RST

G.SHDSL Security Router

Internet @
_@_

Surface Jack

1.2.3 Pin Definition for Flat Module Cable
Below shows the pin definition of flat module cable. One pair is composed by Pin4 and Pin5. The other

pair is composed by Pin3 and Pin6.
Pin8
Pin7 /i. Pair 1
/
>4

Pin6

12345678

Pin3
Pin2 Pair 2

L/J Pin1

Vigor3100 Series User's Guide



1.3 Rack Mount Instruction

The Vigor3100 series can be mounted on a rack by using standard brackets in a 19-inch rack
or optional larger brackets on 23-inch rack (not included). The bracket for the racks are shown
below.

After the bracket installation, the Vigor router chassis can be installed in a rack by using four
screws for each side of the rack.

Vigor3100 Series User's Guide 9



1.4 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows

XP/2000. For Windows 98/SE, please visit www.draytek.com.

Printer Name:192.168.1.1

Part Name: IP_192 188.1.1 E'_g
Router

(182.168.1.1)

Internet '

Printer

Ty

Before using it, please follow the steps below to configure settings for connected computers

(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open Start->Settings-> Printer and Faxes.

Documents

l:} Contral Panel

H_'é, Metwork Connections

Search

Run...

D
“/- Help and Support
i |

Log Off coco lee...

3. Open File->Add a New Computer. A welcome dialog will appear. Please click Next.

Wizard

connections.

rs and Faxes

View  Faworites  Tools
rinker

Server Properties

Set Up Faxing

To continue, click Nexst.

Close

Welcome to the Add Printer

This wizard helps pou install a printer or make printer

thiaugh a USB poit [or any ather hat pluggable
port, such &z IEEE 1334, infrared, and =0 on), you
do niot need to use this wizard. Click Cancel to
cloze the wizard, and then plug the printer's cable

\i) If paw have & Plug and Play printer that connects

inta your computer of paint the printer toward your
computer's infrared port, and turn the printer on.
“wWindows will automatically install the printer for you.

Cancel

10
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4.  Click Local printer attached to this computer and click Next.

Add Printer Wizard

Local or Network Printer

The wizard needs to know which type of printer to set up. :

Select the option that describes the printer you want to uze:

(@ Local printer attached to this computer )
Autormatically detect and install my Plug and Play printer
Automatically detect and install my Pl d P I

() & ngtwork, printer, o a pririter attached to anather computer

. To et up a netwark printer that is nat attached to a print server,
y uze the "Local printer" option,

[ < Back ” Hest » ][ Cancel ]

5. Inthis dialog, choose Create a new port Type of port and use the drop down list to
select Standard TCP/IP Port. Click Next.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers thiough ports,

Select the port you want vour printer to uze. If the port is not listed, pou can create a
e port.

() Use the following port:

(%) Craate a new part oo b
Type of poit; Ei anda .F/IP Port V!

[ < Back “ Next » ][ Cancel ]

6. Inthe following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Printer Name
or IP Address and type IP_192.168.1.1 as the port name. Then, click Next.

Add Standard TCP/IP Printer Port Wizard X
Add Port \L
For which device do pou want to add a part? =
S

Enter the Printer Mame or IP address, and a port name for the desired device.

Frinter Name or IP Address: ‘192 16811 |

FPort Name: ‘ IP_182168.1.1 |

< Back “ Next » ][ Cancel

Vigor3100 Series User's Guide 11
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7.

8.

Click Standard and choose Generic Network Card.

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required &
The device could nat be identified. =
e

The detected device is of unknown type. Be sure that:
1. The device iz properly configured.
2. The address on the previous page is comrect.

Either comect the address and perfarm anather gearch on the netwark by returning to the
previous wizard page or zelect the device type if you are sure the address iz comect.

Dievice Tupe

(@ Standard 5

)

() Custom

[ < Back “ Next » ][ Cancel

Then, in the following dialog, click Finish.

Add Standard TCP/IP Printer Port Wizard b_<]

Completing the Add Standard
TCP/IP Printer Port Wizard

“You have selected a port with the following charactenstics.

To complede this wizand. click Finish

I <Back || Finich J[ Cancel ]

Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the

selection, click Next.

Add Printer Wizard

Install Printer 5 oftware
The manufacturer and model determine which printer software to use.

! Select the manufacturer and madel of yaur printer. IF your printer came with an installation
(& digk, click Have Digk. |f your printer is not fisted, consult your printer documentation for
compatible printer software.

| Manufactursr " | Printers A
AST E55¥ Brother HL-1060 BR-Script2

- BR-Script2

This driver iz digitally signed
Tell me why driver signing iz important

[ ‘Windows Update ] [ Have Disk... ]

[ < Back “ Next » ][ Cancel ]
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10. For the final stage, you need to go back to Control Panel-> Printers and edit the
property of the new printer you have added.

& Brother HL-1070 Properties

General Sharingl Ports |Advancsd sticeSett\ngs‘

3
g_"\é Errather HL-A070

Frint to the following portfz]. Documents will print to the first free
checked port,

Part Description Printer s
[ 3260 Standard TCP/IP Port  Epson Stylus COLOR 1160

O IP_1... Standard TCP/P Port

O IP_1... Standard TCPAP Port  HP Laserlet 1300

O IP_1... Standard TCPAP Port

O IP_1... Standard TCR/P Port

IP_1... Standard TCP/IP Port  Brother HL-1070

O PDF... Local Poit POFS35 ¥

y
[ Add Part.. ] [ Delete Port ] ( Configure Part...

Enable printer pocling

[ 0K ][ Cancel ][ Apply ]

11. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and UPR name.

Configure Standard TCP/IP Port Monitor

"Port Seftings |

Eort Hame: [IP_152188.1.1 |

Frinter N.ame or | Address: |192 16811 |
Frotocol
OBaw ©LFR
Raw Settings
LPFR Settings
Lueue Mame; ipW I |

[] LPR Byte Counting Enabled

[] SMHP Status Enabled

The printer can be used for printing now. Most of the printers with different manufacturers are
compatible with vigor router.

Note 1: Some printers with the fax/scanning or other additional functions are not supported. If
you do not know whether your printer is supported or not, please visit www.draytek.com to find
out the printer list. Open Support Center->FAQ->Sort by product; select the model of the
router and click on it; find out the link of Printer Server FAQ; click the What types of
printers are compatible with Vigor router? link.

Corporate | Products Center | Information Center |

| Support Center | Contactus | Chinese

= Support Center * FAQ * Sort by product* Print Server FAQ

FAQ » Sort by product
01 Howw do | confiqure LPR printing on ey yindows 20004P 7

Application Notes » Sort by function

02 How do configure LPR printing on rmy WWindows 38/Me?

Trouble Shooting
03 Howw do | confiqure LPR printing on ey Linuy boxes?

Downloads
04 Whattypes of printers are compatible with Vigor router?

Wallpapers

Note 2: Vigor router supports printing request from computers via LAN ports but not WAN
port.
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2 Configuring Basic Settings

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator and how to adjust basic
settings for accessing Internet successfully. Be aware that only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP dynamically from the

v router or set up the IP address of the computer to be the same subnet as the default
IP address of Vigor router 192.168.1.1. For the detailed information, please refer
to the later section - Trouble Shooting of this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type default values (both username and
password are Null) on the window for the first time accessing and click OK for next
screen.

Connect to 192.168.1.1

=

I :'1 | \l‘

Login ko the Router Web Configurator

User name:! L4 v
Passward:

[ remember my password

[ Ok ] [ Canicel

3. Now, the Main Screen will pop up.
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Vigor310

G. SHDSL Router

System Status

DrayTek

www.draytek.com

Quick Start Wizard
Online Status

Model Name : Vigor3100 series
Internet Access Firmware Version :v2.8_RCla
LAN Build Date/Time : Tue Jul 31 10:28:33.82 2007
NAT DSL Firmware Version : R308_1 Annex A
Firewall
Bandwidth Management
Applications LAN WAN
VPN and Remote Access MAC Address + 00-50-FF-81-83-08 Link Status ¢ Disconnected
Certificate Management 1st IP Address :192.168.1.1 MAC Address : 00-50-7F-81-83-09
ISDN 1st Subnet Mask @ 285.255.285.0 Connection . PPPoE
System Maintenance DHCP Server 1 Ves IP address -
Diagnostics Default Gateway @ ---

DMS 1 194.109.6.66

Note: The home page will change slightly in accordance with the router you have.

4.  Go to System Maintenance page and choose Administrator Password.

System Maintenance >> Administrator Password Setup

Administrator Password

COld Password | |

Mew Password | |

Retype Mew Password | |

5. Enter the login password (the default is blank) on the field of Old Password. Type a new
one in the field of New Password and retype it on the field of Confirm Password. Then

click OK to continue.

6. Now, the password has been changed. Next time, use the new password to access the

Web Configurator for this router.

Connect to 192.168.1.1

Login to the Router Web Configurator
User name: l [ 4§ v ‘
Password: l esee |

[[]rRemember my password

l OK ][ Cancel ]
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2.2 Quick Start Wizard

If your Vigor router can be under an environment with high speed NAT, the configuration
provide here can help you to deploy and use the router quickly. There are two phases of quick
setup, one is protocol/encapsulation configuration; and the other is LAN configuration.

2.2.1 Adjusting Protocol/Encapsulation

In the Quick Start Wizard, you can configure the router to access the Internet with different
protocols/modes such as PPPoE, PPPoA, Bridged IP, or Routed IP. The router supports the
Ethernet WAN interface for Internet access.

Quick Start Wizard

2. Connect to Internet

YCI 35
Protocal / Encapsulation FPPof W MUK hd I
FFFOE LLLASMNAF
Fived IP PFPoE wC MUK
e IPPPoA LLC/SHAP
IP Address [PPPoA G MUK
1453 Bridged IP LLC
Subnet Mask 1453 Routed IP LLC
1433 Bridged IP WC-Mux
Default Gateway 1453 Routed IP VC-Mux (IPoA)
Primary DNS 1453 Bridged IP (IPoE)
Second DNS

Now, you have to select an appropriate WAN connection type for connecting to the Internet
through this router according to the settings that your ISP provided.

VPI Stands for Virtual Path Identifier. It is an 8-bit header inside each
ATM cell that indicates where the cell should be routed. The ATM,
is a method of sending data in small packets of fixed sizes. It is
used for transferring data to client computers.

VCI Stands for Virtual Channel Identifier. It is a 16-bit field inside
ATM cell’s header that indicates the cell’s next destination as it
travels through the network. A virtual channel is a logical
connection between two end devices on the network.

Protocol/Encapsulation  Select an IP mode for this WAN interface. There are several
available modes for Internet access such as PPPoE, PPPoA,
Bridged IP and Routed IP.

Fixed IP Click Yes to specify a fixed IP for the router. Otherwise, click No
(Dynamic IP) to allow the router choosing a dynamic IP. If you
choose No, the following IP Address, Subnet Mask and Default
Gateway will not be changed.

IP Address Assign a private IP address for the protocol that you select.

Subnet Mask Assign a subnet mask value for the protocol of Routed IP and
Bridged IP.

Default Gateway Assign a private IP address to the gateway for the protocol of

Routed IP and Bridged IP.
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Primary DNS Assign a private IP address to the primary DNS.
Second DNS Assign a private IP address to the secondary DNS.

2.2.2 PPPoE/PPPoA

PPPOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection. And the PPPoA stands for
Point-to-Point Protocol over ATM. PPPoA uses the PPP dial-up protocol with ATM as the
transport.

PPPoE or PPPoA is used for most of DSL modem users. All local users can share one PPPoE
or PPPoA connection for accessing the Internet. Your service provider will provide you
information about user name, password, and authentication mode.

If your ISP provides you the PPPoE or PPPoA connection, please select PPPoE or PPPoA
for this router. The following page will be shown:

3. Set PPPoE / PPPoA

ISP Mame
User Mame
Password

Confirm Password

O always On
Idle Timeout 180 Seconds
ISP Name Assign a specific name for ISP requirement.
User Name Assign a specific valid user name provided by the ISP.
Password Assign a valid password provided by the ISP.

Confirm Password  Retype the password.

Always On Check this box to allow the router connecting to Internet forever.
Idle Timeout Type in the value (unit is second) as the idle timeout of the
connection.

Click Next for viewing summary of such connection.

4, Please confirm your settings:

WPRI 0

YCI 133

Protocol / Encapsulation : PPPOE / LLC
Fixed IP T Mo

Primary DNS

Secondary DNS

Always On : Yes
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Click Finish. The online status of this protocol will be shown as below.

Online Status

System Status

System Uptime:1:52:54

LAM Status Primary DNS: 194.109.6.66 Secondary DNS: 194.95.0.1
1P Address TX Packets RX Packets
192.188.1.1 920 a4z

WAN Status GW IP Addr: ——- Dial PPPoA
Mode IP Address TX Packets  TxX Rate RX Packets RXRate UpTime

ADSL Information (ADSL Firmware Version: R3.0.1)

ATM Statistics TX Blocks
o

ADSL Status Mode State

5.991.2  HAMDSHAKE

2.2.3 Bridged IP

u] u] u] 00:00. 00
RX Blocks Corrected Blocks Uncorrected Blocks
o o o
Up Speed Down Speed SANR Margin  Loop Att.
] u] 0.0 0.0

Click 1483 Bridged IP as the protocol. Type in all the information that your ISP provides for

this protocol.

Quick Start Wizard

2. Connect to Internet

WCT 35
Protocaol / Encapsulation 1483 Bridged IP LLC hd

Fixed IP

IP Address
Subnet Mask
Default Gateway
Primary DNS

Second DNS

@ves OMa(Dynamic IP)
192.168.1.100

285.2665.255.0
192.168.1.1

[ < Back ][ Mext = ]

After finishing the settings in this page, click Next to see the following page.

4, Please confirm your settings:

WRI

WCI

Protocol / Encapsulation
Fixed IP

IP Address

Subnet Mask

Default Gateway
Prirary DNS

Secondary DMS

Vigor3100 Series User's Guide
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1483 Bridge LLC
D Yes

1 192.168.1.100
; 255.255,255.0
1 192.168.1.1
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Click Finish. The online status of this protocol will be shown as below.

Online Status

System Status

System Uptime:0:0:50

Secondary DNS: 194.95.0.1

RX Rate Up Time

00:00:00

Loop Att.

LAMN Status Primary DNS: 194.109.6.66
IP Address TX Packets RX Packets
192.168.1.1 416 3Lz
WAN Status GW IP Addr: ——-
Mode IP Address TX Packets TX Rate RX Packets
--- --- u] u] u] u]
ADSL Information (ADSL Firmware Yersion: R3.0,1)
ATM Statistics TX Blocks RX Blocks Corrected Blocks Uncorrected Blocks
u] u] u} u]
ADSL Status Mode State Up Speed Down Speed SNR Margin
5.991.2  HAMDSHAKE u] u] 0.0

2.2.4 Routed IP

0.0

Click 1483 Routed IP as the protocol. Type in all the information that your ISP provides for

this protocol.

Quick Start Wizard

2. Connect to Internet

YWPRI
WCI

Protocol / Encapsulation

Fixed IP

IP Address
Subnet Mask
Default Gateway
Primary DNS

Second DNS

;
36
1483 Routed IP LLC v

®ves O MofDynamic IP)

192.168.1.100
255.255.285.0
192.168.1.1

Cancel
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After finishing the settings in this page, click Next to see the following page.

4. Please confirm your settings:

WPI =

WCI 36

Protocaol / Encapsulation 1 1423 Route LLC
Fixed IP L Yes

IP Address 1 192,168.1.100
Subnet Mask : 255,255,255.0
Default Gateway 1 192,168.1.1
Primary DNS :

Secondary DNS

Click Finish. The online status of this protocol will be shown as below.

Online Status

System Status System Uptime:0:0:14
LAMN Status Primary DNS: 194,109.6.66 Secondary DNS: 194.95.0.1

IP Address TX Packets RX Packets

192.168.1.1 109 a8
WAN Status GW IP Addr: —-—-

Mode IP Address TX Packets TX Rate RX Packets RXRate Up Time

- - u] u] u] u] 0o:o00: 00
ADSL Information (ADSL Firmware Yersion: R3.0,1)

ATM Statistics TX Blocks RX Blocks Corrected Blocks Uncorrected Blocks

u] u] 0 u]
ADSL Status Mode State Up Speed Down Speed SNR Margin Loop Att.
5.,991.2  HAMDSHAKE 0 u] 0.0 0.0

2.3 Selecting Correct Annex Type

After finishing Quick Start Wizard, please go to Internet Access and choose DSL Settings
for choosing correct annex type for your router.

Internet Access >> DSL Setting

DSL Setting
® adaptiveRate MaxRate : 2312 ¥| Minrate : |72 ¥
OFixedrate
Terminal Type CPE +

AnnexType A

Use the drop down list of Annex Type for choosing A or B according to the annex type of

your router. If you do not choose the correct one, you will not access into Internet. This is very

important.

Vigor3100 Series User's Guide
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2.4 Online Status

22

Now, check the online status for your router. The online status shows the system status, WAN
status, ADSL Information and other status related to this router within one page. If you select
PPPoE or PPPoA as the protocol, you will find out a button of Dial PPPoE or Dial PPPOE in
the Online Status web page.

Online status for PPPoA

Online Status

System Status System Uptime:1:52:54
LAN Status Primary DNS: 194.109.6.66 Secondary DMS: 194.98.0.1
IP Address TX Packets RX Packets
192.168.1.1 oz0 a4z
W AN Status GW IP Addr: --- Dial PPPoA
Mode IP Address TX Packets TX Rate RX Packets RX Rate Up Time
- --= u] ] ] ] 00:oo:00
ADSL Information {ADSL Firmware Yersion: R3.0.1)
ATM Statistics TX Blocks RX Blocks Corrected Blocks Uncorrected Blocks
] ] u] ]
ADSL Status Mode State Up Speed Down Speed SNR Margin @ Loop Att.
5.991.2  HaMDSHAKE u} u} 0.0 0.0

Online status for Routed IP

Online Status

Systern Status System Uptime:0:0:14
LAN Status Primary DNS: 194.109.6.66 Secondary DNS: 194.95.0.1
IP Address TX Packets RX Packets
192.168.1.1 109 g8
WAMN Status GW IP Addr: ——-
Mode IP Address TX Packets TX Rate RX Packets RX Rate Up Time
-—- --- u] ] ] u] oo:oo:oo
ADSL Information {ADSL Firmware Yersion: R3.0,1)
ATM Statistics TX Blocks R¥ Blocks Corrected Blocks Uncorrected Blocks
] ] ] ]
ADSL Status Mode State Up Speed Down Speed SNR Margin  Loop Att.
5.991.2  HANDSHAKE ] u] 0.a 0.0
Primary DNS Displays the assigned IP address of the primary DNS.
Secondary DNS Displays the assigned IP address of the secondary DNS.
IP Address (in LAN)  Displays the IP address of the LAN interface.
TX Packets Displays the total transmitted packets at the LAN interface.
RX Packets Displays the total number of received packets at the LAN interface.
GW IP Addr: Displays the assigned IP address of the default gateway.
IP Address (in WAN) Displays the IP address of the WAN interface.
TX Rate Displays the speed of transmitted packets at the WAN interface.
RX Rate Displays the speed of received packets at the WAN interface.
Up Time Displays the total system uptime of the interface.
ADSL Information Displays the firmware version of this router.
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2.5 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find messages
showing the system interaction with you.

All Rights Reservead,

Status: Settings Saved

Ready indicates the system is ready for you to input settings.
Settings Saved means your settings are saved once you click Finish or OK button.

Vigor3100 Series User’s Guide
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@ Advanced Web Configuration

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 4.

3.1 Internet Access

3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges: 18

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

To acquire a public IP address from your ISP for Vigor router as a customer premises
equipment, there are three common protocols: Point to Point Protocol over Ethernet (PPPoE),
PPPoA and MPoA. Multi-PVC is provided for more advanced setup of the above.

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with significant
ease of use. Meanwhile it provides access control, billing, and type of service according to
user requirement.
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When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and
other related information will usually be assigned by your ISP.

Network Connection by 3G USB Modem

For 3G mobile communication through Access Point is popular more and more, Vigor3100
series adds the function of 3G network connection for such purpose. By connecting 3G USB
Modem to the USB port of Vigor3100, it can support HSDPA/UMTS/EDGE/GPRS/GSM and
the future 3G standard (HSUPA, etc). Vigor3100 with 3G USB Modem allows you to receive
3G signals at any place such as your car or certain location holding outdoor activity and share
the bandwidth for using by more people. Users can use four LAN ports on the router to access
Internet. Also, they can access Internet via SuperG wireless function of Vigor3100, and enjoy
the powerful firewall, bandwidth management, VPN, VolIP features of Vigor3100 series.

Mobile Coffee shop

4N
LS
“’ I T' : e~
/ll\\ iy L P < VolP _
' * Wﬁ? ‘ l - L $;:jnt messaging etc.

Wigor2910G 350G HSDPA USE Modem

Internet

After connecting into the router, 3G USB Modem will be regarded as the second WAN port.
However, the original Ethernet WANL1 still can be used and Load-Balance can be done in the
router. Besides, 3G USB Modem in WAN2 also can be used as backup device. Therefore,
when WANL is not available, the router will use 3.5G for supporting automatically. The
supported 3G USB Modem will be listed on Draytek web site. Please visit www.draytek.com
for more detailed information.

3.1.2 PPPoE/PPPoA

PPPOA, included in RFC1483, can be operated in either Logical Link Control-Subnetwork
Access Protocol or VC-Mux mode. As a CPE device, Vigor router encapsulates the PPP
session based for transport across the ADSL loop and your ISP’s Digital Subscriber Line
Access Pultiplexer (SDLAM).

To choose PPPOE or PPPoA as the accessing protocol of the internet, please select
PPPoE/PPPoA from the Internet Access menu. The following web page will be shown.
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PPPoE / PPPoA Client Mode
@ Enable O Disable

PPPoE/PPPoA Client

ISP Access Setup

ISP Mame
DSL Modem Settings
Username
Multi-P%C channel | Channel 1 v
Password
WP ]
PPP &uthentication PAP or CHAP
WL 33
O always On
E lating T LLC/SHAP
neapsuiating Type Idle Timeout 180 SBCOI"Id(S)
Protocol PFPoE v

PPPoE Pass-through
CIFor wired LAN

WAN Backup Setup
3G USBE Modem

Dial Backup Mode

Always On hd
Go to 3G USB Modem Backup Setup

IP Address From ISP AN 1P Alias
Fixed IP O ves @ Mo (Dynamic IP)
Fized IP Address

* 1 Reqguired for some ISPs
@ Default MAC Address
O Specify a MAC Address
MaAC Address :

ISDMN
Dial Backup Mode

PPPoE/PPPoA Client

DSL Modem Settings

PPPoE Pass-through

WAN Backup Setup

Vigor3100 Series User's Guide

00| .50 |.|7F 81 |. |83 |. |09
Nane A4
Index{1-15) in Schedule Setup:

Click Enable for activating this function. If you click Disable, this
function will be closed and all the settings that you adjusted in this
page will be invalid.

Set up the DSL parameters required by your ISP. These are vital for
building DSL connection to your ISP.

Multi-PVC channel — The selections displayed here are determined
by the page of Internet Access — Multi PVCs. Select M-PVCs
Channel means no selection will be chosen.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

Protocol - Drop down the list to choose the one provided by ISP.

If you have already used Quick Start Wizard to set the protocol,
then it is not necessary for you to change any settings in this group.

The router offers PPPoE dial-up connection. Besides, you also can
establish the PPPoE connection directly from local clients to your
ISP via the Vigor router.

For Wired LAN — If you check this box, PCs on the same network
can use another set of PPPOE session (different with the Host PC) to
access into Internet.

3G USB Modem — Access Internet with 3G network connection
through 3G USB Modem.

Dial Backup Mode  |Always On v

Go to 3G USB ModdMone
(Facket Trigger
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None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

Always On - If the broadband connection is no longer available, the
backup line will be activated automatically and always on until the
broadband connection is restored. We recommend you to enable this
feature if you host a web server for your customers’ access.

ISDN - This setting is available for the routers supporting ISDN
function only. Before utilizing the ISDN dial backup feature, you
must create a dial backup profile first. Please click Internet Access
Setup > Dialing to a Single ISP to enter the backup profile.

Dial Backup Mode | Mone v

Facket Trigger
Always On

Due to the absence of the ISDN interface in some models, the ISDN
dial backup feature and its associated setup options are not available
to them. Please refer to the previous part for further information.
None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

Always On - If the broadband connection is no longer available, the
backup line will be activated automatically and always on until the
broadband connection is restored. We recommend you to enable this
feature if you host a web server for your customers’ access.

Detail for 3G USB Modem Backup -

Internet Access >> 3G USB Modem Backup

3G USB Modem
PPP Client Mode @Enable O Disable
SIM PIN code

Modem Initial String | AT&FEDW1R1 &028C150=0 (Default: ATEFEOY1X1D28C150=0)
APN Mame

Modern Dial String ATDT*OS# (Default: ATDT*29#)

PPP Username draytek {Optional)

PPP Password LIITITT] (Optional)

Index({1-15} in Schedule Setup:

==

[ Ok ] [ Cancel ] [ Default ]

PPP Client Mode - Click Enable to activate this mode for backup.
SIM PIN code - Type PIN code of the SIM card that will be used to
access Internet.

Modem Initial String - Such value is used to initialize USB modem.
Please use the default value. If you have any question, please contact
to your ISP.

Modem Dial String - Such value is used to dial through USB mode.
Please use the default value. If you have any question, please contact
to your ISP.

PPP Username - Type the PPP username (optional).

PPP Password - Type the PPP password (optional).

Index (1-15) - Set the PCs on LAN to work at certain time interval
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ISP Access Setup

IP Address From ISP

Vigor3100 Series User's Guide

only. You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default setting
of this filed is blank and the function will always work.

Enter your allocated username, password and authentication
parameters according to the information provided by your ISP. If
you want to connect to Internet all the time, you can check Always
On.

ISP Name — Type in the ISP Name provided by ISP in this field.
Username — Type in the username provided by ISP in this field.
Password — Type in the password provided by ISP in this field.
PPP Authentication — Select PAP only or PAP or CHAP for PPP.
Always On — Check this box if you want the router keeping
connecting to Internet forever.

Idle Timeout — Set the timeout for breaking down the Internet after
passing through the time without any action.

Usually ISP dynamically assigns IP address to you each time you
connect to it and request. In some case, your ISP provides service to
always assign you the same IP address whenever you request. In this
case, you can fill in this IP address in the Fixed IP field. Please
contact your ISP before you want to use this function.

Fixed IP — Click Yes to use this function and type in a fixed IP
address in the box.

WAN IP Alias - If you have multiple public IP addresses and would
like to utilize them on the WAN interface, please use WAN IP Alias.
You can set up to 8 public IP addresses other than the current one
you are using.

3 WAN IF Alias - Microsoft Internet Explorer

WAN IP Alias ( Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
1. v == W
2, O
B O
4. O
5 O
B. [

o [
B. O
[ ok | [ Clearal | [ Close

By checking the checkbox Join NAT IP Pool, data from NAT hosts
will be round-robin forwarded on a session basis.
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Internet

Public IP Address:
220.135.240.207
220.135.240.208

Public IP Address:
220.135.240.210

192.168.1.11 DMZ 192.168.1.12 192.168.1.13
192.168.1.22

If you do not check Join NAT IP Pool, you can still use these public
IP addresses for other purpose, such as DMZ host, Open Ports.

Internet

Public IP Address:
220.135.240.210

Public IP Address:
220.135.240.207

.

192.168.1.22 192.168.1.11 192.168.1.12 192.168.1.13

Default MAC Address Type in MAC address for the router. You can use Default MAC
Address or specify another MAC address for your necessity.
MAC Address — Type in the MAC address for the router manually.

Index (1-15) in You can type in four sets of time schedule for your request. All the

Schedule Setup schedules can be set previously in Application — Schedule web
page and you can use the number that you have set in that web
page.

After finishing all the settings here, please click OK to activate them.

3.1.3 MPoA

MPoA is a specification that enables ATM services to be integrated with existing LANS,
which use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow
different LANSs to send packets to each other via an ATM backbone.

To choose MPOA as the accessing protocol of the internet, please select MPoA from the
Internet Access menu. The following web page will be shown.
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Internet Access >> MPoA (RFC1483/2684)

MPoA (RFC1483/2684) Mode

MPoA (RFC1483/2684) & Enable O Disable

DSL Modem Settings

WaN IP Network Settings

& Obtain an IP address automatically

Router Mame *
Multi-PYC channel Channel 2 . "
Domain Name
Encapsulation .
1463 Bridged IP LLC 3 O Specify an IP address
IP Address 0.0.0o
WPI 0
Subnet Mask 0.0.0o
WICT 34

WAN Backup Setup
3G USB Modem

Dial Backup Mode

5o to 3G USB Modem Backup Setup

ISDN
Dial Backup Mode

RIP Protocol
O Enable RIF

Bridge Mode
[ Enahble Bridge Mode

Alweays On hd

Mone hd

Gateway IP Address

* 1 Required for some ISPs

® Default MAC Address
O Specify a MAC sddress
MAC Address .
0o .50 | |FF 81 |, B3 | . |09

DMNS Server IP Address
Primary IP Address

Secondary IP Address

MPoA(RFC1483/2684) Click Enable for activating this function. If you click Disable, this

DSL Modem Settings

WAN Backup Setup

Vigor3100 Series User's Guide

function will be closed and all the settings that you adjusted in this
page will be invalid.

Set up the DSL parameters required by your ISP. These are vital for
building DSL connection to your ISP.

Multi-PVC channel - The selections displayed here are determined
by the page of Internet Access — Multi PVCs. Select M-PVCs
Channel means no selection will be chosen.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

3G USB Modem — Access Internet with 3G network connection

through 3G USB Modem.
Dial Backup Mode  |Always On %

o to 3G USB ModdMone

None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

Always On - If the broadband connection is no longer available, the
backup line will be activated automatically and always on until the
broadband connection is restored. We recommend you to enable this
feature if you host a web server for your customers’ access.
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RIP Protocol

ISDN - This setting is available for the routers supporting ISDN
function only. Before utilizing the ISDN dial backup feature, you
must create a dial backup profile first. Please click Internet Access
Setup > Dialing to a Single ISP to enter the backup profile.

Dial Backup Mode | Mone v

Packet Trigger
Always Cn

Due to the absence of the ISDN interface in some models, the ISDN
dial backup feature and its associated setup options are not available
to them. Please refer to the previous part for further information.
None - Disable the backup function.

Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

Always On - If the broadband connection is no longer available, the
backup line will be activated automatically and always on until the
broadband connection is restored. We recommend you to enable this
feature if you host a web server for your customers’ access.

Detail for 3G USB Modem Backup -

Internet Access >> 3G USB Modem Backup

3G USB Modem
PPP Client Mode @Enable O Disable
SIM PIN code

Modem Initial String  [AT&FEQVIXI&D28C130=0 (Default: ATEFEDY 1X18028C150=0)
APM Mame

Modern Dial String ATDT 9% (Default: ATDT*00#)

PPP Username draytek {Cptional)

PPP Password eesssen (Optional)

Index(1-15) in Schedule Setup:

=

[ oK ] [ Cancel ] [ Default ]

PPP Client Mode - Click Enable to activate this mode for backup.
SIM PIN code - Type PIN code of the SIM card that will be used to
access Internet.

Modem Initial String - Such value is used to initialize USB modem.
Please use the default value. If you have any question, please contact
to your ISP.

Modem Dial String - Such value is used to dial through USB mode.
Please use the default value. If you have any question, please contact
to your ISP.

PPP Username - Type the PPP username (optional).

PPP Password - Type the PPP password (optional).

Index (1-15) - Set the PCs on LAN to work at certain time interval
only. You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default setting
of this filed is blank and the function will always work.

Routing Information Protocol is abbreviated as RIP ( RFC1058 )
specifying how routers exchange routing tables information. Click
Enable RIP for activating this function.
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Bridge Mode If you choose Bridged IP as the protocol, you can check this box to
invoke the function.

WAN IP Network This group allows you to obtain an IP address automatically and
Settings allows you type in IP address manually.

Obtain an IP address automatically — Click this button to obtain
the IP address automatically.

Router Name — Type in the router name provided by ISP.

Domain Name — Type in the domain name that you have assigned.
WAN IP Alias - If you have multiple public IP addresses and would
like to utilize them on the WAN interface, please use WAN IP Alias.
You can set up to 8 public IP addresses other than the current one
you are using.

3 WAN IF Alias - Microsoft Internet Explorer

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
1. v === W
2, O
8 [

& O
8 O
6 O
2 O
B. O
[ ok | [ Clearal | [ Close

Specify an IP address — Click this radio button to specify some data.
IP Address — Type in the private IP address.

Subnet Mask — Type in the subnet mask.

Gateway IP Address — Type in gateway IP address.

Default MAC Address Type in MAC address for the router. You can use Default MAC
Address or specify another MAC address for your necessity.
MAC Address — Type in the MAC address for the router manually.

DNS Server IP Type in the primary IP address for the router. If necessary, type in
Address secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.

3.1.4 Multi-PVCs

This router allows you to create multi-PVCs for different data transferring for using. Simply
go to Internet Access and select Multi-PVC Setup page.
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Internet Access >> Multi-PVCs Setup

Multi-P¥Cs
Channel Enable

1.
2,
4. O
5. O
8. o
7. O
= L

Enable

VPI

VCI

QoS Type

Protocol

Encapsulation

3.1.5 DSL Settings

vPI WCI QoS Type Protocol Encapsulation
g i3] UBR v | |PPFPoE = WO v
g 5] UBR v [MPoA v (1483 Route IP LLC v
[ (0]24 l [ Clear ] [ Cancel l

Type in the primary IP address for the router. If necessary, type
Type in the value provided by your ISP.
Type in the value provided by your ISP.

Select a proper QoS type for the channel.
Qos Type

Select a proper protocol for this channel.
Protocol

PPPoE v

PPPoE

Choose a proper type for this channel. The types will be different
according to the protocol setting that you choose.

Encapsulation

1483 Route P LLC e

Enl::apsulatiunMEG Bridged IP LLC
1483 Route IP LLC

1453 Bridged IP WC-hux

| |1483 Routed IP WC-Mux(IPod)

1453 Bridged IP{IFoE)

.
MAP

LLC/S

DSL is one technology that dramatically increases the digital capacity of ordinary telephone
lines (the local loops) into the home or office. The speed of DSL is based on the distance
between the customer and telco central office.
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Below shows settings for Vigor3100/Vigor3100G/Vigor3100i.

Internet Access >> DSL Setting

DSL Setting
@ adaptiveRate MaxRate 2312 | minpate |72 ¥
OFixedRrate
Terminal Type CPE v
AnnexType A
AdaptiveRate Set the connection rate for the network.
MaxRate Select the maximum rate for this setting. Use the drop down list to
select the one that suits your router. The default value is 2312.
MinRate Select the minimum rate for this setting. Use the drop down list to
select the one that suits your router. The default value is 72.
FixedRate If you select this one, only the fixed value is useful.
Terminal Type Determine the role of this device as a CPE or CO.
Annex Type Choose the correct annex type (A or B) for your router.

Vigor3120 offers different DSL settings with Vigor 3100 and Vigor3100G due to its
feature of 4-wire bundle mode.

Internet Access >> DSL Sefting

DSL Setting
4-wire bundle mode Standard mode
adaptiveRate MaxRate MinRate :
@ Fizedrate 2312MB24 % [ 2-wirg / 4-wire)
Terminal Type CPE +
AnnexType A

4-wire bundle mode To have wider bandwidth in network transmission, please choose
proper mode in this field. Basically, you can just select the proper
one according to the mode that your ISP provides. And you can set
FixedRate setting only if you select Standard mode or Enhanced

mode here.
Standard mode W
Diaahle

‘Standard mode

Enhanced mode
Enhanced mode allows network connection via 2-wire instead if
connection via 4-wire fails.

Vigor3100 Series User's Guide
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3.2 LAN

FixedRate If you select Standard mode or Enhanced mode on 4-wire bundle
mode, only the fixed rate is available for line speed. Please use the
drop down list to choose the one that you subscribe.

Terminal Type Determine the role of this device as a CPE or CO.

Annex Type Choose the correct annex type (A or B) for your router.

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

3.2.1 Basics of LAN

36

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

Internet

m DHCP Server
Public IP Address = ¥

Private Subnet
Router IP Address:192.168.1.1

TIL

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor router
will serve for IP routing to help hosts in the public subnet to communicate with other public
hosts or servers outside. Therefore, the router should be set as the gateway for public hosts.
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Internet

Public IP Address:
220.135.240.207

Private Subnet

Router IP Address:192.168.1.1 Public Subnet
192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules to
forward data from one specified subnet to another specified subnet without the presence of
RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 4 virtual LANS. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.

Internet

VLAN1

192.168.1.13 192.168.1.12 192.168.1.11 192.168.1.10
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3.2.2 General Setup
This page provides you the general settings for LAN.
Click LAN to open the LAN settings page and choose General Setup.

LAN >> General Setup

Ethernet TCP / IP and DHCP Setup

LAMN IP MNetwork Configuration DHCP Server Configuration
For MAT Usage ® Enable Server O Disable Server
1st 1P Address 192.168.1.1 Relay agent: (O 1st Subnet  2nd Subnet
1=t Subnet Mask 2552552550 Start [P address 192.163.1.10
For IP Routing Usage O Enahle @ Disable IP Pool Counts a0
znd IP Address 192.166.2.1 Gateway IP Address 192.168.1.1
2nd Subnet Mask 2552652550 DHCP Server IP Address

[~ nd Subnet DHCP Sarer || " RElaY Agent

DNS Server IP Address
RIP Protocol Control Digable v [] Force DMS manual setting

Prirmary IP Address
Secondary [P Address
Note: Setting IP_MAC binding can perform fixed DHCP IP assignment.

1st IP Address Type in private IP address for connecting to a local private network
(Default: 192.168.1.1).
1st Subnet Mask Type in an address code that determines the size of the network.

(Default: 255.255.255.0/ 24)
For IP Routing Usage Click Enable to invoke this function. The default setting is Disable.

2" IP Address Type in secondary IP address for connecting to a subnet.
(Default: 192.168.2.1/ 24)
2" Subnet Mask An address code that determines the size of the network.
(Default: 255.255.255.0/ 24)
2" DHCP Server You can configure the router to serve as a DHCP server for the 2nd
subnet.
; Router Web Configurator - Microsoft Internet Explorer
2nd DHCP Server
Start IP Address
1P Pool Counts 0 (max, 100
Index Matched MAC Address given IP Address
MAC Address H 2 H H
[ Add ] [ Remove ] [ Edit ] [ Cancel ]
[ ok ] [clearal | [ Close |
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RIP Protocol Control

DHCP Server
Configuration

Vigor3100 Series User's Guide

Start IP Address: Enter a value of the IP address pool for the DHCP
server to start with when issuing IP addresses. If the 2nd IP address
of your router is 220.135.240.1, the starting IP address must be
220.135.240.2 or greater, but smaller than 220.135.240.254.

IP Pool Counts: Enter the number of IP addresses in the pool. The
maximum is 10. For example, if you type 3 and the 2nd IP address of
your router is 220.135.240.1, the range of IP address by the DHCP
server will be from 220.135.240.2 to 220.135.240.11.

MAC Address: Enter the MAC Address of the host one by one and
click Add to create a list of hosts to be assigned, deleted or edited IP
address from above pool. Set a list of MAC Address for 2" DHCP
server will help router to assign the correct IP address of the correct
subnet to the correct host. So those hosts in 2™ subnet won’t get an
IP address belonging to 1% subnet.

Disable deactivates the RIP protocol. It will lead to a stoppage of the
exchange of routing information between routers. (Default)

RIP Protocol Control Dizable A
Disable

15t Subnet .

2nd Subnet
1st Subnet - Select the router to change the RIP information of the
1st subnet with neighboring routers.

2nd Subnet - Select the router to change the RIP information of the
2nd subnet with neighboring routers.

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network so it
automatically dispatch related IP settings to any local user
configured as a DHCP client. It is highly recommended that you
leave the router enabled as a DHCP server if you do not have a
DHCP server for your network.

If you want to use another DHCP server in the network other than
the Vigor Router’s, you can let Relay Agent help you to redirect the
DHCP request to the specified location.

Enable Server - Let the router assign IP address to every host in the
LAN.

Disable Server — Let you manually assign IP address to every host
in the LAN.

Relay Agent — (1% subnet/2™ subnet) Specify which subnet that
DHCP server is located the relay agent should redirect the DHCP
request to.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the 1st IP
address of your router is 192.168.1.1, the starting IP address must be
192.168.1.2 or greater, but smaller than 192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you want
the DHCP server to assign IP addresses to. The default is 50 and the
maximum is 253.

Gateway IP Address - Enter a value of the gateway IP address for
the DHCP server. The value is usually as same as the 1st IP address
of the router, which means the router is the default gateway.

DHCP Server IP Address for Relay Agent - Set the IP address of
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DNS Server
Configuration

the DHCP server you are going to use so the Relay Agent can help to
forward the DHCP request to the DHCP server.

DNS stands for Domain Name System. Every Internet host must
have a unique IP address, also they may have a human-friendly,
easy to remember name such as www.yahoo.com. The DNS server
converts the user-friendly name into its equivalent IP address.

Force DNS manual setting -

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more than
one DNS Server. If your ISP does not provide it, the router will
automatically apply default DNS Server IP address: 194.109.6.66 to
this field.

Secondary IP Address - You can specify secondary DNS server IP
address here because your ISP often provides you more than one
DNS Server. If your ISP does not provide it, the router will
automatically apply default secondary DNS Server IP address:
194.98.0.1 to this field.

The default DNS Server IP address can be found via Online Status:

LAN Status {Primary DNS  194.109.5.66 | ('secondary DNS  194.93.0.1)
1P Address TX Packets RX Packets
192.168.1.1 2792 2674

If both the Primary IP and Secondary IP Address fields are left empty,
the router will assign its own IP address to local users as a DNS
proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS cache, the
router will resolve the domain name immediately. Otherwise, the
router forwards the DNS query packet to the external DNS server by
establishing a WAN (e.g. DSL/Cable) connection.

There are two common scenarios of LAN settings that stated in Chapter 4. For the
configuration examples, please refer to that chapter to get more information for your necessity.

3.2.3 Static Route
Go to LAN to open setting page and choose Static Route.

LAN >> Static Route Setup

Static Route Configuration

| View Routing Table |

Index Destination Address Status Index Destination Address Status

1. e 7 6. e 7
2. ™ 7 1. e 7
3. ™ 7 8. T 7
4. 7T ? 9. 7T 7
5. T 7 10. T 7

Status:v —-- Active, x --- Inactive, 7 --- Empty

Index The number (1 to 10) under Index allows you to open next page to

Destination Address

Status

setup static route.
Displays the destination address of the static route.

Displays the status of the static route.
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Viewing Routing Table Displays the routing table for your reference.

Current Running Routing Table | Refresh |

Key: C - connected, 3 - static, R - RIF, + - defsult, ~ - private ~

T 0.0.0.0/ 0.0.0.0 via 152.168.1.1, IFOD
Lo 192.168.1.0/ 255.255.255.0 is directly connected, IFO

Add Static Routers to Private and Public Networks

Here is an example of setting Static Route in Main Router so that user A and B locating in
different subnet can talk to each other via the router. Assuming the Internet access has been
configured and the router works properly:

® use the Main Router to surf the Internet.

® create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

®  create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

®  have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

Internet

Set

Router C Static Route

192.168.1.1

Router A Router B
192.168.1.2 | 192.168.1.3
(Gateway:192.168.1.1)

192.168.10.0/24 — 211.10.88.0/24

Sy - =
Private subnet ! T\’Prvate subnet

User A UserB

1. Goto LAN page and click General Setup, select 1st Subnet as the RIP Protocol
Control. Then click the OK button.

Note: There are two reasons that we have to apply RIP Protocol Control on 1st
Subnet. The first is that the LAN interface can exchange RIP packets with the
neighboring routers via the 1st subnet (192.168.1.0/24). The second is that those
hosts on the internal private subnets (ex. 192.168.10.0/24) can access the Internet
via the router, and continuously exchange of IP routing information with different
subnets.
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2.  Click the LAN - Static Route and click on the Index Number 1. Please add a static
route as shown below, which regulates all packets destined to 192.168.10.0 will be
forwarded to 192.168.1.2. Click OK.

LAN >> Static Route Setup

Index MNo. 1
Status/Action ActivesAdd v
Destination IP Address 192.165.10.0
Subnet Mask 2552552550
Gateway IP Address 192.168.1.2
Metwork Interface LAN »

[0S ] [ Cancel

3. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3.

LAN >> Static Route Setup

Index No. 2
Status/action Activel/Add v
Destination [P Address 211.100.88.0
Subnet Mask 285285 25510
Gateway IP address 192.168.1.9|
MNetwork Interface LAN »
Ok ] [ Cancel ]

4.  Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics >> View Routing Table

Current Running Routing Table | Refresh |
Key: C - connected, 3 - static, B - RIP, * - default, ~ - private ~
F 0.0.0.0/ 0.0.0.0 wia 192.165.1.1, IFO
S~ 192.165.10.0/ £55.255.255.0 via 19Z.165.1.2Z, IFO
e 192.168.1.0/ 255.255.255.0 is directly connected, IFO
S~ 211.100.858.0/ 255.255.255.0 wia 19:2.165.1.3, IFO
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Disable Static Route

1.  Click the Index Number that you want to disable from the Static Route Configuration
page.

2. Select Inactive/Disable from the drop-down menu, and then click the OK button to
disable the route.

LAN >> Static Route Setup

Index No. 2
Status/Action ActivesAdd v

Destination IP Address

Subnet Mask

Gateway IP Address 192.168.1.3
Metwork Interface LAN
[ Ok ] [ Cancel

3.2.4 VLAN

Note: This menu is available for Vigor3100, Vigor3100i and Vigor3120 model. For
Vigor3100G, please refer to 3.10.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. You can also manage the in/out rate of each port. Go to LAN page
and select VLAN. The following page will appear. Click Enable to invoke VLAN function.

LAN >> VLAN Configuration

YLAMN Configuration

[JEnakble
P1 p2 P3 P4
YLAND
YLAMNL
YLAMNZ
YLANI
0K ][ Clear ][ Cancel
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To add or remove a VLAN, please refer to the following example.

1. If, VLAN 0 is consisted of hosts linked to P1 and P2 and VLAN 1 is consisted of hosts
linked to P3 and P4.

Internet

Tt
11

VLAN1

N

192.168.1.13 192.168.1.12 192.168.1.11 192.168.1.10

2.  After checking the box to enable VLAN function, you will check the table according to
the needs as shown below.

LAN >> VLAN Configuration

YLAN Configuration

[“]Enable
Pi Pz P3 P4
VLAND O O
VLAN1 [l O
VLANZ Ll O O O
VLANS O O O O
’ 0]74 ] ’ Clear ] ’ Cancel ]

3.  Toremove VLAN, uncheck the needed box and click OK to save the results.
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3.2.5Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthen control in
network. When this function is enabled, all the assigned IP and MAC address binding together
cannot be changed. If you modified the binding IP or MAC address, it might cause you not
access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.

LAN >> Bind IP to MAC

Bind IP to MAC

Note: IP-MAC binding presets DHCP Allocations,
If you select Strict Bind, unspecified LAN clients cannot access the Internet.

& Enable O Disable O Strict Bind

ARP Table | Select All | Sort | Refresh | IP Bind List | Select All | Sort |
IF Addre==s Hac Addres= Index IP Addres= Mac Address=

192 168.1.10 00-0E-A6-2A-DE5-A1

Add and Edit

IP Address

Mac address

Enable Click this radio button to invoke this function. However, IPFMAC
which is not listed in IP Bind List also can connect to Internet.

Disable Click this radio button to disable this function. All the settings on
this page will be invalid.

Strict Bind Click this radio button to block the connection of the IPMAC which
is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The information for

IP and MAC will be displayed in this field. Each pair of IP and
MAC address listed in ARP table can be selected and added to IP
Bind List by clicking Add below.

Add and Edit IP Address - Type the IP address that will be used for the
specified MAC address.
Mac Address - Type the MAC address that is used to bind with
the assigned IP address.

Refresh It is used to refresh the ARP table. When there is one new PC added
to the LAN, you can click this link to obtain the newly ARP table
information.

IP Bind List It displays a list for the IP bind to MAC information.
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Add It allows you to add the one you choose from the ARP table or the
IP/MAC address typed in Add and Edit to the table of IP Bind
List.

Edit It allows you to edit and modify the selected IP address and MAC
address that you create before.

Remove You can remove any item listed in IP Bind List. Simply click and
select the one, and click Remove. The selected item will be removed
from the IP Bind List.

Note: Before you select Strict Bind, you have to bind one set of IP/MAC address
for one PC. If not, no one of the PCs can access into Internet. And the web
configurator of the router might not be accessed.

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router, select
the available public port, and then forward it. At the same time, the router shall list an entry in
a table to memorize this address/port-mapping relationship. When the public server response,
the incoming traffic, of course, is destined to the router’s public IP address and the router will
do the inversion based on its table. Therefore, the internal host can communicate with external
host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal IP addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be aware
of any private IP addresses, the NAT function can protect the internal network.

Note: On NAT page, you will see the private IP address defined in RFC-1918. Usually
we use the 192.168.1.0/24 subnet for the router. As stated before, the NAT facility can
map one or more IP addresses and/or service ports into different specified services. In
other words, the NAT function can be achieved by using port mapping methods.

3.3.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is to
forward all access request with public IP address from external users to the mapping private IP
address/port of the server.
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Internet Destined to
220.135.240.207
Port 213

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic. The server users inside the LAN can
not access public IP address of the server. The correct route is to access the server using the
local private IP address of the server, or you should set up an alias in a Windows hosts file.
Please only redirect the ports you know you have to forward rather than forward all ports.
Otherwise, you will compromise the firewall-type security initially deployed by the NAT
facility.

To use this function, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 10 port-mapping entries for the internal hosts.

NAT >> Configure Port Redirection Table

Port Redirection Table

Public Private

Index Service Name Protocol WAN IP Port Private IP Port Active
1| |- | [3wANIP Alias2] v |0 || o | O
2 | [ | [3waNIP Alias2] |0 || o | O
3 | |- | [3WANIP Alias2] v |0 || o | O
4 | [ | [3wanNIP Alias2] v [0 || o | O
Al
5 | 1= wan P Alissi)- | || o | O
3 VWAN IP Alias[2]
6 | I Y 4 AN P AIS[B] 0 I o o
7 | | | [5wan P alias(4] o || o | O
B.AVAN IP Alias[5]
8 | = > frwean e Alias[B] 0 || o | O
o | L= e ey [P ] k] B
10 | |- v | [ 3WANIP Allas[2] v |0 || o | O
Service Name Enter the description of the specific network service.
Protocol Select the transport layer protocol (TCP or UDP).
WAN IP Select one of the WAN IP selections for port redirection. Only the

selected WAN IP with incoming data will be redirected to the
specified IP. If you choose All, all incoming traffic through any
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WAN IP will be transferred to the IP address specified in this web

page.

Public Port Specify which port can be redirected to the specified Private IP and
Port of the internal host.

Private IP Specify the private IP address of the internal host providing the
service.

Private Port Specify the private port number of the service offered by the internal
host.

Active Check this box to activate the port-mapping entry you have defined.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router’s in order to avoid confliction.

For example, the built-in web configurator in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you need
to change the router’s http port to any one other than the default port 80 to avoid conflict,
such as 8080. This can be set in the System Maintenance >>Management. You then will
access the admin screen of by suffixing the IP address with 8080, e.g., http://192.168.1.1:8080
instead of port 80.

Management Setup

Management Access Control Management Port Setup
O Default Parts (Telnet: 23, HTTP: B0, HTTPS:
[JEnable remate firmware upgrade(FTP} 443, FTP: 21)
Ol allow management from the Internet ® User Define Ports
[“lDisahle PIMNG from the Internet Telnet Port 23
HTTP Port s080]
Access List
List P Subnet Mask HTTPS Part 443
1 - FTF Port M
2 v
SNMP Setup
3 v
[ Enable SNMP Agent
Get Community public
Set Community private

Manager Host 1P

Trap Community public
Motification Host IP

Trap Timeout 10 seconds

3.3.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that map ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as Netmeeting or Internet Games etc.
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Destined to

Internet 220.135.240.207
Protocol: Any

Part: Any

g™

TR

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12  192.168.1.13
Port 21 Port 80

The inherent security properties of NAT are somewhat bypassed if you set up DMZ
host. We suggest you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page:

NAT >> DMZ Host Setup

DMZ Host Setup

Enable Private IP
= I 1]
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, or click Choose PC to
select one.
Choose PC Click this button and then a window will automatically pop up, as

depicted below. The window consists of a list of private IP addresses
of all hosts in your LAN network. Select one private IP address in
the list to be the DMZ host.

A nans_ [0

192.168.1.11

If you previously have set up WAN Alias in Internet Access>>PPPoE/PPPoA or Internet
Access>>MPoA, you will find them in Aux. WAN IP list for your selection.
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NAT >> DMZ Host Setup

DMZ Host Setup
Index Enable Aux. WAN IP Private IP

1. [F 220.135.240.247

OK | [ Clear

3.3.3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.
Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT >> Open Ports Setup

Open Ports Setup

Index Comment Aux. WAN IP Local IP Address Status
%

A s
X K XK O H X o xwm X X

Index Indicate the relative number for the particular entry that you want to
offer service in a local host. You should click the appropriate index
number to edit or clear the corresponding entry.

Comment Specify the name for the defined network service.

Aux. WAN IP Display the private IP address of the local host that you specify in
WAN Alias.

Local IP Address Display the private IP address of the local host offering the service.

Status Display the state for the corresponding entry. X or V is to represent

the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT >> Open Ports Setup >> Edit Open Ports Setup

Index No. 1
[¥Enable Open Parts

Caomment

P2P-Emule

Local Computer 192 1688 1 (|1 Choose PC

Protocal Start Port End Port Protocal Start Port End Port
1. |TCP v 4500 4700 6. |- v 0 0
2, |UDP w 4500 4700 oo v 0 u}
3. |- v a 0 8, |- v 0 0
4, |- v a 0 9, |- v ] 0
5. |- v o 0 10, |- v 0 0
[ Ok ] [ Clear ] [ Cancel ]

However, if you previously have set up WAN Alias in Internet Access>>PPPoE/PPPoA or
Internet Access>>MPoA, you will find that WAN IP appeared for your selection.

NAT >> Open Ports Setup >> Edit Open Ports Setup

Index No. 1

¥ Enable Open Ports

Comment

P2P-Emule WaN IR 220.135.240.247 v

Local Computer 192|168 (|1 |11 Choose PC

Protocol Start Port End Port Protocol Start Port End Port
1. |TCP 4500 4700 6. |- v ] 0
2, |UDP + 4500 4700 7| v 0 0
3. | v 0 0 g, |- v ] 0
4, |- v 0 0 9, |- v ] 0
5 |- v 1] 1] 10, |- v 0 0
[ Ok ] [ Clear ] [ Cancel ]

Enable Open Ports
Comment

Local Computer

Choose PC

Protocol

Start Port

End Port
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Check to enable this entry.
Make a name for the defined network application/service.

Enter the private IP address of the local host or click Choose PC to
select one.

Click this button and, subsequently, a window having a list of
private IP addresses of local hosts will automatically pop up. Select
the appropriate IP address of the local host in the list.

Specify the transport layer protocol. It could be TCP, UDP, or -----
(none) for selection.

Specify the starting port number of the service offered by the local
host.

Specify the ending port number of the service offered by the local
host.
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3.4 Firewall

3.4.1 Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also

restricts users in the local network from accessing the Internet. Furthermore, it can filter out

specific packets that trigger the router to build an unwanted outgoing connection.

The most basic security concept is to set user name and password while you install your router.
The administrator login will prevent unauthorized access to the router configuration from your
router.

Quick Start Wizard

1. Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

Mew Passwaord

Confirm Password

If you did not set password during installation; you can go to System Maintenance to set up
your password.

System Maintenance >> Administrator Password Setup

Administrator Password
COld Password
New Password

Retype Mew Password

Firewall Facilities

The users on the LAN are provided with secured protection by the following firewall facilities:
®  User-configurable IP filter (Call Filter/ Data Filter).

®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data

®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

® URL Content Filter
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IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter and
Data Filter.

®  Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter rules.
If legal, the packet will pass. Then the router shall “initiate a call”” to build the Internet
connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.

Call Filter — Initiate a call
| down pass

l block

Outgoing WAN link -
Traffic status -
up pass
I—’ Data Filter —— Send packet

to WAN

l block

Drop
packet

pass
Se':g Egﬂ‘et «— Data Filter +~— < LAN Link
1 block
Drop
packet

Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header, stateful
inspection builds up a state machine to track each connection traversing all interfaces of the
firewall and makes sure they are valid. The stateful firewall of Vigor router not just examine
the header information also monitor the state of the connection.
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Instant Messenger (IM) and Peer-to-Peer (P2P) Application Blocking

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserve attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar situation
for corporation towards peer-to-peer applications since file-sharing can be convenient but
insecure at the same time. To address these needs, we provide IM and P2P blocking
functionality.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based on
the attack signature database. Any malicious packet that might duplicate itself to paralyze the
host in the secure LAN will be strictly blocked and a Syslog message will be sent as warning, if
you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router will
activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. Smurf attack

2. UDP flood attack 10. SYN fragment

3. ICMP flood attack 11. ICMP fragment

4. TCP Flag scan 12. Tear drop attack

5. Trace route 13. Fraggle attack

6. IP options 14. Ping of Death attack
7. Unknown protocol 15. TCP/UDP port scan
8. Land attack

Content Filtering

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious

codes from web pages. It’s very common that malicious codes conceal in the executable objects,
such as ActiveX, Java Applet, compressed files, and other executable files. Once downloading
these types of files from websites, you may risk bringing threat to your system. For example, an
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ActiveX control object is usually used for providing interactive web feature. If malicious code
hides inside, it may occupy user’s system.

Web Filtering

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in your
trust against the hazards. With Web filtering service of the Vigor router, you can protect your
business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or chat
rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories of
website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be checked
against our server database, powered by SurfControl. The database covering over 70 languages
and 200 countries, over 1 billion Web pages divided into 40 easy-to-understand categories. This
database is updated as frequent as daily by a global team of Internet researchers. The server will
look up the URL and return a category to your router. Your Vigor router will then decide
whether to allow access to this site according to the categories you have selected. Please note
that this action will not introduce any delay in your Web surfing because each of multiple load
balanced database servers can handle millions of requests for categorization.

3.4.2 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you
can configure the Log Flag settings, Enable Stateful packet inspection, Apply IP filter to
VPN incoming packets, Drop non-http connection on TCP port 80, and Accept incoming
fragmented UDP packets.

Click Firewall and click General Setup to open the general setup page.

Firewall >> General Setup

General Setup

call Filter ®Enable Start Filter Set | Set#l v
O Disable

Data Filter ®Enable Start Filter Set | Set#2 v
O Disable

Log Flag Mone v

[JEnable stateful packet inspection
[ apply 1P filter to ¥PN incoming packets
[Jorop non-http connection on TCP port 80

[¥] tccept incoming fragmented UDP packets (for some games, ex. CS)

Call Filter Check Enable to activate the Call Filter function. Assign a start filter
set for the Call Filter.

Data Filter Check Enable to activate the Data Filter function. Assign a start filter
set for the Data Filter.

Log Flag For troubleshooting needs you can specify the filter log here.
None - The log function is not activated.
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Block - All blocked packets will be logged.

Pass - All passed packets will be logged.

No Match - The log function will record all packets that are not
matched.

Note that the filter log will be displayed on the Telnet terminal when
you type the log -f command.

Some on-line games (for example: Half Life) will use lots of fragmented UDP packets to
transfer game data. Instinctively as a secure firewall, Vigor router will reject these fragmented
packets to prevent attack unless you enable “Accept Incoming Fragmented UDP Packets”. By
checking this box, you can play these kinds of on-line games. If security concern is in higher
priority, you cannot enable “Accept Incoming Fragmented UDP Packets”.

3.4.3 Filter Setup
Click Firewall and click Filter Setup to open the setup page.

Firewall >> Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
1. Default Call Filter i.
2. Default Data Filter 8.
3. 9.
4. 10.
2k 1.
6. 12.

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall >> Filter Setup >> Edit Filter Set

Filter Set 1

Comments : [Default Call Filter

Filter Rule Active Comments
Block MetBios
O
O
O
O
(8] O
O

Mext Filter Set |Mone v
[0k [cear ] [ Caneal |
Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click the button

will open Edit Filter Rule web page. For the detailed information,
refer to the following page.

Active Enable or disable the filter rule.
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Comment Enter filter set comments/description. Maximum length is
23—character long

Next Filter Set Set the link to the next filter set to be executed after the current filter
set. Do not make many filter sets a loop.

To edit Filter Rule, click the Filter Rule index button to enter the Filter Rule setup page.

Firewall >> Edit Filter Rule >> Edit Filter Rule

Filter Set 1 Rule 1

Comments : |Block MNetBias [“| Check to enable the Filter Rule
Pass or Block Branch to Other Filter Set
Block Immediately A Mome
OLog
Direction |[IN % Protocal | TCR/UDR
IP Address Subnet Mask Cperator Start Port End Port
Source any 255266250255 (32 v | |= v| 137 1339
Destination [any 200285200255 (3 v = ¥
[keep State Fragments |DontCare v
[ Ok l [ Clear ] [ Cancel ]
Comments Enter filter set comments/description. Maximum length is 14-

character long.
Check to enable the Check this box to enable the filter rule.

Filter Rule

Pass or Block Specifies the action to be taken when packets match the rule.
Block Immediately - Packets matching the rule will be dropped
immediately.
Pass Immediately - Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule, and that
does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule, and that
does not match further rules, will be passed through.

Branch to other Filter If the packet matches the filter rule, the next filter rule will branch
Set to the specified filter set. Select next filter rule to branch from the
drop-down menu.

Log Check this box to enable the log function. Use the Telnet command
log-f to view the logs.

Direction Set the direction of packet flow. It is for Data Filter only. For the
Call Filter, this setting is not available since Call Filter is only
applied to outgoing traffic.

Protocol Specify the protocol(s) which this filter rule will apply to.

IP Address Specify a source and destination IP address for this filter rule to apply
to. Place the symbol “!” before a specific IP Address will prevent this
rule from being applied to that IP address. To apply the rule to all IP
address, enter any or leave the field blank.
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Subnet Mask

Operator, Start Port
and End Port

Keep State

Fragments

Select the Subnet Mask for the IP Address column for this filter rule
to apply from the drop-down menu.

The operator column specifies the port number settings. If the Start
Port is empty, the Start Port and the End Port column will be
ignored. The filter rule will filter out any port number.

(=) Ifthe End Port is empty, the filter rule will set the port
number to be the value of the Start Port. Otherwise, the port
number ranges between the Start Port and the End Port (including
the Start Port and the End Port).

('=)If the End Port is empty, the port number is not equal to the
value of the Start Port. Otherwise, this port number is not between
the Start Port and the End Port (including the Start Port and End
Port).

(>) Specify the port number is larger than the Start Port (includes
the Start Port).

(<) Specify the port number is less than the Start Port (includes the
Start Port).

This function should work along with Direction, Protocol, IP address,
Subnet Mask, Operator, Start Port and End Port settings. It is used
for Data Filter only.

Keep State is in the same nature of modern term Stateful Packet
Inspection. It tracks packets, and accept the packets with appropriate
characteristics showing its state is legal as the protocol defines. It
will deny unsolicited incoming data. You may select protocols from
any, TCP, UDP, TCP/UDP, ICMP and IGMP.

Specify the action for fragmented packets. And it is used for Data
Filter only.

Don’t care -No action will be taken towards fragmented packets.
Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short to contain
a complete header.
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Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call

filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even link

them in a serial manner. Each filter set is composed by 7 filter rules, which can be further
defined. After that, in General Setup you may specify one set for call filter and one set for

data filter to execute first.

General Setup

call Filter & Enable
© Disable
Data Filter ® Enable
O Disable
Log Flag None v

[ Enahble stateful packet inspection

Start Filter Set

Start Filter Fet | Set#2 |~

Comments
Default Call Filter
Default Data Filter

[ &pply 1P filter to ¥PN incoming packets
[ Drop non-http connection on TCP po
Accept incoming fragmented UDP pfAcke

| Setto Factory Default |

Comments

RE|B[e =~

(Filter set1
Comments : Default Call Filter
Filter Rule Active
o
|
o
O
(5] o
|
\

]

[Filter set 1 Rule 1
Comments : |Block NetBios

Pass or Block

Direction |IN ¥

IP Address
Source any

Destination |any

3.4.4 IM Blocking

IM Blocking means instant messenger blocking. Click Firewall and click 1M Blocking to
open the setup page. You will see a list of common IM (such as MSN, Yahoo, ICQ/AQL)
applications. Check Enable IM Blocking and select the one(s) that you want to block. To
block selected IM applications during specific periods, enter the number of the scheduler

El Keep State

Block Immediately b

Check to enable the Filter Rule
Branch to Other Filter Set

Mone

] Log
Protocal

Subnet Mask
255.255.255.255 (/32) |

256,265 266255 (/32) »

v

TCRAUDP v

Operator Start Port End Paort
= v [137 139

= v

Fragments Dan't Care b

predefined in Applications>>Call Schedule.

Firewall >> IM Blocking Setup

Enable IM Blocking

tant Messenger Applications Blocking Setup

[ Block MSMN Messenger

[ elock v¥ahoo Messenger

O elock 1CQ/A0L

[ Block QQ

Time Schedule

Index{1-15) in Schedule Setup: A ,

Note: Action and Idle Timeout settings will be ignored.
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3.4.5 P2P Blocking

P2P is the short name of peer to peer. Click Firewall and click P2P Blocking to open the
setup page. You will see a list of common P2P applications. Check Enable P2P Blocking and
select the one(s) to block. To block selected P2P applications during specific periods, enter the
number of the scheduler predefined in Applications>>Call Schedule.

Firewall >> P2P Blocking Setup

Peer-to-Peer file-sharing Applications Blocking Setup

[JEnable P2P Blacking

Protocol Applications Action
Allow
ebonkey ebonkey, eMule, Shareaza, MLDonkey Disallow

Disallow upload

) Allow
FastTrack Kazad, iMesh, MLDonkey )
Disallow
BearShare, Gnucleus, Limewire, Phex, Swapper, Allow
Grnutella
#®olok, Shareaza, MLDonkey Disallow
. . Allowe
BitTorrent BitTorrent )
Disallow

Time Schedule

Index{1-15) in Schedule Setup: , " "
Mote: Action and Idle Timeout settings will be ignored.

Action Specify the action for each protocol.
Allow — Allow the client to access into the application through the
specified protocol.
Disallow — Forbid the client to access into the application through
the specified protocol.
Disallow upload — Forbid the client to access into the application
through the specified protocol for downloading. Yet uploading is
allowed.
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3.4.6 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall >> DoS defense Setup

DoS defense Setup

Enable DoS Defense

[JEnable S¥M flood defense

[JEnable UDP flood defense

[Enable 1CMP flood defense

[JEnable Port Scan detection

[elock IP optians
[Oelock Land

Oelock Smurf

Oelock trace route
[Oelock 5¥M fragment
[elock Fraggle attack

Enable Dos Defense

Enable SYN flood
defense

Enable UDP flood
defense

Enable ICMP flood
defense

Enable PortScan
detection

Vigor3100 Series User's Guide

Threshold packets / sec

Timeout sec

Threshold packets / sec

Timeout sec

Threshold packets / sec

Timeout sec

Threshold packets / sec

[Jelock TCP flag scan
[Jelock Tear Crop
[Jelock Ping of Death
[elock ICKMP fragment

[elock UnknownProtocol

[ ok ][ clearal | [ cancel |

Check the box to activate the DoS Defense Functionality.

Check the box to activate the SYN flood defense function. Once
detecting the Threshold of the TCP SYN packets from the Internet
has exceeded the defined value, the Vigor router will start to
randomly discard the subsequent TCP SYN packets for a period
defined in Timeout. The goal for this is prevent the TCP SYN
packets’ attempt to exhaust the limited-resource of Vigor router.
By default, the threshold and timeout values are set to 50 packets
per second and 10 seconds, respectively.

Check the box to activate the UDP flood defense function. Once
detecting the Threshold of the UDP packets from the Internet has
exceeded the defined value, the Vigor router will start to randomly
discard the subsequent UDP packets for a period defined in
Timeout. The default setting for threshold and timeout are 150
packets per second and 10 seconds, respectively.

Check the box to activate the ICMP flood defense function. Similar
to the UDP flood defense function, once if the Threshold of ICMP
packets from Internet has exceeded the defined value, the router
will discard the ICMP echo requests coming from the Internet. The
default setting for threshold and timeout are 50 packets per second
and 10 seconds, respectively.

Port Scan attacks the Vigor router by sending lots of packets to
many ports in an attempt to find ignorant services would respond.
Check the box to activate the Port Scan detection. Whenever
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Block IP options

Block Land

Block Smurf

Block trace router

Block SYN fragment

Block Fraggle Attack

Block TCP flag scan

Block Tear Drop

Block Ping of Death

Block ICMP Fragment

Block Unknown
Protocol

detecting this malicious exploration behavior by monitoring the
port-scanning Threshold rate, the Vigor router will send out a
warning. By default, the Vigor router sets the threshold as 150
packets per second.

Check the box to activate the Block IP options function. The Vigor
router will ignore any IP packets with IP option field in the datagram
header. The reason for limitation is IP option appears to be a
vulnerability of the security for the LAN because it will carry
significant information, such as security, TCC (closed user group)
parameters, a series of Internet addresses, routing messages...etc. An
eavesdropper outside might learn the details of your private
networks.

Check the box to enforce the Vigor router to defense the Land attacks.

The Land attack combines the SYN attack technology with IP
spoofing. A Land attack occurs when an attacker sends spoofed SYN
packets with the identical source and destination addresses, as well as
the port number to victims.

Check the box to activate the Block Smurf function. The Vigor router
will ignore any broadcasting ICMP echo request.

Check the box to enforce the Vigor router not to forward any trace
route packets.

Check the box to activate the Block SYN fragment function. The
Vigor router will drop any packets having SYN flag and more
fragment bit set.

Check the box to activate the Block fraggle Attack function. Any
broadcast UDP packets received from the Internet is blocked.
Activating the DoS/DDoS defense functionality might block some
legal packets. For example, when you activate the fraggle attack
defense, all broadcast UDP packets coming from the Internet are
blocked. Therefore, the RIP packets from the Internet might be
dropped.

Check the box to activate the Block TCP flag scan function. Any TCP
packet with anomaly flag setting is dropped. Those scanning activities
include no flag scan, FIN without ACK scan, SYN FINscan, Xmas
scan and full Xmas scan.

Check the box to activate the Block Tear Drop function. Many
machines may crash when receiving ICMP datagrams (packets) that
exceed the maximum length. To avoid this type of attack, the Vigor
router is designed to be capable of discarding any fragmented ICMP
packets with a length greater than 1024 octets.

Check the box to activate the Block Ping of Death function. This
attack involves the perpetrator sending overlapping packets to the
target hosts so that those target hosts will hang once they
re-construct the packets. The Vigor routers will block any packets
realizing this attacking activity.

Check the box to activate the Block ICMP fragment function. Any
ICMP packets with more fragment bit set are dropped.

Check the box to activate the Block Unknown Protocol function.
Individual IP packet has a protocol field in the datagram header to
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Warning Messages
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indicate the protocol type running over the upper layer. However,
the protocol types greater than 100 are reserved and undefined at
this time. Therefore, the router should have ability to detect and
reject this kind of packets.

We provide Syslog function for user to retrieve message from Vigor
router. The user, as a Syslog Server, shall receive the report sending
from Vigor router which is a Syslog Client. (Refer to Chapter 13
System Maintenance Syslog Access Setup for detail information.)

All the warning messages related to DoS defense will be sent to user
and user can review it through Syslog daemon. Look for the keyword
DoS in the message, followed by a name to indicate what kind of
attacks is detected.

SyslLog Access Setup
[“1Enable
Server IP Address 192.168.1.115

Destination Port 514

'.F DrayTek Syslog

Gl 192,168.1.1 w WM Skakus
J J > ’{b Getway IP {Fixed) T Packets R¥ Rate
Wigor 3100 series Dmk.Bis
| |0 | o
LAR Status
T# Packets R Packets WaAN IP {Fized) R Packets T# Rate
[ 931 [ 1182 [ [ [ [ [

Firewall Lag | VPN Log | User Access Log | Call Log | WAN Log | Budget Log | Network Infomsation | Net State

Timne Host | Message
Jan 100:00:42  Vigor Dod s flood Elock(10s) 192.168.1.115,10605 -» 192.188.1.1,23 PR 6(tcp) len 20 40 -5 3943751
Jam 100:00:34  Vigor Dol demp_flood Block{10s) 192.168.1.115 - 192.168.1.1 PR 1{icmp) len 20 60 icmp 0/

% »

ADSL Skatus
Mads State Up Speed Down Speed SMR Margin Laop Atk

T1.413 HAMDSHAKE o 0 0.0 0.0
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3.4.7 URL Content Filter

Based on the list of user defined keywords, the URL Content Filter facility in Vigor router
inspects the URL string in every outgoing HTTP request. No matter the URL string is found
full or partial matched with a keyword, the Vigor router will block the associated HTTP
connection.

For example, if you add key words such as “sex”, Vigor router will limit web access to web
sites or web pages such as “www.sex.com”, "www.backdoor.net/images/sex/p_386.html”. Or
you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request that tries to retrieve the malicious code.
Click Firewall and click URL Content Filter to open the setup page.

Firewall >> URL Content Filter

Content Filter Setup

[JEnable URL Access Control

Black List (block those matching keyword)
wWhite List {pass those matching keyword)

Mo ACT Keyword Mo ACT Keywoard
1 5
2 5]
8 7
4 g

Mote that multiple keywords are allowed to specify in the blank. For example: hotmail yahoo msn

Prevent web access from IP address

[JEnable Restrict Weh Feature

Java Activex Compressed files Executable files Multimedia files

Cookie Prowy

[JEnable Excepting Subnets
Mo Act IP Address Subnet Mask

1 L | | o~
2 L . A -
3 L . A -

4 L | | o~

Time Schedule

Index{1-15) in Schedule Setup: A
Mote: Action and Idle Timeout settings will be ignored.

oK | [ ClearAl | [ Cancel

Enable URL Access Check the box to activate URL Access Control.
Control

Black List (block those Click this button to restrict accessing into the corresponding
matching keyword) webpage with the keywords listed on the box below.

White List (pass those Click this button to allow accessing into the corresponding
matching keyword) webpage with the keywords listed on the box below.

Keyword The Vigor router provides 8 frames for users to define keywords and
each frame supports multiple keywords. The keyword could be a
noun, a partial noun, or a complete URL string. Multiple keywords
within a frame are separated by space, comma, or semicolon. In
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addition, the maximal length of each frame is 32-character long.
After specifying keywords, the Vigor router will decline the
connection request to the website whose URL string matched to any
user-defined keyword. It should be noticed that the more simplified
the blocking keyword list, the more efficiently the Vigor router
perform.

Prevent web access Check the box to deny any web surfing activity using IP address,
from IP address such as http://202.6.3.2. The reason for this is to prevent someone
dodges the URL Access Control.

You must clear your browser cache first so that the URL content
filtering facility operates properly on a web page that you visited

before.

Enable Restrict Web  Check the box to activate the function.

Feature Java - Check the checkbox to activate the Block Java object
function. The Vigor router will discard the Java objects from the
Internet.

ActiveX - Check the box to activate the Block ActiveX object
function. Any ActiveX object from the Internet will be refused.
Compressed file - Check the box to activate the Block Compressed
file function to prevent someone from downloading any compressed
file. The following list shows the types of compressed files that can
be blocked by the Vigor router. .

zip, rar, .arj, .ace, .cab, .sit

Executable file - Check the box to reject any downloading behavior
of the executable file from the Internet.

.exe, .com, .scr, .pif, .bas, .bat, .inf, .reg

Cookie - Check the box to filter out the cookie transmission from
inside to outside world to protect the local user's privacy.

Proxy - Check the box to reject any proxy transmission. To control
efficiently the limited-bandwidth usage, it will be of great value to
provide the blocking mechanism that filters out the multimedia files
downloading from web pages. Accordingly, files with the following
extensions will be blocked by the Vigor router.

mov.  .mp3 .rm .ra au - .wmv

wav .asf .mpg .mpeg .avi .ram
Enable Excepting Four entries are available for users to specify some specific IP
Subnets addresses or subnets so that they can be free from the URL Access

Control. To enable an entry, click on the empty checkbox, named as
ACT, in front of the appropriate entry.

Time Schedule Specify what time should perform the URL content filtering facility.
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3.4.8 Web Content Filter

Click Firewall and click Web Content Filter to open the setup page.

For this section, please refer to Web Content Filter user’s guide.

Firewall >> Web Content Filter Setup

GPA{Gontent Portal Authority) Web Gontent Filter Setup

Select a CPA server: |asia.sufcpa.com N
Activate Free Trial and Purchase Subscription
Test a site to verify whether it is cateqgorized

[JEnable web Content Filter

Groups

Child Protection Ochat
Select All [l zambling
Claar All Osex

Leisure [ advertisements
[Ocames
[JHobbies

Orersonals
[Isparts

Business
Select All

[ computing/Internet
[palitics

[remote proxies

Clear All

Others
Select All

[CJEducation
[news

Clear All [lusenet news

Time Schedule

Index(1-15) in Schedule Setup: s ’

O criminal
[IHacking
Oviolence

[JEentertainment
O clamaur
[Lifestyle
[Jrhoto Searches
[Jstreaming Media

[Finance
[Treal Estate
[Jsearch Engine

[JHosting sites
[ religion

Powered by

>
SurfContrel’

Gategories (Tick categories to block, Untick to unblock)

[orugs/alcohal
[IHate speech
Oweapaons

[IFaod
OHealth
COmotar Vehicles
[Jshopping

[ Travel

[Jiob Search/Career
[Ireference
[web mail

Ckid sites
[Jsex Education

[elock all uncategarised sites

Note: Action and Idle Timeout settings will be ignored,

Cancel

Vigor3100 Series User’s Guide



3.5 Bandwidth Management

3.5.1 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer) applications
(e.g., BitTorrent) always need many sessions for procession and also they will occupy over
resources which might result in important accesses impacted. To solve the problem, you can
use limit session to limit the session procession for specified Hosts.

In the Bandwidth Management menu, click Sessions Limit to open the web page.

Bandwidth Management >> Sessions Limit

Sessions Limit

O Enable

& Disable

Default Max Sessions: |100

Limitation List

Specific Limitation

Start IP:

Maximum Sessions:

Time Schedule

Index Start IF

End IF Max Sessions

End IP:

Index{1-15) in Schedule Setup:

Note: Action and Idle Timeout settings will be ignored.

To activate the function of limit session, simply click Enable and set the default session limit.

Enable
Disable
Default Max session

Limitation List

Start IP
End IP

Maximum Session

Add
Edit
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Click this button to activate the function of limit session.
Click this button to close the function of limit session.

Defines the default session number used for each computer in
LAN.

Displays a list of specific limitations that you set on this web
page.

Defines the start IP address for limit session.

Defines the end IP address for limit session.

Defines the available session number for specific range of IP
addresses. If you do not set the session number in this field, the
system will use the default session limit for the specific
limitation you set for each index.

Adds the specific session limitation onto the list above.

Allows you to edit the settings for the selected limitation.
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Remove

Index (1-15) in Schedule
Setup

3.5.2 Bandwidth Limit

Remove the selected settings existing on the limitation list.

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application —
Schedule web page and you can use the number that you have
set in that web page.

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Limit Bandwidth to make
the bandwidth usage more efficient.

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Bandwidth Management >> Bandwidth Limit

Bandwidth Limit
) Enable

Limitation List

& Disable
Default T Limit; 200

kKhps  Default R¥ Limit: (300 Khps

Index

Specific Limitation

Start IP:

T Limit:

Time Schedule

Index{1-15% in Schedule Setup: s

Start IP

End IP TXlimit RElimit

End IP:

Khps R Limit: Kbps

1 1

Mote: Action and Idle Timeout settings will be ignored.

To activate the function of limit bandwidth, simply click Enable and set the default upstream

and downstream limit.
Enable

Disable

Default TX limit

Default RX limit

Limitation List

Start IP
End IP
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Click this button to activate the function of limit bandwidth.
Click this button to close the function of limit bandwidth.

Define the default speed of the upstream for each computer in
LAN.

Define the default speed of the downstream for each computer
in LAN.

Display a list of specific limitations that you set on this web
page.

Define the start IP address for limit bandwidth.
Define the end IP address for limit bandwidth.
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TX limit Define the limitation for the speed of the upstream. If you do
not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index.

RX limit Define the limitation for the speed of the downstream. If you do
not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index.

Add Add the specific speed limitation onto the list above.
Edit Allows you to edit the settings for the selected limitation.
Remove Remove the selected settings existing on the limitation list.

Index (1-15) in Schedule You can type in four sets of time schedule for your request.

Setup All the schedules can be set previously in Application —
Schedule web page and you can use the number that you have
set in that web page.

3.5.3 Quality of Service

Deploying QoS (Quality of Service) management to guarantee that all applications receive the
service levels required and sufficient bandwidth to meet performance expectations is indeed
one important aspect of modern enterprise network.

One reason for QoS is that numerous TCP-based applications tend to continually increase their
transmission rate and consume all available bandwidth, which is called TCP slow start. If
other applications are not protected by QoS, it will detract much from their performance in the
overcrowded network. This is especially essential to those are low tolerant of loss, delay or
jitter (delay variation).

Another reason is due to congestions at network intersections where speeds of interconnected
circuits mismatch or traffic aggregates, packets will queue up and traffic can be throttled back
to a lower speed. If there’s no defined priority to specify which packets should be discarded
(or in another term “dropped”) from an overflowing queue, packets of sensitive applications
mentioned above might be the ones to drop off. How this will affect application performance?

There are two components within Primary configuration of QoS deployment:

® Classification: Identifying low-latency or crucial applications and marking them for
high-priority service level enforcement throughout the network.

®  Scheduling: Based on classification of service level to assign packets to queues and
associated service types

The basic QoS implementation in Vigor routers is to classify and schedule packets based on
the service type information in the IP header. For instance, to ensure the connection with the
headquarter, a teleworker may enforce an index of QoS Control to reserve bandwidth for
HTTPS connection while using lots of application at the same time.

One more larger-scale implementation of QoS network is to apply DSCP (Differentiated
Service Code Point) and IP Precedence disciplines at Layer 3. Compared with legacy IP
Precedence that uses Type of Service (ToS) field in the IP header to define 8 service classes,
DSCP is a successor creating 64 classes possible with backward IP Precedence compatibility.
In a QoS-enabled network, or Differentiated Service (DiffServ or DS) framework, a DS
domain owner should sign a Service License Agreement (SLA) with other DS domain owners
to define the service level provided toward traffic from different domains. Then each DS node
in these domains will perform the priority treatment. This is called per-hop-behavior (PHB).
The definition of PHB includes Expedited Forwarding (EF), Assured Forwarding (AF), and
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Best Effort (BE). AF defines the four classes of delivery (or forwarding) classes and three
levels of drop precedence in each class.

Vigor routers as edge routers of DS domain shall check the marked DSCP value in the IP
header of bypassing traffic, thus to allocate certain amount of resource execute appropriate
policing, classification or scheduling. The core routers in the backbone will do the same
checking before executing treatments in order to ensure service-level consistency throughout
the whole QoS-enabled network.

AF class 2
@(medium drop) SLA SLA

Private Network DS domain 1 DS domain 2

However, each node may take different attitude toward packets with high priority marking
since it may bind with the business deal of SLA among different DS domain owners. It’s not

easy to achieve deterministic and consistent high-priority QoS traffic throughout the whole
network with merely Vigor router’s effort.

In the Bandwidth Management menu, click Quality of Service to open the web page.

Bandwidth Management >> Quality of Service

Quality of Service | Setto Factory Default |

Enable the QoS Control

Direction |QUT »

Index Class Name Reserved_bandwidth Ratio Setup
1. 25 9% [ Basic ] [ Advanced ]
2. 25 o [ Basic ] [ Advanced ]
3. 25 9% [ Basic ] [ Advanced ]
4, Others o
0 Enable UDP Bandwidth Control Limited_bandwidth Ratio %
[J Qutbound TCP ACK Prioritize Ounline Statistics
[ oK | [ ClearAl |

Enable the QoS Control The factory default for this setting is checked.
Direction Define which traffic the QoS Control settings apply to.
IN- apply to incoming traffic only.
OUT-apply to outgoing traffic only.
BOTH- apply to both incoming and outgoing traffic.

Index The group index number of QoS Control settings. There are
total 4 groups.

Class Name Define the name for the group index.

Reserved Bandwidth Ratio It is reserved for the group index in the form of ratio of
reserved bandwidth to upstream speed and reserved
bandwidth to downstream speed.
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Setup

Enable UDP Bandwidth
Control

Limited_bandwidth Ratio

On Line Statistics

Basic Settings for QoS

There are two-level of settings:

Basic - setup Reserved Bandwidth Ratio according to the traffic
service type. We provide a list of common service types.
Advance - custom setting of Reserved Bandwidth Ratio based
on the source address, destination address, DiffServ CodePoint,
and service type.

Check this and set the limited bandwidth ratio on the right
field. This is a protection of TCP application traffic since
UDP application traffic such as streaming video will exhaust
lots of bandwidth.

The ratio typed here is reserved for limited bandwidth of UDP
application.

Display an online statistics for quality of service for your
reference.

Bandwidth Management >> Quality of Service

Online Statistics

Index |Direction|Class Mame | Reserved-bandwidth Ratio | Outbound Throughput (Bytes/sec)

1 ouT 25% [u]
2 ouT 25% [u]
3 ouT 25% 0
+ QuT Others 25% [u]

Refresh Interval @ |30 ¥| seconds

Qutbound Status

Others

a & 10 (Bps)

Click the Basic button to open basic configuration screen for each index number.

Bandwidth Management >> Quality of Service

Basic Configuration
Class Index #1

ANY

AUTHTCR:113)

BGP(TCP:179)
BOOTPCLIENT(UDP:E8)
BOOTPSERVER(UDP:ET)
CU-SEEME-HITCP/UDP: 24032)
CU-SEEME-LO{TCP/UDP: 7648
DNS(TCP/UDP:ED)
FINGER(TCP:79)

« REMOWE

Note: In the Basic configuration, we only care about the service type,
The source/destination address will be replaced with any when you press "OK",

[

OK | [ ClearAll | [ Cancel |

Choose one of the items from the left box and click ADD>>. The selected one will be shown
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on the right box. To remove the selected on from the right box, simply choose the one again

and click <<Remove.

Advanced Settings for QoS
Click this button to open advanced configuration for each index number. You can insert, move,

edit or delete select rule in this page.
Bandwidth Management >> Quality of Service

Quality of Service
GClass Index #1
MO Status Local Address Remote Address  DiffServ CodePoint Service Type

1. ® Empty - = - -

new Rule before |1 {Rule Mumber),

selected Rule ¢ select an Index Mumber) ta |1 {Rule Mumber),
selected Rule

selected Rule

Cancel

For inserting a rule, click Insert to open the following page.
Bandwidth Management >> Quality of Service

Quality of Service

ACT| Local Address Remote Address DiffSery CodePaoint Service Type
AN ANY ~
v -
MNote: Please choose/setup the Service Type first,
[ Ok ] [ Cancel ]
SrcEdit/DestEdit It allows you to edit source address information.

43 hitp:#192.168.1.1/d0c/QosIpEdt him - Microsoft Internet Explorer

Address Type Any Address
Start IP Address
End IP Address Range Address
Subnet Address
Subnet Mask
[ ok ] [ Clse |
€l ®
Address Type — Determine the address type for the source

address.

For Single Address, you have to fill in Start IP address.

For Range Address, you have to fill in Start IP address and
End IP address.

For Subnet Address, you have to fill in Start IP address and
Subnet Mask.
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DiffServ CodePoint

Service Type
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QoS control.

ANY v

IP precedence 1

IP precedence 2

IP precedence 3

JIP precedence 4

IP precedence 5

IP precedence B

IP precedence 7

AF Class1 (Low Drop)

AF Class1 (Medium Drop)

AF Class1 (High Drop)

AF Class2 (Low Drop)

AF Class2 (Medium Drop)

AF Class2 (High Drop)

AF Class3 (Low Crop)
(
{
(
{
(

o

AF Class3 (Mediurm Drop)
AF Class3 (High Drop)
AF Classd (Low Drop)
EAF Classd (Medium Drop)
AF Class4 (High Drop)
EF Class

It determines the service type of the data for processing with
QoS control. It can also be edited. You can choose the
predefined service type from the Service Type drop down list.
Those types are predefined in factory. Simply choose the one
that you want for using by current QoS.

AUTHTCP:113)
EGPTCR:179)
EOOTPCLIENT{UDP:EE)
EOOTPSERVER(JDP:ET)
CL-SEEME-LO(TCR/UDP: 7548)
CU-SEEME-HITCP/UDP:24032)
DNS(TCP/UDPS3)
FINGER(TCR:75)
FTR{TCP:20~21)

H.323(TCP: 1720)

HTTP(TCP:50)

HTTPS(TCR: 443)

IKE(UDP: 5000)

IPSEC-AH(IF:51)
IPSEC-ESP(IP:50)
IRCTCRAUDP:GEET)

L2TR{UDP: 1701)
NEWS(TCP:144)

NF S{UDP: 2045)

MMTRTCE: 1150

PING{IF:Tj
POP3TCR:110)
PPTR(TCP:1723)
RCMD(TCP:512)
REAL-AUDIO(TCP:7070)
RTSP(TCP/UDP:554)
SFTP(TCR:115)
SMTRTCP:25)
SNMP(TCPAUDP: 161)

In addition, you can add a new service for your necessity by
simply clicking Add button to access into the following page.

All the packets of data will be divided with different levels and
will be processed according to the level type by the system.
Please assign one of the levels of the data for processing with
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Bandwidth Management >> Quality of Service

Service Type

Service MName

Service Type TCP b

Port Configuration
Type ® single O Range
Port Nurnber 0

Service Name — Type in a new service for your request.
Service Type — Choose the type (TCP, UDP or TCP/UDP) for
the new service.

Type for Port Configuration — Click Single or Range. If you
select Range, you have to type in the starting port number and
the end porting number on the boxes below.

Port Number — Type in the starting port number and the end
porting number here if you choose Range as the type.

You can add a new service name for your necessity. Also, you
can Edit/Delete to change the one that you added before.

3.6 Applications

74

3.6.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to three accounts from three different DDNS
service providers. Basically, Vigor routers are compatible with the DDNS services supplied by
most popular DDNS service providers such as www.dyndns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com. You should visit
their websites to register your own domain name for the router.

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. Inthe DDNS setup menu, check Enable Dynamic DNS Setup.
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Applications >> Dynamic DNS Setup

Dynamic DNS Setup

[¥lEnable Dynamic DNS Setup “iew Log ] [ Force Update
Accounts :
Index Domain Name Active
1 --- "
2. --- "
3. --- "
[ ok | [ Clearal |

3. Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered hostname:
hostname and domain name suffix: dyndns.org in the Domain Name block. The
following two blocks should be typed your account Login Name: test and Password: test.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1
[lEnable Dynamic DNS Account
Service Provider | dyndns.org (wwew. dyndns. org) v
Service Type Dynamic »
Domain Marne chronald1
Lagin Marne chronoB353 (max. 23 characters)
Password sasess (rmax. 23 characters)
Owildcards
eackup Mx

Mail Extender

ok J [okar ] [oamel ]

Service Provider Select the service provider for the DDNS account.
Service Type Select a service type (Dynamic, Custom, Static).
Domain Name Type in a domain name that you applied previously.
Login Name Type in the login name that you set for applying domain.
Password Type in the password that you set for applying domain.

4. Click OK button to activate the settings. You will see your setting has been saved.

Dynamic DNS Setup

[Vl Enable Dynamic DNS Setup [ iew Log ] [ Force Update ] [ Clear All ]
Accounts
Index Domain Name Active
1. chrono0l.dyndns.org W
2. S ®
3. e ®

The Wildcard and Backup MX features are not supported for all Dynamic DNS providers. You
could get more detailed information from their websites.
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Disable the Function and Clear all Dynamic DNS Accounts

In the DDNS setup menu, uncheck Enable Dynamic DNS Setup, and push Clear All button to
disable the function and clear all accounts from the router.

Delete a Dynamic DNS Account

In the DDNS setup menu, click the Index number you want to delete and then push Clear All
button to delete the account.

3.6.2 Schedule

The Vigor router has a built-in real time clock which can update itself manually or
automatically by means of Network Time Protocols (NTP). As a result, you can not only
schedule the router to dialup to the Internet at a specified time, but also restrict Internet access
to certain hours so that users can connect to the Internet only during certain hours, say,
business hours. The schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set up
time. You can inquiry an NTP server (a time server) on the Internet to synchronize the router’s
clock. This method can only be applied when the WAN connection has been built up.

Applications >> Schedule

Schedule:
Index Status Index Status

1. ] 9. "
2. M 10. M
3. " 11. b
4. % 12. %
5. ® 13. "
6. ¥ 14, %
i. ® 15. %
8. ¥

Status:v --- Active, » --- Inactive

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN
and Remote Access >> LAN-to-LAN settings.

To add a schedule, please click any index, say Index No. 1. The detailed settings of the call
schedule with index 1 are shown below.
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Index No. 1

Enable Schedule Setup

Start Date (yyyy-mm-dd) 2004 w12 w21 W
Start Tirne (hh:mm) 0 ¥:|0 ¥
Duration Tirme (hh:mm) 0 »:|0 v
Action Force On he
Idle Timeout et b. 0 for defau)
Enable Dial-On-Dermand
How Often Disable Dial-On-Demand
O Once
® Weekdays
O Sun Man Tue Wed Thu Fri [ Sat
[ Ok ] [ Clear ] [ Cancel ]

Enable Schedule Setup
Start Date (yyyy-mm-dd)
Start Time (hh:mm)
Duration Time (hh:mm)

Action

Idle Timeout

Example

Check to enable the schedule.

Specify the starting date of the schedule.
Specify the starting time of the schedule.
Specify the duration (or period) for the schedule.

Specify which action Call Schedule should apply during the
period of the schedule.

Force On -Force the connection to be always on.

Force Down -Force the connection to be always down.
Enable Dial-On-Demand -Specify the connection to be
dial-on-demand and the value of idle timeout should be
specified in Idle Timeout field.

Disable Dial-On-Demand -Specify the connection to be up
when it has traffic on the line. Once there is no traffic over idle
timeout, the connection will be down and never up again during
the schedule.

Specify the duration (or period) for the schedule.

How often -Specify how often the schedule will be applied
Once -The schedule will be applied just once

Weekdays -Specify which days in one week should perform the
schedule.

Suppose you want to control the PPPoOE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week (office hour). Other time the Internet access connection
should be disconnected (Force Down).

Office TR

Hour: ;"__T .
(Force On) o -
Mon - Sun 9:00 am

1R
10 2
9 3
8 4
7 5

to 6:00 pm

1. Make sure the PPPOE connection and Time Setup is working properly.

2.  Configure the PPPoE always on from 9:00 to 18:00 for whole week.

3. Configure the Force Down from 18:00 to next day 9:00 for whole week.
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4.  Assign these two profiles to the PPPOE Internet access profile. Now, the PPPoE Internet
connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.

3.6.3 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating and
authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Applications >> RADIUS

RADIUS Setup

Server [P Address

Destination Port 1812

Shared Secret

Re-type Shared Secret

ok [oewr ] [ Careal
Enable Check to enable RADIUS client feature
Server IP Address Enter the IP address of RADIUS server
Destination Port The UDP port number that the RADIUS server is using. The
default value is 1812 , based on RFC 2138.
Shared Secret The RADIUS server and client share a secret that is used to

authenticate the messages sent between them. Both sides must
be configured to use the same shared secret.

Re-type Shared Secret Re-type the Shared Secret for confirmation.

3.6.4 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router. It is more
reliable than requiring a router to work out by itself which ports need to be opened. Further,
the user does not have to manually set up port mappings or a DMZ. UPnP is available on
Windows XP and the router provides the associated support for MSN Messenger to allow full
use of the voice, video and messaging features.
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Applications >> UPnP

UpPnP

[lEnable UPnP Service
Enable Connection control Service

Enable Connection Status Service

Note: If you intend running UPNP service inside your LAN, vou should check the appropriate service
above to allow control, as well as the appropriate UPnP settings.

l Ok l’ Clear ]’ Cancel ]

Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.

After setting Enable UPNP Service setting, an icon of IP Broadband Connection on Router
on Windows XP/Network Connections will appear. The connection status and control status
will be able to be activated. The NAT Traversal of UPnP enables the multimedia features of
your applications to operate. This has to manually set up port mappings or use other similar
methods. The screenshots below show examples of this facility.

*® IP Broadband Connection on Router Status |E

| Broadband

Network Tasks

l - General |
{ ch hinet
E] Create a new cannection .(j Disconnected
# Setup a home or small i WA Miniport (PPPOE) Interhiet Gateway
office netwark Statuz: Connected
| Dialig Duration: 00:19:06
See Also - Speed: 100.0 Mbpz
' L Distonnected
1) Netwark Traubleshooter ﬂ L
i L ol Activity
Internet Internet Gateway My Camputer
Other Places Internet Gateway i ' ' "—-! ---E I
D’ Conkral Panel s 1P Broadband Connection on 2 :
. ) Rouke
lj My Mebwork Places Eer:hTerd Packeate:
53 My Documents D Senk 404 734
i My Computer . Received: 1115 EEE
LAN or ngh-Speed Internet
[ Properties | [ Dizable
. A cl Local Area Connection |
Details w Enabled
Nebwor Connections T4, RealtekRTLE139/810x Famiy ..,
System Folder

The UPNP facility on the router enables UPnP aware applications such as MSN Messenger to
discover what are behind a NAT router. The application will also learn the external IP address
and configure port mappings on the router. Subsequently, such a facility forwards packets from
the external ports of the router to the internal ports used by the application.
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Advanced Setfings @]

General ["Services
Tonnect to the Intemet using: Select the services mnning on your network that Intemet users can
- ACCEeSE.
% IF Broadband Connection an Router T -~I

[ Ftp Example
mshmsar (192.168.29.11:13135) 0654 LIDP
mznmsgr [192.168.29.11:7524] 13251 UDP

This Cnnnectinn_ allowez pau to connect to the Intermet through a menmegr (192,168 29,11:8789) 53231 TCP

shared connection on another computer.

e Lo W

Show icon in notification area when connected Add. Edit . | : J

Ok ] l Cancel ] I Ok ] [ Cancel ]

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software
Enabling firewall applications on your PC may cause the UPnP function not working

properly. This is because these applications will block the accessing ability of some
network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You

should consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and
hence you need to ensure that you have applied the latest service packs and
patches.

»  Non-privileged users can control some router functions, including removing and
adding port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware

applications. When the applications terminate abnormally, these mappings may not be

removed.
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3.6.5 Wake on LAN

A PC client on LAN can wake up specified PC through the router. Yet the specified PC must
have installed a network card supporting WOL function. By the way, WOL function must be
set as “Enable” on the BIOS setting of the specified PC.

Application >> Wake on LAN

Wake on LAN

MNote: “Wake on LAN integrates with Bind IP to MAC function, only binded PCs
can wake up through IP.

Wake by MAC Address v
IP Address:
MAC Address: : : . . .
Result
Wake by Two types provide for you to wake up the binded IP. If you

choose Wake by MAC Address, you have to type the correct
MAC address of the host in MAC Address boxes. If you choose
Wake by IP Address, you have to choose the correct IP address.
The IP address should be binded with MAC address configured
in Bind IP to MAC page.

Wake by MAC Address »

P Address

IP Address The IP addresses that have been configured in Firewall>>Bind
IP to MAC will be shown in this drop down list. Choose the IP
address from the drop down list that you want to wake up.

MAC Address Type any one of the MAC address of the binded PCs.

Wake Up! Click this button to wake up the selected IP. See the following
figure. The result will be shown on the box.

Application >> Wake on LAN

Wake on LAN

Mote: VWake on LAN integrates with Bind IP to MAC function, only binded PCs
can wake up through IP.

Wake by: MAC Address v

IP Address:

MAC address: : : : : :
Result

Send command to client done.
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3.7 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send
data between two computers across a shared or public network in a manner that emulates the
properties of a point-to-point private link.

3.7.1 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through,
as well as the appropriate NAT settings, such as DMZ or open port.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup
Enable PPTP PN Service
Enable IPSec VPH Service
Enable L2TP ¥PN Service
O Enable ISDM Dial-In

MNote: If you intend to run a UPAP service inside ywour LaN, you should check an appropriate service
abowe to allow control, as well as the appropriate UPAP settings.

[ Ok l[ Clear l[ Cancel

3.7.2 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP over
IPSec.

VPN and Remote Access >> PPP General Setup

PPP General Setup
PPP/MP Protocol IP Address Assignment for Dial-In Users

Dial-In PPP Start IP address 192.163.1.200
Authentication

Dial-In PPP Encryption
{MPFE)

Mutual suthentication (PaP) O ves ® No

PAP ar CHARP +

Cptional MPPE hd

Uzsername

Password

Dial-In PPP Authentication PAP Only Select this option to force the router to authenticate
dial-in users with the PAP protocol.

PAP or CHAP Selecting this option means the router will attempt to
authenticate dial-in users with the CHAP protocol first. If the
dial-in user does not support this protocol, it will fall back to
use the PAP protocol for authentication.

Dial-In PPP Encryption (MPPE Optional MPPE) This option represents that the MPPE
encryption method will be optionally employed in the router for
the remote dial-in user. If the remote dial-in user does not
support the MPPE encryption algorithm, the router will transmit
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“no MPPE encrypted packets”. Otherwise, the MPPE
encryption scheme will be used to encrypt the data.

Require MPPE (40/128bits) Selecting this option will force the router to encrypt packets by
using the MPPE encryption algorithm. In addition, the remote
dial-in user will use 40-bit to perform encryption prior to using
128-bit for encryption. In other words, if 40-bit MPPE
encryption method is not available, then 128-bit encryption
scheme will be applied to encrypt the data.

Maximum MPPE This option indicates that the router will use the MPPE
encryption scheme with maximum bits (128 bits) to encrypt the
data.

Mutual Authentication (PAP) The Mutual Authentication function is mainly used to
communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable this
function when your peer router requires mutual authentication.
You should further specify the User Name and Password of
the mutual authentication peer.

Start IP Address Enter a start IP address for the dial-in PPP connection. You
should choose an IP address from the local private network.
For example, if the local private network is
192.168.1.0/255.255.255.0, you could choose 192.168.1.202 to
be the Start IP Address.

3.7.3 IPSec General Setup
In IPSec General Setup, there are two major parts of configuration.
There are two phases of IKE/IPSec.

»  Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure tunnel
for IKE Phase 2.

»  Phase 2: negotiation IPSec security methods including Authentication Header (AH)
and/or Encapsulating Security Payload (ESP) for the following IKE exchange and
mutual examination of the secure tunnel establishment.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to create
a message digest. This digest will be put in the AH and transmitted along with packets. On the
receiving side, the peer will perform the same one-way hash on the packet and compare the
value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data confidentiality
and protection with optional authentication and replay detection service. Vigor supports IPSec
used ESP to encrypt the data payload. There are two encryption methods in IPSec: Transport
and Tunnel. Transport mode encrypts only the data portion, a.k.a. payload, of each packet, but
not the header. Transport mode is used in L2TP over IP Sec. The more secure Tunnel mode
encrypts both the header and the payload. Tunnel mode is used in IPSec. ESP can be used
alone or in conjunction with AH.
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VPN and Remote Access >> IPSec General Setup

VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LANY.
IKE Authentication Method

Pre-Shared Key

Re-type Pre-Shared Key
IPSec Security Method
I tedium (aH)
Data will be authentic, but will not be encrypted.

High (ESP} [FloEs [¥3DEs  [F&ES
Data will be encrypted and authentic,

[ Ok ][ Cancel ]

IKE Authentication Method This usually applies to those are remote dial-in user or node
(LAN-to-LAN) which uses dynamic IP address and
IPSec-related VPN connections such as L2TP over IPSec and
IPSec tunnel.
Pre-Shared Key -Currently only support Pre-Shared Key
authentication.
Pre-Shared Key- Specify a key for IKE authentication
Re-type Pre-Shared Key-Confirm the pre-shared key.

IPSec Security Method Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High - Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

3.7.4 IPSec Peer ldentity

To use digital certificate for peer authentication in either LAN-to-LAN connection or Remote
User Dial-In connection, here you may edit a table of peer certificate for selection. As shown
below, the router provides 32 entries of digital certificates for peer dial-in users.

VPN and Remote Access >> IPSec Peer Identity

X509 Peer ID Accounts: | Setto Factory Default |

Index Name Index Name

T L

2 e
n]
n]
n]

T

T

—
—

- .
FRFER

L
T L
T
T L

T L

= B E [ = B

T

3
o
—
—
=

| 1732 == Next ==

Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.
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VPN and Remote Access >> IPSec Peer ldentity

Profile Index : 1

Profile Name  |draytek_user2

(O Accept Any Peer ID

C Accept Subject Alternative Name

T\."[JB
1P

(& Accept Subject Name
Country (C)

State {ST)

Location (L)
Crginization {0)
Orginization Unit (O}
Comrmon Marme {(CH)

Email {E)

Profile Name
Accept Any Peer ID

Accept Subject Alternative
Name

Accept Subject Name
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IP Address v

HsinChu
Draytek
Warketing

serice@draytek. com

[

Ok ][ Clear ][ Cancel ]

Type in a name in this file.
Click to accept any peer regardless of its identity.

Click to check one specific field of digital signature to accept
the peer with matching value. The field can be IP Address,
Domain, or E-mail Address. The box under the Type will
appear according to the type you select and ask you to fill in
corresponding setting.

Click to check the specific fields of digital signature to accept
the peer with matching value. The field includes Country (C)
State (ST), Location (L), Organization (O), Organization
Unit (OU), Common Name (CN), and Email (E).
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3.7.5 Remote Dial-In User

You can manage remote access by maintaining a table of remote user profile, so that users can
be authenticated to dial-in or build the VPN connection. You may set parameters including
specified connection peer ID, connection type (ISDN, VPN including PPTP, IPSec Tunnel,
and L2TP by itself or over IPSec) and corresponding security methods, etc.

The router provides 32 access accounts for dial-in users. Besides, you can extend the user
accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.

VPN and Remote Access >> Remote Dial-in User

Remote Access User Accounts: | Setto Factory Default |
Index User Status Index User Status
1. T u 9. 777 "
2. T u 10. 777 W
3. i # 11, i b
4. Y 3 12. Y y
5, 77 % 13. 777 "
6. i # 14. Y b
i. T u 15. 777 W
8. Y # 16. TR b
<< 116 | 17325 Next ==
Status:v --- Active, ® -—- Inactive
Set to Factory Default Click to clear all indexes.
User Display the username for the specific dial-in user of the

LAN-to-LAN profile. The symbol ??7? represents that the
profile is empty.

Status Display the access state of the specific dial-in user. The
symbol V and X represent the specific dial-in user to be active
and inactive, respectively.

Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.
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VPN and Remote Access >> Remote Dial-in User

Index No. 1
User account and Authentication
[“lEnable this account

Idle Timeout 300

Allowed Dial-In Type
[l1son

pPTR

[Fl1iPSec Tunnel

[FIL2TP with IPSec Palicy| Mone

[ specify Remate Node

Remote Client IP ar Peer ISDM Mumber

or Peer ID)

second(s)

Username e

Password

IKE Authentication Method
Pre-Shared Key

[“IDigital Signature (.509)
T

IPSec Security Method
[#] Medium {aH)
High (ESP)
Moes [MaDEs
Local 1D

¥ 4ES
(optional)

Callback Function
[Ocheck to enable Callback function
[ specify the callback number
Callback Mumber
Check to enable Callback Budget Control

Callback Budget 30 minute(s)

l

][ Clear ][ Cancel ]

Enable this account

ISDN

PPTP

IPSec Tunnel

L2TP

Specify Remote Node
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Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

Allow the remote ISDN dial-in connection. You can further set
up Callback function below. You should set the User Name and
Password of remote dial-in user below

Allow the remote dial-in user to make a PPTP VPN connection
through the Internet. You should set the User Name and
Password of remote dial-in user below

Allow the remote dial-in user to trigger a IPSec VPN
connection through Internet.

Allow the remote dial-in user to make a L2TP VPN connection
through the Internet. You can select to use L2TP alone or with
IPSec. Select from below:

None - Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have - Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN connection
becomes one pure L2TP connection.

Must -Specify the IPSec policy to be definitely applied on the
L2TP connection.

Check the checkbox-You can specify the IP address of the
remote dial-in user or peer ID (should be the same as the ID you
set in the Local ID of IKE advanced settings window). Enter
Peer ISDN number if you select ISDN above. Also, you should
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further specify the corresponding security methods on the right
side.

Uncheck the checkbox-This means the connection type you
select above will apply the authentication methods and security
methods in the general settings.

User Name This field is applicable when you select PPTP or L2TP w/ or
w/out IPSec policy above. This field is also applicable if you
select ISDN.

Password This field is applicable when you select PPTP or L2TP w/ or
w/out IPSec policy above. This field is also applicable if you
select ISDN.

IKE Authentication Method This group of fields is applicable for IPSec Tunnels and L2TP
with IPSec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPSec tunnel either w/ or w/o specify
the IP address of the remote node.
Pre-Shared Key - Input 1-63 characters as pre-shared key.
Digital Signature (X.509) - Select one predefined in the X.509
Peer ID Profiles.

IPSec Security Method This group of fields is a must for IPSec Tunnels and L2TP with
IPSec Policy when you specify the remote node.
Medium -Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.
High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.
Local ID - Specify a local ID to be used for Dial-in setting in
the LAN-to-LAN Profile setup. This item is optional.

Callback Function The callback function provides a callback service only for the
ISDN dial-in user. The router owner will be charged the
connection fee by the telecom.

Check to enable Callback function-Enables the callback
function.

Specify the callback number-The option is for extra security.
Once enabled, the router will ONLY call back to the specified
Callback Number.

Check to enable callback budget control-By default, the
callback function has a time restriction. Once the callback
budget has been exhausted, the callback mechanism will be
disabled automatically.

Callback Budget (Unit: minutes)- Specify the time budget for
the dial-in user. The budget will be decreased automatically per
callback connection.
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3.7.6 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection profiles.

You may set parameters including specified connection direction (dial-in or dial-out),
connection peer ID, connection type (ISDN, VPN including PPTP, IPSec Tunnel, and L2TP
by itself or over IPSec) and corresponding security methods, etc.

The router provides up to 32 profiles, which also means supporting 32 VPN tunnels

simultaneously. The following figure shows the summary table.

VPN and Remote Access >> LAN to LAN

LAM-to-LAMN Profiles:

Index Name Status Index
1. Y b 9.
2. 777 W 10.
3. Y b 11,
4. 777 W 12.
9. Y b 13.
6. 777 " 14.
1. i b 15,
8. 777 " 16.
<o 116 | 1732 ==
Status:v -—- Active, ¥ --- Inactive

Set to Factory Default

Name

Status

Click each index to edit each profile and you will get the following page. Each LAN-to-LAN
profile includes 4 subgroups. If the fields gray out, it means you may leave it untouched. The

Click to clear all indexes.

Name

| Setto Factory Default |

Status

%

oM O x M K X X

Indicate the name of the LAN-to-LAN profile. The symbol ??7?

represents that the profile is empty

Indicate the status of individual profiles. The symbol V and X
represent the profile to be active and inactive, respectively.

following explanations will guide you to fill all the necessary fields.
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VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name e

[ Enable this profile

2. Dial-Out Settings
Type of Server I am calling
® 150N
QO PRTP
O 1PSec Tunnel

O L2TP with IPSec Policy

Dial Mumber for ISON or
Server IP/Host Name for VPN,

(such as 5551234, draytek.com or 123.45.67.89)

Profile Name
Enable this profile
Call Direction

Always On or Idle Timeout

Enable PING to keep alive

PING to the IP

Call Direction & Both O Dial-out O Dial-In
[ always on

Idle Timeout 300 second(s)

[ Enable PING to keep alive

PING to the IP

Link Type B4k bps v
Username 2707
Password

PPP Authentication PAR/CHARP »

v] Camprassion ® on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature{x.509)

IPSec Security Method
Medium{AH)
High{ESP}

Index(1-15% in Schedule Setup:

GCallback Function {CBCP)
[ require Remote to Callback
O provide 1SOM Mumber to Remnote

Specify a name for the profile of the LAN-to-LAN connection.
Check here to activate this profile.

Specify the allowed call direction of this LAN-to-LAN profile.
Both:-initiator/responder

Dial-Out- initiator only

Dial-In- responder only.

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will drop
the connection.

This function is to help the router to determine the status of
IPSec VPN connection, especially useful in the case of
abnormal VPN IPSec tunnel disruption. For details, please refer
to the note below. Check to enable the transmission of PING
packets to a specified IP address.

Enter the IP address of the remote host that located at the
other-end of the VPN tunnel.

Enable PING to Keep Alive is used to handle abnormal IPSec
VPN connection disruption. It will help to provide the state of a
VPN connection for router’s judgment of redial.

Normally, if any one of VPN peers wants to disconnect the
connection, it should follow a serial of packet exchange
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ISDN

PPTP

IPSec Tunnel
L2TP-with IPsec...

Server IP/Host Name for..

User Name

Password

PPP Authentication

VJ compression

IKE Authentication
Method

IPSec Security Method

Medium
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procedure to inform each other. However, if the remote peer
disconnect without notice, Vigor router will by no where to
know this situation. To resolve this dilemma, by continuously
sending PING packets to the remote host, the Vigor router can
know the true existence of this VPN connection and react
accordingly.

Build ISDN dial-out connection to the server. You should set up
Link Type and identity like User Name and Password for the
authentication of remote server. You can further set up Callback
(CBCP) function below.

Build a PPTP VPN connection to the server through the Internet.
You should set the identity like User Name and Password
below for the authentication of remote server.

Build an IPSec VPN connection to the server through Internet.

Build a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPSec. Select from below:
None: Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have: Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-out VPN connection
becomes one pure L2TP connection.

Must: Specify the IPSec policy to be definitely applied on the
L2TP connection.

You can specify the IP address of the remote dial-out user.

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above. This field is also applicable if you
select ISDN.

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above. This field is also applicable if you
select ISDN.

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above. This field is also applicable if you
select ISDN. PAP/CHAP is the most common selection due to
wild compatibility.

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above. This field is also applicable if you
select ISDN. VJ Compression is used for TCP/IP protocol
header compression. Normally set to Yes to improve bandwidth
utilization.

This group of fields is applicable for IPSec Tunnels and L2TP
with IPSec Policy.

Pre-Shared Key-Input 1-63 characters as pre-shared key.
Digital Signature (X.509) - Select one predefined Profiles set
in the VPN and Remote Access >>1PSec Peer Identity.

This group of fields is a must for IPSec Tunnels and L2TP with
IPSec Policy.

Authentication Header (AH) means data will be authenticated,
but not be encrypted. By default, this option is active.
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Advanced

High Encapsulating Security Payload (ESP)- means payload
(data) will be encrypted and authenticated. Select from below:
DES without Authentication -Use DES encryption algorithm
and not apply any authentication scheme.

DES with Authentication-Use DES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

3DES without Authentication-Use triple DES encryption
algorithm and not apply any authentication scheme.

3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authentication algorithm.
AES without Authentication-Use AES encryption algorithm
and not apply any authentication scheme.

AES with Authentication-Use AES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

Specify mode, proposal and key life of each IKE phase,
Gateway etc.
The window of Advance setup is as show below:

a IKE advanced settings - Microsoft Internet Explorer

IKE advanced settings

IKE phase 1 mode & Main mode O aggressive mode

IKE phase 1 proposal DES_MD5_G1/DES_SHA1_G1/DES_MDS_G1/3DES_MDS_G2 +
IKE phase 2 proposal HMAC_SHATHMAC_MDS

IKE phase 1 key lifetime 28800 (900 ~ 86400)

IKE phase 2 key lifetime 3600 (600 ~ B6400)

Perfect Forward Secret @ Disable OEnable

Local ID

IKE phase 1 mode -Select from Main mode and Aggressive
mode. The ultimate outcome is to exchange security proposals
to create a protected secure channel. Main mode is more secure
than Aggressive mode since more exchanges are done in a
secure channel to set up the IPSec session. However, the
Aggressive mode is faster. The default value in Vigor router is
Main mode.

IKE phase 1 proposal-To propose the local available
authentication schemes and encryption algorithms to the VPN
peers, and get its feedback to find a match. Two combinations
are available for Aggressive mode and nine for Main mode. We
suggest you select the combination that covers the most
schemes.

IKE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to find a
match. Three combinations are available for both modes. We
suggest you select the combination that covers the most
algorithms.

IKE phase 1 key lifetime-For security reason, the lifetime of
key should be defined. The default value is 28800 seconds. You
may specify a value in between 900 and 86400 seconds.

IKE phase 2 key lifetime-For security reason, the lifetime of
key should be defined. The default value is 3600 seconds.

You may specify a value in between 600 and 86400 seconds.
Perfect Forward Secret (PFS)-The IKE Phase 1 key will be
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Callback Function
(for i models only)

3. Dial-In Settings
Allowed Dial-In Type
1SOM
PPTP
IFSec Tunnel

L2TF with IPSec Palicy |Mane

[ specify ISOM CLID ar Remote YPN Gateway
Peer ISDM Mumber or Peer YPN Server [P

ar Peer ID

4, TCP/IP Network Settings

reused to avoid the computation complexity in phase 2. The
default value is inactive this function.

Local ID-In Aggressive mode, Local ID is on behalf of the IP
address while identity authenticating with remote VPN server.
For Main mode, the length of the ID is limited to 47 characters.

The callback function provides a callback service as a part of
PPP suite only for the ISDN dial-in user. The router owner
will be charged the connection fee by the telecom.

Require Remote to Callback-Enable this to let the router to
require the remote peer to callback for the connection
afterwards.

Provide ISDN Number to Remote-In the case that the remote
peer requires the Vigor router to callback, the local ISDN
number will be provided to the remote peer. Check here to
allow the Vigor router to send the ISDN number to the remote
router. This feature is useful for i model only.

Username 7Y
Password

® on O off

W1 Compression

IKE Authentication Method
Pre-Shared Key

[ pigital Signature(.509)

IPSec Security Method
Mediurm {AH)
High {ESP)
DES 3DES AES

Gallback Function (CBCP)

[ Enable Callback Function

[ use the Following NMumber to Callback
Callback Mumber

Callback Budget ] minutelss

RIP Direction TA/RX Both »

For NAT operation, treat remote sub-net as
Private [P+

[0 change default raute to this YPN tunnel

My WAN TP 0.0.00
Remote Gateway IP 0.0.00
Remaote Metwork IP 0.0.0.0
Remote Network Mask |255.255.255.0
[ ok

1 [ Clear ] [ Cancel ]

Allowed Dial-In Type
ISDN:

PPTP

IPSec Tunnel
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Determine the dial-in connection with different types.

Allow the remote ISDN dial-in connection. You can further set
up Callback function below. You should set the User Name and
Password of remote dial-in user below.

Allow the remote dial-in user to make a PPTP VPN connection
through the Internet. You should set the User Name and
Password of remote dial-in user below.

Allow the remote dial-in user to trigger a IPSec VPN
connection through Internet.
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L2TP

Specify Remote VPN
Gateway...

User Name

Password

VJ Compression

IKE Authentication
Method

IPSec Security Method

Allow the remote dial-in user to make a L2TP VPN connection
through the Internet. You can select to use L2TP alone or with
IPSec. Select from below:

None- Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec policy can be
viewed as one pure L2TP connection.

Nice to Have- Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN connection
becomes one pure L2TP connection.

Must- Specify the IPSec policy to be definitely applied on the
L2TP connection.

You can specify the IP address of the remote dial-in user or
peer ID (should be the same with the ID setting in dial-in
type) by checking the box. Enter Peer ISDN number if you
select ISDN above (This feature is useful for i model only.).
Also, you should further specify the corresponding security
methods on the right side.

If you uncheck the checkbox, the connection type you select
above will apply the authentication methods and security
methods in the general settings.

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above. This field is also applicable if you
select ISDN.

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above. This field is also applicable if you
select ISDN.

VJ Compression is used for TCP/IP protocol header
compression. This field is applicable when you select PPTP or
L2TP with or without IPSec policy above. This field is also
applicable if you select ISDN.

This group of fields is applicable for IPSec Tunnels and L2TP
with IPSec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPSec tunnel either with or without
specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters (1-63)
as the pre-shared key.

Digital Signature (X.509) — Check the box of Digital
Signature to invoke this function and select one predefined
Profiles set in the VPN and Remote Access >>1PSec Peer
Identity.

This group of fields is a must for IPSec Tunnels and L2TP with
IPSec Policy when you specify the remote node.

Medium- Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
active.

High- Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.
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Callback Function

My WAN IP

Remote Gateway IP

Remote Network IP/
Remote Network Mask

More

RIP Direction

RIP Version

For NAT operation, treat
remote sub-net as

Vigor3100 Series User's Guide

The callback function provides a callback service only for the
ISDN dial-in user. The router owner will be charged the
connection fee by the telecom.

Check to enable Callback function-Enables the callback
function.

Callback number-The option is for extra security. Once
enabled, the router will ONLY call back to the specified
Callback Number.

Callback budget- By default, the callback function has
limitation of callback period. Once the callback budget is
exhausted, the function will be disabled automatically.
Callback Budget (Unit: minutes)- Specify the time budget for
the dial-in user. The budget will be decreased automatically per
callback connection. The default value 0 means no limitation of
callback period.

This field is only applicable when you select PPTP or L2TP
with or without IPSec policy above. The default value is 0.0.0.0,
which means the Vigor router will get a WAN IP address from
the remote router during the IPCP negotiation phase. If the
WAN IP address is fixed by remote side, specify the fixed IP
address here.

This field is only applicable when you select PPTP or L2TP
with or without IPSec policy above. The default value is 0.0.0.0,
which means the Vigor router will get a remote Gateway IP
address from the remote router during the IPCP negotiation
phase. If the WAN IP address is fixed by remote side, specify
the fixed IP address here.

Add a static route to direct all traffic destined to this Remote
Network IP Address/Remote Network Mask through the VPN
connection. For IPSec, this is the destination clients IDs of
phase 2 quick mode.

Add a static router to direct all traffic destined to more Remote
Network IP Addresses/ Remote Network Mask through the
VPN connection. This is usually used when you find there are
several subnets behind the remote VPN router.

Profile Index :1

Remote Metwork

Metwaork IP 1921658.3.0 /03 dd
Metrmask :
255 265 2562655 132 v hadify

The option specifies the direction of RIP (Routing Information
Protocol) packets. You can enable/disable one of direction here.
Herein, we provide four options: TX/RX Both, TX Only, RX
Only, and Disable.

Select the RIP protocol version. Specify Ver. 2 for greatest
compatibility.

While communicating with remote subnet, the router can treat
it as private subnet by sending packets with the router’s
private IP address, or treat it as public subnet by sending
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packets with the router’s public IP address.

Change default route to Check this box to change the default route with this VPN

this VPN tunnel tunnel. Be aware that this setting is available only for one
WAN interface is enabled. It is not available when both WAN
interfaces are enabled.

3.7.7 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out
Tool and clicking Dial button.

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Secaonds ;|10 %
( test2 ) 220.135.240.210 v

VPN Connection Status
Current Page: 2
¥PN Type Remote IP Virtual Network Tx Pkts Tx Rate Rx Pkts Rx Rate UpTime

wexnnnny @ Data is encrypted,
wxxnnnxy @ Data isn't encrypted.

Dial Click this button to execute dial out function.

Refresh Seconds Choose the time for refresh the dial information among 5, 10,
and 30.

Refresh Click this button to refresh the whole connection status.

VPN and Remote Access >> VPN Connection Management

Dial-out Tool Refresh Seconds :I']D vl Refresh |

~| Dl | |

YPMN Connection Status
Current Page: 1

¥YPN Type Remote IP Virtual Network Tx Pkts Tx Rate Rx Pkts Rx Rate UpTime

1 IPSec Tunnel
{221 AH-MDS Auth

2 IPSec Tunnel

192.168.2.24 192,168, 22.0/24 7 165 4 3 0:1:2 Dro

=
= o

(23) AH-MDS Auth 192-168.2.25  192.168.23.0/24 1 3 1 3 o:1:2 Drop
3 APsecTunnel ooy 0n 026 192188240024 1 3 1 3 o:1:2 Do

{24 ) AH-MDS Auth

4 IPSec Tunnel

[ 257 AH-MDS Auth 192.168.2.27 192,168, 25.0/24 1 3 1 3 0:0: 37 Der

HH

wxwnunny 1 Data is encrypted.
wxuxuxxy 1 Data isn't encrypted.
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3.8 Certificate Management

A digital certificate works as an electronic ID, which is issued by a certification authority
(CA). It contains information such as your name, a serial number, expiration dates etc., and the
digital signature of the certificate-issuing authority so that a recipient can verify that the
certificate is real. Here Vigor router support digital certificates conforming to standard X.509.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate the
peer with certificates issued by those trusted CA servers.

Here you can manage generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.

3.8.1 Local Certificate

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
GEMERATE  |[ MPORT | [ REFRESH

#E509 Local Certificate

Generate Click this button to open Generate Certificate Request
window.

Generate Certificate Request
Subject Alternative Name
Type

Dormain Narme

Subject Name
Country {C)

State (5T)

Location (L)
Orginization {O)
Orginization Unit (OU})
Common Mame {CH)

Email {E)}

Key Type

Key Size

Generate

Type in all the information that the window request. Then click
Generate again.

Import Click this button to import a saved file as the certification
information.
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Refresh Click this button to refresh the information listed below.

View Click this button to view the detailed settings for certificate
request.

After clicking Generate, the generated information will be displayed on the window below:
¥509 Local Certificate Configuration
MName Subject Status Modify
Laocal SC=TW/0=DrayTek/emailaddress. .. Requesting
GEMERATE || IMPORT || REFRESH
X509 Local Certificate Request

MIIBg)jCCARMCAQLwO TELMAKGALIUEEWMCVF o xEDACEgNVE A0 TEORYYELUZWsxID A
BgkohkiGowlBECQEWEXEy X eQGRy Y10 EWsu V2 Ot MIGEMAOGCSgGE ThaDQERBLAQUL
24GHALDCEIQEEgQDOYE7mmZF £FhN9/ TeQnG03 Xk++hoFb2 97aPJ6+gksEBer lwaswl
h¥4hp89cUF9dlolCGGil/ teBOokde ZAPFFwIXeP3 s una2Fi8ac TI9W+EL®whIlo
*/GOARC WO/ £EQepxroCwlJTILI 30/ BnovE0951GveldaGlylcEcmU7? jgeQIDAQARE
oCkwIw¥IKoZ ThweNAQKONRowGD AWEGNWVHREED z ANggt konF SAGVE Lntwb TANEgkg
hkiGOwOBAQUF AAOByQEUIWx4ME 18xeLON7nes 0o KWC4h574hion MEkgewB/ e Wr I
FoexQghiXfnaRddrdLjeywEOSaVdNHr+c 1 1LgWoO0Cxx e ILE LSt JFWidiw3 Ol
VTV ENhU I Z g/ QI0et Ye+Stwa+51pU+UNGEn i 6 je+gEQTPEgqHuz £ 6 tHEE Ag i+ Q==

3.8.2 Trusted CA Certificate
Trusted CA certificate lists three sets of trusted CA certificate.

Certificate Management >> Trusted CA Certificate

X509 Trusted CaA Certificate Configuration
Name Subject Status Modify

Trusted Ca-1 S S

Trusted CA-2 === ===

Trusted CA-3 - -

[ MPORT || REFRESH |

To import a pre-saved trusted CA certificate, please click IMPORT to open the following
window. Use Browse.. to find out the saved text file. Then click Import. The one you
imported will be listed on the Trusted CA Certificate window.

Certificate Management >> Trusted CA Certificate

Import X509 Trusted CA Certificate

Select a trusted CaA certificate file,

Click Import to upload the certification.

[ Import ] [ Cancel ]

For viewing each trusted CA certificate, click View to open the certificate detail information
window. If you want to delete a CA certificate, choose the one and click Delete to remove all
the certificate information.
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; Certificate Information - Microsoft Intermet Explorer

Certificate Detail Information

Certificate Name: Trusted CA-1
[ssuer:

Subject:

Subject Alternative Mame:

Yalid From:

Yalid Ta:

Close

3.9 ISDN

ISDN means integrated services digital network that is an international communications
standard for sending voice, video, and data over digital telephone lines or normal telephone
wires.

3.9.1 General Setup

This page provides some basic ISDN settings such as enabling the ISDN port or not, MSN
numbers and blocked MSN numbers, etc.

ISDN >> General Setup

ISDN Setup

ISDM Port ) Enable O Disable Blocked MSM numbers for the router
Country Code International hd 1.

Cwn Mumber 2,

"Cwn Mumber" means that the router will tell the 3,

remote end the ISDN number when it's placing an

outgoing call, 4,

MSH numbers for the router
1.
2.

3

"MSH Mumbers" means that the router is able to
accept number-matched incoming calls. In
addition, MSN service should be supported by the
local ISDN netwaork provider,

ISDN Port Click Enable to open the ISDN port and Disable to close
it.
Country Code For proper operation on your local ISDN network, you

should choose the correct country code.

Own Number Enter your ISDN number. Every outgoing call will carry
the number to the receiver.

Blocked MSN Numbers for the Enter the specified MSN number into the fields to
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router

MSN Numbers for the Router

Mapping to VolIP Ports

prevent the router from dialing the specific MSN
number.

MSN Numbers mean that the router is able to accept only
number-matched incoming calls. In addition, MSN
services should be supported by local ISDN network
provider. The router provides three fields for MSN
numbers. Note that MSN services must be acquired from
your local telecommunication operators. By default, MSN
function is disabled. If you leave the fields blank, all
incoming calls will be accepted without number matching.
1,2,3 fields — Fill in the portion that is different with the
own number.

For example, the own number is 1234567 and three MSN
numbers are 1234550, 1234517 and 1234582 respectively.
You can type in 1234567 in the filed of own number. Fill
in 50, 17 and 67 on the fields of 1,2 and 3 one by one
without typing 12345.

Check to specify ringing from FXS1 and/or FXS2 when
the router accepts the incoming calls by identifying MSN
number(s). If you do not specify any port in this field, the
ISDN loop through ring port will be determined by the
configuration in ISDN port in VolP>>Phone Settings.
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3.9.2 Dialing to a Single ISP

If you access the Internet via a single ISP, press this link.

ISDN >> Dialing to a Single ISP

Single ISP
ISP Access Setup
ISP Mame

Dial Mumber
Username

Password

O require ISP callback {CBCP)

prima

amar

PPP/MP Setup

9834737

Link Type Dialup BOD hd
PPP Authentication | PAP or CHAR +
Idle Timeout 180 second(s)

IP Address Assignment Method (IPCP)
Fized IP O ves @& Mo (Dynamic IP)

Fized IP address

Index{1-15) in Schedule Setup:

==

ISP Name
Dial Number
Username
Password

Require ISP Callback
(CBCP)

Scheduler (1-15)

Link Type

PPP Authentication

Idle Timeout

Fixed IP
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Enter your ISP name.

Enter the ISDN access number provided by your ISP.
Enter the username provided by your ISP.

Enter the password provided by your ISP.

If your ISP supports the callback function, check this box to
activate the Callback Control Protocol during the PPP negotiation.

Enter the index of schedule profiles to control the Internet access
according to the preconfigured schedules.

There are four link types: Link Disable, Dialup 64 Kbps, Dialup 128
Kbps, and Dialup BOD.

Link Disable - Disable the ISDN dial-out function.

Dialup 64Kbps - Use one ISDN B channel for Internet access.
Dialup 128Kbps - Use both ISDN B channels for Internet access.
Dialup BOD - BOD stands for bandwidth-on-demand. The router
will use only one B channel in low traffic situations. Once the single
B channel bandwidth is fully used, the other B channel will be
activated automatically through the dialup. For more detailed BOD
parameter settings, please refer to the Advanced Setup field > Call
Control and PPP/MP Setup.

PAP Only - Configure the PPP session to use the PAP protocol to
negotiate the username and password with the ISP.

PAP or CHAP - Configure the PPP session to use the PAP or
CHAP protocols to negotiate the username and password with the
ISP.

Idle timeout means the router will be disconnect after being idle for
a preset amount of time. The default is 180 seconds. If you set the
time to 0, the ISDN connection to the ISP will always remain on.

In most environments, you should not change these settings as most
ISPs provide a dynamic IP address for the router when it connects to
the ISP. If your ISP provides a fixed IP address, check Yes to invoke
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this function and enter the IP address in the field of Fixed IP

Address.
Fixed IP Address

3.9.3 Dialing to Dual ISPs

Type the IP address.

If you have more than one ISP, press this link to configure two ISP dialup profiles. You will
be able to dial to both ISPs at the same time. This is mainly for those 1SPs that do not support
Multiple-Link PPP (ML-PPP) function. In such cases, dialing to two ISPs can increase the
bandwidth utilization of the ISDN channels to 128kbps data speed.

ISDN >> Dialing to Dual ISPs

Dual ISP

Common Settings

1. Enable Dual 1SPs Function
2. [ require ISP callback (CECP)

Primary ISP Setup
ISP Mame prima

Dial Number 9834737

Username amar

Passwaord [TTT1]
IP Address Assignment Method (IPCP)
Fixed IP O ves @ Mo (Dynamic IP)

Fixed IP Address

PPP/MP Setup

Link Type Dialup BOD v
PPP Authentication |PAP or CHAP
Idle Timeout 180 second(s)
Secondary ISP Setup

ISP MName dingo

Dial Mumber 85849343

Lsername amar

Password [T
IP Address Assignment Method (IPCP)
Fixed IP O ves @ Mo (Dynamic IP)

Fized IP Address

Most configuration parameters are the same as those of the previous part. This screen provides
a checkbox to enable the Dual ISPs function and adds the secondary ISP Setup section field.
Check the corresponding box and enter the second ISP information. About the details please
refer to the descriptions of the previous part.

3.9.4 Virtual TA

Virtual TA means the local hosts or PCs in the network that uses popular CAPI-based
software such as RVS-COM or BVRP to access the router as a local ISDN TA for sending or
receiving FAX messages over the ISDN line. Basically, it is a client/server network model.
The built-in Virtual TA server handles the establishment and release of connections. The
Virtual TA client, which is installed on the local hosts or PCs, creates a CAPI-based driver to
relay all CAPI messages between the applications and the router CAPI module. Before
describing the configuration of Virtual TA in the Vigor routers, please notice the following

limitations.

® The Virtual TA client only supports Microsoft™ Windows 98/SE/2000/XP platforms.
®  The Virtual TA client only supports the CAPI 2.0 protocol and has no built-in FAX

engine.

® One ISDN BRI interface has two B channels. The maximum number of active clients is

also two.

®  Before you configure the Virtual TA, you must set the correct country code.
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DSL/Cable Modem Internet
- ISP

pocess
y
Nofl’\'\ .
é FAX Machine

‘ z CAPI over TCP
i) Ethernet LAN §
PC within CAPI-based
application

4

Virtual Virtual
Client Server

lg;e‘

Vigor Router
I ISDN
Network r— PSTN
NT-1 é ] g

=

ISDN TA PC

As depicted in the above application scenario, the Virtual TA client can make an outgoing call
or accept an incoming call to/from a peer FAX machine or ISDN TA, etc.

Before describing the configuration of Virtual TA in the Vigor routers, please heed the
following limitations.

®  The Virtual TA client only supports Microsoft™ Windows 98/SE/2000/XP platforms.

® The Virtual TA client only supports the CAPI 2.0 protocol and has no built-in FAX
engine.

® One ISDN BRI interface has two B channels. The maximum number of active clients is
also 2.

® Before you configure the Virtual TA, you must set the correct country code in ISDN
Setup.

ISDN >> Virtual TA

Virtual TA Setup
wirtual T& Server i & Enable O Disable

virtual TA Users Profiles

Username Password MSM1 MSMNZ MSMN3 Active
1 O
2. O
3. O
4. O
5. O
Virtual TA Server Enable: Select it to activate the server.

Disable: Select it to deactivate the server. All Virtual TA
applications will be terminated.

Virtual TA User Profiles  Username - Enter the username of a specific client.
Password - Enter the password of a specific client.
MSN 1/2/3 - MSN stands for Multiple Subscriber Number. It
means you can apply to more than one ISDN lines number over a
single subscribed line. Note that the service must be acquired
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from your telecom. Specify the MSN numbers for a specific
client. If you have no MSN services, leave this field blank.
Active - Check it to enable the client to access the server.

Install a Virtual TA Client

1.  Insert the CD-ROM bundled with your Vigor router. Find VTA Client tool in the Utility
menu and click on the Install button.

2.  Follow the on-screen instructions of the installer. The last step will ask you to restart
your computer. Click OK to restart your computer.

3. After the computer restarts, you will see a VT icon in the taskbar (usually in the
bottom-right of the screen, near the clock) as shown below.

When the icon text is GREEN, the Virtual TA client is connected to the Virtual TA server and
you can launch your CAPI-based software to use the client to access the router. If the icon text
is RED, it means the client has lost the connection to the server. This time, please check the
physical Ethernet connection.

B 2eeM (LB 250 FM

Configure a Virtual TA Client/ Server

Since the Virtual TA application is a client/server network model, you must configure it on
both ends to run properly your Virtual TA application.

By default, the Virtual TA server is enabled and the Username/Password fields are left blank.
Any Virtual TA client may login to the server. Once a single Username/Password field has
been filled in, the Virtual TA server will only allow clients with a valid Username/Password to
login. The screen of Virtual TA configuration is presented below.

User Profile

Note that creating a single user access account will limit the access to the Virtual TA server to
only the specified account holders.

Assume you did not acquire any MSN service from your ISDN network provider.

On the server - Click Virtual TA (Remote CAPI) Setup link, and fill in the Username and
Password fields. Check the Active box to enable the account.

Virtual TA Users Profiles
Username Password MSN1 MSN2 MSN3

1. |alan [TT1]

On the client - Right-click the mouse on the VT icon. The following pop-up menu will be
shown.

Suto Hun
Monauto Bun

"Wirtwal TA Login
Search Server

E xit
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Click the Virtual TA Login tab to launch the login box.

¥irtual TA Login |

Usger Mame: [alan

B

Pazsword

Cancel |

Enter the Username/Password and then click OK. After a short time, the VT icon text will turn
green.

MSN Configuration

If you have applied to an MSN number service, the Virtual TA server can assign which client
has the specified MSN number. When an incoming call arrives, the server will inform the
appropriate client. Now we set an example to describe the configuration of the MSN number.

Suppose that you could assign the MSN number 123 to the client “alan”.

Yirtual Ta Setup
Yirtual TA Server : (& Enable O Disahble

virtual TA Users Profiles

Username Password MSMN1 MSMN2 MSMN3 Active
1. |alan ssse 123
2. O

Type the specified MSN number in the CAPI-based software. When the Virtual TA server
sends an alert signal to the specified Virtual TA client, the CAPI-based software will also
receive the action, the software will not accept the incoming call.
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3.9.5 Call Control

Some applications require that the router (only for the ISDN models) be remotely activated, or
be able to dial up to the ISP via the ISDN interface. Vigor routers provide this feature by
allowing user to make a phone call to the router and then ask it to dial up to the ISP.
Accordingly, a teleworker can access the remote network to retrieve resources. Of course, a
fixed IP address is required for WAN connection and some internal network resource has to be
exposed for remote users, such as FTP, WWW.Please set Dialing to a Single ISP first before

configuring this web page.

ISDN == Call Control

Call Control Setup
Dial Retry

Dial Delay Interval

PPP/MP Dial-Out Setup
Basic Setup

Link Type

PPP Authentication

TCP Header Compressian

Idle Timeout

Dial Retry

Dial Delay Interval

Remote Activation

Link Type

PPP Authentication

TCP Header Compression

106

times Remote Activation

second(s)

Bandwidth On Demand {BOD) Setup

Dialup BOD W High Water Mark 7000 cps
PAP or CHARP v High Water Time 30 second(s)
Mone b Low Water Mark BO00 cps
180 second(s) | Low Water Time 30 second(s)

It specifies the dial retry counts per triggered packet. A
triggered packet is the packet whose destination is outside the
local network. The default setting is no dial retry. If set to 5, for
each triggered packet, the router will dial 5 times until it is
connected to the ISP or remote access router.

It specifies the interval between dialup retries. By default, the
interval is 0 second.

It specifies a phone number in the Remote Activation field to
enable the remote activation function. If the router accepts a call
from the number 12345678, it will terminate the incoming call
immediately and dial to the ISP.

Because ISDN has two B channels (64Kbps/per channel), you
can specify whether you would like to have single B channel,
two B channels or BOD (Bandwidth on Demand). Four options
are available: Link Disable, Dialup 64Kbps, Dialup 128Kbps,

Dialup BOD.
Link Type Dialup BOD hd
Link Disable
Dialup B4kbps
Dialup 128Khps

It specifies the PPP authentication method for PPP/MP
connections. Normally you can set it to PAP/CHAP for better
compatibility.

VJ Compression - It is used for TCP/IP protocol header
compression. Normally it is set to None to improve bandwidth
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utilization.
TCP Header Compressian

Idle Timeout Because our ISDN link type is “Dial On Demand”, the
connection will be initiated only when needed.

High Water Mark and BOD stands for bandwidth-on-demand for Multiple-Link

High Water Time PPP (ML-PPP or MP). High Water Mark/ High Water
Time/ Low Water Mark/Low Water Time parameters are
applied when you set the Link Type to Dialup BOD. The
ISDN usually uses one B channel to access the Internet or
remote network when you choose the Dialup BOD link type.
The router will use the parameters here to decide on when
you activate/drop the additional B channel. Note that cps
(characters-per-second) measures the total link utilization.

These parameters specify the situation in which the second
channel will be activated. With the first connected channel, if
its utilization exceeds the High Water Mark and such a
channel is being used over the High Water Time, the
additional channel will be activated. Thus, the total link
speed will be 128kbps (two B channels).

Low Water Mark and Low These parameters specify the situation in which the second

Water Time channel will be dropped. In terms of the two B channels, if
their utilization is under the Low Water Mark and these two
channels are being used over the High Water Time, the
additional channel will be dropped. As a result, the total link
speed will be 64kbps (one B channel).

Note: If you are not sure whether your ISP can support BOD and/or ML-PPP’s
features, please seek assistance from your ISP, local dealers or our website:
support@draytek.com.

3.10 Wireless LAN

This function is used for G models only.

3.10.1 Basic Concepts

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor G model, a.k.a. Vigor wireless router, is
designed for maximum flexibility and efficiency of a small office/home. Any authorized staff
can bring a built-in WLAN client PDA or notebook into a meeting room for conference
without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN enables high
mobility so WLAN users can simultaneously access all LAN facilities just like on a wired
LAN as well as Internet access.

The Vigor wireless routers are equipped with a wireless LAN interface compliant with the
standard IEEE 802.11g protocol. To boost its performance further, the Vigor Router is also
loaded with advanced wireless technology Super G ™ to lift up data rate up to 108 Mbps*.
Hence, you can finally smoothly enjoy stream music and video.
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Note: * The actual data throughput will vary according to the network conditions
and environmental factors, including volume of network traffic, network overhead
and building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access
Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via Vigor wireless router. The General Settings will set up the
information of this wireless network, including its SSID as identification, located channel etc.

Internet

SSID: Draytek
Channel: 6
Mode: WEP only

-

192.168.1.2 192.168.1.1

Security Overview

Real-time Hardware Encryption: Vigor Router is equipped with a hardware AES encryption
engine so it can apply the highest protection to your data without influencing user experience.

Complete Security Standard Selection: To ensure the security and privacy of your wireless
communication, we provide several prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA(Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible
and can support multiple secure connections with both WEP and WPA at the same time.
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Example 1

Internet
SEID: Drraytek
Charninel: &
Mode: WEF or WPAIFSK
i WPA only
PSK:clgsdal?

WEP WA

Koy 1-ADANT PR cfgalsl?
Example 2
Internet
EEID: Draytok
Chanmal: &
Mode: WPAIPSK only
WRAZ only
! Pro-shared Key:cigslaiZ
L
WEP Ll PEX:ciga0sn
Example 3

Internet

ESI0: Draytok
Channel: &
Mode: WFPA+WPAZ

oy Ty &

FALILS 192 18E.1. 1
192.184.1.2

Separate the Wireless and the Wired LAN- WLAN Isolation enables you to isolate your
wireless LAN from wired LAN for either quarantine or limit access reasons. To isolate means
neither of the parties can access each other. To elaborate an example for business use, you
may set up a wireless LAN for visitors only so they can connect to Internet without hassle of
the confidential information leakage. For a more flexible deployment, you may add filters of
MAC addresses to isolate users’ access from wired LAN.

Manage Wireless Stations - Station List will display all the station in your wireless network
and the status of their connection.
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3.10.2 General Setup

By clicking the General Settings, a new web page will appear so that you could configure the
SSID and the wireless channel. Please refer to the following figure for more information.

Wireless LAN >> General Setup

General Setting { IEEE 802.11 )

Enable Wireless LaN

Mode Mixed(11b+114) hd

Super: Overdrive: Off on

Mote: The overdrive enhances the WLAN-to-LAN throughput; however, it may slow
down other parts of the router.

Index{1-15% in
Schedule Setup:

SSID default

Channel : Channel B, 2437MHz  »
Mote: If SuperG mode is enabled, channel is fixed at 6.

[0 Hide ssID
[0 Long Preamhble

Hide S8ID : prevent 5SID from being scanned.
Long Preamble : necessary for some older 802.11b devices only {lowers performance).

[ Ok ] [ Cancel ]

Enable Wireless LAN Check the box to enable wireless function.

Mode

Select an appropriate wireless mode.

Mixed (11b+11g+SuperG) - The radio can support
IEEE802.11b, IEEE802.11g and SuperG protocols
simultaneously.

Mixed (11b+11g) - The radio can support both
IEEE802.11b and IEEE802.11g protocols simultaneously.
SuperG - The radio only supports SuperG.

11g only - The radio only supports IEEE802.11g.

11b only - The radio only supports IEEE802.11b.

Mode ! Mixed(1T1h+11g) b

Supers Only .
11g Only
11b Only

SuperG Overdrive Enhance the transmission rate up to 108Mbps between the

host and the clients. Generally, the maximum transmission
rate is 54Mbps without such feature. Notice that the
network card in client must also support SuperG. If not, the
rate would be 54Mbps even if you enable this function.

Index(1-15) Set the wireless LAN to work at certain time interval only.

You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The
default setting of this filed is blank and the function will
always work.
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SSID The default SSID is "default”. We suggest you change it to
a particular name. It is the identification of the wireless
LAN. SSID can be any text numbers or various special
characters.

Channel The channel of frequency of the wireless LAN. The default
channel is 6. You may switch channel if the selected
channel is under serious interference.

Channel : Channel &, 2437 MHz  +

Channel 1, 2412MHz
Channel 2, 2417 MHz
Channel 3, 2422MHz
Channel 4, 2427 MHz
Channel 5, 2432MHz
‘Channel B, 2437 MHz
Channel 7, 2442MHz
Channel 8, 2447 MHz
Channel 9, 2452MHz
Channel 10, 2457 MHz
Channel 11, 2462MHz
Channel 12, 2467 MHz
Channel 13, 247 2MHz

Hide SSID Check it to prevent from wireless sniffing and make it
harder for unauthorized clients or STAS to join your
wireless LAN. Depending on the wireless utility, the user
may only see the information except SSID or just cannot
see any thing about Vigor wireless router while site
surveying.

Long Preamble This option is to define the length of the sync field in an
802.11 packet. Most modern wireless network uses short
preamble with 56 bit sync filed instead of long preamble
with 128 bit sync field. However, some original 11b
wireless network devices only support long preamble.
Check it to use Long Preamble if needed to communicate
with this kind of devices.
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3.10.3 Security

By clicking the Security Settings, a new web page will appear so that you could configure the
settings of WEP and WPA.

Wireless LAN >> Security Settings

Security Settings

Mode : Disable v

Set up RADIUS Server if 802.1x is enahbled.
WPA:

Type: Mixed(WPA+WPAZY WRAZ Only
Pre-Shared kKey(PSK)

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs01az..." or "0x655abed....",
WEP:
Encryption Mode:
Use WEP Key
Key 1:
Key 2 :
Key 3 :
Key 4
For 64 bit WEP key

Type 5 ASCII character or 10 Hexadecimal digits leading by "0x", for example "AB312" or
"Ox4142333132".

For 128 bit WEP key

Type 13 ASCII character or 26 Hexadecimal digits leading by "0x", for example
"012345678%abc" or "0x30313233343536373839414243",

Mode There are several modes provided for you to choose.

Mode : WYWEP Only v

WEP/BOZ. 1% Only
WEP or WRAPSIK
WYEP/BOZ 1 or WP AMBDZ 1 x
WRAPESK Only

WYPABOZ 1x Only

Disable - Turn off the encryption mechanism.

WEP Only - Accept only WEP clients and the encryption key
should be entered in WEP Key.

WEP/802.1x Only - Accept WEP clients with 802.1x
authentication. Since the key will be auto-negotiated during
authentication, the field of key setting below will be not available
for input.

WEP or WPA/PSK - Accept WEP and WPA clients with legal
key accordingly. Only Mixed (WPA+WPAZ2) is applicable if you
select WPA/PSK.

WEP/802.1x or WPA/802.1x - Accept WEP or WPA clients
with 802.1x authentication. Only Mixed(WPA+WPAZ2) is
applicable if you select WPA/PSK. Since the key will be
auto-negotiated during authentication, the field of key setting
below will be not available for input.

WPA/PSK Only - Accept WPA clients and the encryption key
should be entered in PSK. Remember to select WPA type to
define either Mixed or WPAZ2 only in the field below.
WPA/802.1x Only - Accept WPA clients with 802.1x
authentication. Remember to select WPA type to define either
Mixed or WPA2 only in the field below. Since the key will be

Vigor3100 Series User’s Guide



WPA

WEP
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auto-negotiated during authentication, the field of key setting
below will be not available for input.

The WPA encrypts each frame transmitted from the radio using
the key, which either PSK entered manually in this field below or
automatically negotiated via 802.1x authentication.

Type - Select from Mixed (WPA+WPA2) or WPA2 only.
Pre-Shared Key (PSK) - Either 8~63 ASCII characters, such as
012345678..(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

64-Bit - For 64 bits WEP key, either 5 ASCII characters, such as
12345 (or 10 hexadecimal digitals leading by Ox, such as
0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCII characters, such
as ABCDEFGHIJKLM (or 26 hexadecimal digits leading by 0x,
such as 0x4142434445464748494A4B4ACAD).

Encryption Mode: B4-Bit  »

All wireless devices must support the same WEP encryption bit
size and have the same key. Four keys can be entered here, but
only one key can be selected at a time. The keys can be entered in
ASCII or Hexadecimal. Check the key you wish to use.
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3.10.4 Access Control

For additional security of wireless access, the Access Control facility allows you to restrict
the network access right by controlling the wireless LAN MAC address of client. Only the
valid MAC address that has been configured can access the wireless LAN interface. By
clicking the Access Control, a new web page will appear, as depicted below, so that you
could edit the clients' MAC addresses to control their access rights.

Wireless LAN >> Access Control

Access Gontrol
Enable Access Contral
Policy Activate MAC address filter +

MAGC Address Filter

Index attribute MAC Address

Client's MaC address ;
attribute :

[ s: Isalate the station from LAN
Note: Two attributes cannot coexist with each other,

(aad ] ((Remove | [ &gt ] [ Cance
VPN server 1P adress for WLAN
Enable Access Control Select to enable the MAC Address access control feature.
Policy Select to enable any one of the following policy. Choose

Activate MAC address filter to type in the MAC
addresses for other clients in the network manually.
Choose Isolate WLAN from LAN will separate all the
WLAN stations from LAN based on the MAC Address list.

Policy . Activate MAC address filter »

o

Activate MAC address filte
[solate WWLAMN from LAMN

MAC Address Filter Display all MAC addresses that are edited before. Four
buttons (Add, Remove,
Client’s MAC Address - Manually enter the MAC
address of wireless client.

Attribute s — select it to isolate the wireless connection of the
wireless client of the MAC address from LAN.

Add Add a new MAC address into the list.

Delete Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.

Cancel Give up the access control set up.

OK Click it to save the access control list.

Clear All Clean all entries in the MAC address list.
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3.10.5 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points
(AP) wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANSs through the air.
®  Extend the coverage range of a WLAN.

To meet the above requirement, two WDS modes are implemented in Vigor router. One is
Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

LAN3
= .,___HLH &z,
.&f v v. %
eﬁ\* ".-' ‘.\{I‘e’,’.
\7\96 o % %
o T |
LN " """""""""""""" "' |
- -~

WDS Bridge Link

S8 S8

LAN1 LAN2
The application for the WDS-Repeater mode is depicted as below:

Host with Host with ) Host with
bridge Interface 1 repeater Interface bridge Interface 2
<. L

-
....
..............

The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.
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In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.

< No

- - -

Host with Host with ) Host with
bridge Interface 1 bridge Interface 2 bridge Interface 3

Click WDS from Wireless LAN menu. The following page will be shown.

Wireless LAN >> WDS Settings

WDS Settings | Setto Factory Default |
Bridge
Mode: Enable Peer MAC Address
o LI ]
Security: O l:l :l:l :l:l :l:l :I:I :l:l
@ pisable O weP O Pre-shared Key
o LI ]
WEP: | l:l :l:l :l:l :l:l :I:I :l:l
Use the same WEP key set in Security O l:l :l:l :I:I :l:l :I:I :l:l
Settings. O l:l :l:l :l:l :l:l :I:I :l:l
Encryption Mode Mote: Disable unused links to get better
Key index performance.
;Fhe key in”dex is fived if the security mode is not Repeater
WEP Only". Enable Peer MAC Addess
ey E— LML
The key format is the same as the one used in |:| :|:| :|:| :|:| :l:l :|:|

Security Settings.

Access Point Function:

®Eenable  ODisable
Pre-shared Key:

Type » TKIR Status:

Key : | [send "Hella" message to pears.

Type 8~63 ASCII characters or 64 hexadecimal
digits leading by "0Ox", for example "cfgs0laz,.." or

"JuBESahed, . " Note: The status is valid only when the peer also

supports this function.

Mode Choose the mode for WDS setting. Disable mode will not
invoke any WDS setting. Bridge mode is designed to fulfill the
first type of application. Repeater mode is for the second one.

C :

Repeater

Security There are three types for security, Disable, WEP and
Pre-shared key. The setting you choose here will make the
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WEP

Pre-shared Key

Bridge

Repeater

Access Point Function

Status
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following WEP or Pre-shared key field valid or not. Choose one
of the types for the router.

Check this box to use the same key set in Security Settings
page. If you did not set any key in Security Settings page, this
check box will be dimmed.

Encryption Mode - If you checked the box of Use the same
WEP key ..., you do not need to choose 64-bit or 128-bit as the
Encryption Mode. If you do not check that box, you can set the
WEP key now in this page.

Key Index - Choose the key that you want to use after selecting
the proper encryption mode.

Key - Type the content for the key.

Type 8 ~ 63 ASCII characters or 64 hexadecimal digits leading
by “0x”.

If you choose Bridge as the connecting mode, please type in the
peer MAC address in these fields. Six peer MAC addresses are
allowed to be entered in this page at one time. Yet please
disable the unused link to get better performance. If you want to
invoke the peer MAC address, remember to check Enable box
in the front of the MAC address after typing.

If you choose Repeater as the connecting mode, please type in
the peer MAC address in these fields. Two peer MAC addresses
are allowed to be entered in this page at one time. Similarly, if
you want to invoke the peer MAC address, remember to check
Enable box in the front of the MAC address after typing.

Click Enable to make this router serving as an access point;
click Disable to cancel this function.

It allows user to send “hello” message to peers. Yet, it is valid
only when the peer also supports this function.
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3.10.6 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood.
Based on the scanning result, users will know which channel is clean for usage. Also, it can be
used to facilitate finding an AP for a WDS link. Notice that during the scanning process (about
5 seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP
which is in the same channel of this router can be found. Please click Scan to discover all the
connected APs.

Wireless LAN >> Access Point Discovery

Access Point List

BSSID Channel SSID

Scan

Mote: During the scanning process {~5 seconds), no station is allowed to
connect with the router,

See Statistics,

Add to WDS Settings :

AP's MAC address H H H H H Add

If you want the found AP applying the WDS settings, please type in the AP’s MAC address on
the bottom of the page and click Add. Later, the MAC address of the AP will be added to the
page of WDS setting.

Vigor3100 Series User’s Guide



3.10.7 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you
can select a WLAN station and click Add to Access Control below.

Wireless LAN >> Station List

Station List
Status MaC Address
Status Codes :
G: Connected, Mo encryption.
E: Connected, WEP.
P: Connected, \WPA,
A Connected, WPAZ,
B: Blocked by Access Control.
MN: Connecting.
F: Fail to pass 802.1% or WPA/PSK authentication,
Mote: After a station connects to the router successfully, it may be
turned off without notice. In that case, it will still be on the list until the
connection expires,
Add to Access Control :
Client's MaC address
Add
Refresh Click this button to refresh the status of station list.
Add Click this button to add current selected MAC address into

Access Control.
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3.10.8 Station Rate Control

This page allows you to control the upload and download rate of each wireless client (station).
Please check the box of Enable to invoke this setting. The range for the rate is between 100 ~
30,000 kbps.

Wireless LAN >> Station Rate Control

Station Rate Control

Enable
Upload Rate : 300 00 kKbps
Download Rate . 300 00 Kbps
MNote:

1. Range: 100~30,000 Kbps, Increment: 100 Kbps.
2, The specified rates are applied to each associated wireless client,

ik ] [ Cancel

3.11 VLAN

Note: This menu is available for Vigor3100G model only. For Vigor3100 and Vigor3120,
please refer to 3.2.4.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port.

3.11.1 Wired VLAN

PCs connected to Ethernet ports of the router can be divided into different groups and formed
VLAN. PCs under the same groups can share each other information through the router and
will not be peeked by other groups.

I @ucT  Dowr G

own @os

ya / d N
/ d E . L
II‘I I —
VLAN1\ - |
i % \\.\ ,/"':

The VLAN >> Wired VALN allows you to configure VLAN settings through wired
connection to achieve the above intention. Simply check P1 and P2 boxes on the line of
VLANQO; and check P3 and P4 boxes on the line of VLANLI.
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VLAN >> Wired VLAN Configuration

Wired YLAN Configuration

Enable
P1 p2 E] P4
YLAND ¥ O
VLAN1 O O
VLANZ O O P O
VLANS O ¥ ¥ O
[ 0K ] [ Clear ] [ Cancel ]

Enable Check this box to enable this function (for VLAN
Configuration).

P1-P4 Check the box to make the computer connecting to the port
being grouped in specified VLAN. Be aware that each port can
be grouped in different VLAN at the same time only if you
check the box. For example, if you check the boxes of
VLANO-P1 and VLAN1-P1, you can make P1 to be grouped
under VLANO and VLAN1 simultaneously.

VLANO-3 This router allows you to set 4 groups of virtual LAN.

3.11.2 Wireless VLAN

PCs (equipped with wireless network cards) connected to the router through wireless interface
can be divided into different groups and formed W_VLAN. PCs under the same groups can
share each other information through the router and will not be peeked by other groups.

PCs under the same groups can use same Login ID and password to access into Internet. For
example, see the following graphic. Both A and B use the same login ID (City) and password
(1234). Therefore, they are grouped in the same W_VLAN.

Login ID: City Login ID: Home
Password:1234 Password:7890
W_VLANO W_VLAN1

uet Qo Dwemner
S Gous
@wan ]
nat

The VLAN >> Wireless VALN allows you to configure Wireless VLAN settings through
wireless connection to achieve the above intention. Simply type Login ID and password with
City and 1234 in the boxes of W_VLANO. And type Login ID and password with Home and
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7890 in the boxes of W_VLANL. Users can configure fifteen groups of wireless VLAN in this
page.
VLAN >> Wireless VLAN Setup

Wireless ¥LAN Configuration
[ Enatble view Online Station Table

W_VLAN Login ID Password Attributes W_VLAN  Login ID Password Attributes

: ;
1 ;

[J Disable broadcast and multicast traffic.

Motes:

1. Login ID: 1~11 characters, Password: 1~11 characters,

2. Disable broadcast and multicast traffic to maximize wireless YLAN security; howewver, the WLAN
throughput will be reduced.

3. Login URL for wireless clients:

http://vwvew . draytek.vlan/login.htm or http://(Vigor IP Address)/login.htm

[ oK ] [ Cancel ]
Enable Check this box to invoke wireless VLAN function.
Login ID Type Login ID for different groups of W_VLAN with 1 to 11
characters.
Password Type password for different groups of W_VLAN with 1 to 11
characters.
Details Click this button to set additional attributes settings for
W_VLAN.
W_YLAMNO Attributes
activated Date: 2006 -1 |1
Expired Date: 2010 % -1 w1 v

[J connect all WOS links with this YLAN group.
[[] 1solate each member in this YL&M group.

Activated Date — Use the drop down lists to set the activated
date for the wireless VLAN. The wireless VLAN function will
be available when the time is arrival.

Expired Date — Use the drop down lists to set the expired date
for the wireless VALN. This function will be invalid when the
time is arrival.

Connect all WDS links with this VALN group — Check this
box to activate this connection.

Isolate each member in this VLAN group — Check this box to
isolate all the members in this VLAN group and not allow the
information sharing among them.
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Disable broadcast and Check this box to prevent broadcast and multicast traffic
multicast traffic forwarding to all W_VLAN.

How can you (wireless client) access into Internet?

After finishing the configuration of wireless VLAN, the wireless clients connecting to this
router must do the following steps to access into Internet.

1. Open a browser and type http://www.draytek.vlan/login.htm or http://(vigor router’s IP
address)/login.htm on the address line.

2. The following screen will appear.

DrayTek Wireless VLAMN

Login ID City

Password anee

3. Type in Login ID and Password that was configured in Wireless VLAN Setup page. In
this case, we choose the configuration set in first group of W_VLAN (City and 1234).

4. When the accessing is successful, the following screen will appear.

23 hiip://192.168.1.1 - DrayTek Wireless .. [ || 51][X])

Connection time: jneg

DrayTek Wireless YLAN

Link Status:Active

User login succeeds !!]

Copyright ®2005, DrayTek Corp. All Rights Reserved.

Note: The floating window with connection time will be shown on the screen
till you logout.
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5. You can go to Diagnostics>>Wireless VLAN Online Station for viewing the connection
status whenever you want.

Diagnostics >> Wireless VLAN Online Station

Wireless ¥YLAN Online Station Table | Refresh |

~

IP Address MAC hddress Login ID E|

152.168.1.15 00-14-85-26-00-8C City -
152.168.1.16 00-0DE-35-AB-A4-E7 Home

3.11.3 VLAN Cross Setup

This function allows the router to integrate VLAN and W_VLAN for managing different
computers (notebooks). See the following picture for an example. With VLAN Cross Setup,
notebook A/B and PCs on VLANO can share resources without difficulty.

Login ID: City Login ID: Home
Password:1234 Password:T890
W_VLANO W_VLAN1
A B C D

G~
s s | O

e oM (e
Qe Qo

The VLAN >> VALN Cross Setup allows you to set a communication bridge between
computers in Wireless VLAN and wired VLAN. To achieve the intention of the above
illustration, simply check the box under VLANO on the line of W_VLANO.
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VLAN >> VLAN Cross Setup

YLAN Cross Configuration

Enable
YLAND VLAN1 VLANZ VLANS

W_WLAND O O O O
W_WLANT O O O O
W_WLANZ O O O [F
W_WLANS O O O |
W_LANS ¥ O O ¥
W_WLANE O O O |
W_WLANG O O O |
W_WLANT O O O O
W_WLANS O O O [F
W_WLANG O O O |
W _YLAMLOD O O O O
W_WLANLL O O O |
W_VLAN1Z O O O |
W_YLANLE O ] O O
W_YLAN14 O O O O
W_WYLAMNLE O O O i

WDS O O O O

Motes:

1. W_VLANIE wireless YLAN i, see Wireless VLAN Setup for details.

2. all WDS links belong to the same YLAN group.

3. YLAMI wired YLAM i, see Wired YLAN Setup for details,

4, Both wired and wireless WLANs must be enabled for WLAMN cross settings to be effective.

[ oK ] [ Clear ] [ Cancel ]
Enable Check this box to invoke VLAN Cross Setup function.
VLANO-3 It represents the groups of virtual LAN connected by Ethernet
interface.
W_VLANO0-15 It represents the groups of wireless VLAN communicated by

wireless interface.
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3.11.4 Wireless Rate Control

Rate Control manages the transmission rate of data in and out through the router. You can
also manage the in/out rate of each wireless VLAN. Go to VLAN menu and select Wireless
Rate Control. The following page will appear. Click Enable to invoke VLAN function.

For the rate control of wireless connection, please open VLAN menu and choose Wireless
Rate Control. The following page will be shown for you to adjust.

VLAN >> Wireless VLAN Rate Control

Wireless ¥YLAN Rate Control

g___jEnabIe Range : 100~30,000 Kbps, Increment : 100 Kbps
W_VLAN Upl(?(ilisR;te Duw?éa?;i)Rate W_VLAN Upl(?(il::g:?te DDWE:I(%?JZ)Rate

u] 300 oo 300 oo 3 300 oo 300 oo

1 200 (ulu] 300 (ulu] 9 300 (ulu] 300 ]

2 300 oo 300 oo 10 300 oo 300 oo

3 300 oo 300 oo 11 300 oo 300 oo

4 300 oo 300 oo 12 300 oo 300 oo

g 200 oo 200 oo 13 200 oo 200 oo

&l 300 oo 300 oo 14 300 oo 300 oo

7 300 oo 300 oo 15 300 oo 300 oo

Mote: Specified rate is an aggregate rate for the YLAN group.

[ Ok ] [ Cancel ]

Enable Check this box to enable this function (for Rate Control). The
rate control will limit the transmission rate for upload and
download.

Upload Rate It decides the rate of data transmission for output. The default

setting is 300. The range must be between 100 kbps to
20,000kbps. Adjust the values according to your necessity.

Download Rate It decides the rate of data transmission for input. The default
setting is 300. The range must be between 100 kbps to
20,000kbps. Adjust the values according to your necessity.

3.12 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Status, Administrator Password, Configuration Backup, Syslog, Time setup, Reboot System,
Firmware Upgrade.

3.12.1 System Status

The System Status provides basic network settings of Vigor router. It includes LAN and
WAN interface information. Also, you could get the current running firmware version or
firmware related information from this presentation.
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System Status

Model Name
Firmware Version
Build Date/Time

DSL Firmware Version

LAMN

Mac address
1st IP address
1st Subnet Mask
DHCP Server

Model Name

: Vigor3100 series

tv2dqa

: Wed Nov 29 16:32:4.45 2006
: R308_1 Annex A

WaAN
: 00-50-7F-66-66-66 Link Status ' Disconnected
¢ 192,168.1.1 MAC address . 00-50-7F-B6-66-67
. 25K.255.2Z55.0 Connection . PPPOE
. Yes IP Address Lo
Default Gateway L=
DMS © 194.109.6.66

Firmware Version

Build Date/Time
MAC Address
1°' IP Address

1°' Subnet Mask
DHCP Server
MAC Address
IP Address
Default Gateway
DNS

Wireless LAN
Mac address
Frequency Domain
Firmware Yersion

. 00-0f-ea-f3-23-7a

. Europe

v w2,01.10.10.5.4
Displays the model name of the router.

Displays the firmware version of the router.

Displays the date and time of the current firmware build.
Displays the MAC address of the LAN Interface.
Displays the IP address of the LAN interface.

Displays the subnet mask address of the LAN interface.
Displays the current status of DHCP server of the LAN interface.
Displays the MAC address of the WAN Interface.
Displays the IP address of the WAN interface.

Displays the assigned IP address of the default gateway.
Displays the assigned IP address of the primary DNS.

3.12.2 Administrator Password

This page allows you to set new password.

System Maintenance >> Administrator Password Setup

Administrator Password

Old Password

New Password

Retype Mew Password

Old Password

New Password

Type in the old password. The factory default setting for password is
blank.

Type in new password in this filed.

Retype New Password Type in the new password again.
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When you click OK, the login window will appear. Please use the new password to access into
the web configurator again.

3.12.3 Configuration Backup

Backup the Configuration
Follow the steps below to backup your configuration.

1. Go to System Maintenance >> Configuration Backup. The following windows will be
popped-up, as shown below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration
Restoration

Select a configuration file,

Browse..

Click Restore to upload the file.

Backup

Click Backup to download current running configurations as a file,

2. Click Backup button to get into the following dialog. Click Save button to open another
dialog for saving configuration as a file.

| )

b ] You are downloading the File:
=/

config.cfg From 192.168.1.1

“Wwiould you like to open the file or zave it to your computer?

[ Open ] [ Save ] [ Cancel ] [ More Info

Alwapz azk before opening this type of file

3. In Save As dialog, the default filename is config.cfg. You could give it another name by
yourself.
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Save in: |@ Deskiop v ¢! - ,

ijﬁMy Docurnents
-j My Computer
My Recent HMy Mebwoark Flaces
Document: | |BBIRYS-COM Lite
T = | [ChAnnex A
i. I{ﬂmmm
Deskiop [COMSnap300
| TeleDanmark

&/

d

(5]
o
=]
=
(=]

v2k2_232_eonfig_1

My Documents | =
e v2ke_250_config_1

ty Computer

File name: |c:0nfig V| [ Save ]

Fdy Metwork, Save as type: |Configulation file: v| [ Cancel ]

4.  Click Save button, the configuration will download automatically to your computer as a
file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or
Linux platform will appear different windows, but the backup function is still available.
Restore Configuration

1.  Go to System Maintenance >> Configuration Backup. The following windows will be
popped-up, as shown below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration
Restoration
Select a configuration file.

| | [ Browse.. ]

Click Restore to upload the file.

Backup
Click Backup to download current running configurations as a file.

2. Click Browse button to choose the correct configuration file for uploading to the router.

3. Click Restore button and wait for few seconds, the following picture will tell you that

the restoration procedure is successful.

3.12.4 Syslog/Mail Alert

SysLog function is provided to help users to monitor router. There is no bother to directly get
into the Web Configurator of the router or borrow debug equipments.
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System Maintenance >> SysLog [ Mail Alert Setup

SysLog / Mail Alert Setup
SysLog Access Setup Mail Alert Setup
[¥lEnahle Enahla

Server IP address I:I SMTP Server I:I
Destination Part A14 Mail Ta I:I
Enable syslog message: Return-Path I:I

Firewall Log [ authentication

v

User a&ccess Log

call Log Password L ]
WaAN Log

Router/DSL information

[ OK ] [ Clear l [ Cancel ]

Enable Click “Enable” to activate this function.
Server IP Address The IP address of the Syslog server.
Destination Port Assign a port for the Syslog protocol.
Enable syslog message Check the box to display the specified log.

SMTP Server The IP address of the SMTP server.
Mail To Assign a mail address for sending mails out.
Return-Path Assign a path for receiving the mail from outside.

Click OK to save these settings.

For viewing the Syslog, please do the following:
1. Just set your monitor PC’s IP address in the field of Server IP Address

2. Install the Router Tools in the Utility within provided CD. After installation, click on the
Router Tools>>Syslog from program menu.

@ Router Took V2.5 4 D About Router Tools

P Ez Confignrator Vigor2100 Series
B, Firmware Upgrade Utility

17 Sydlog

2 Tninstall Rowter Tools ¥2.5.4
@] Visit DrayTek Web Site

3. From the Syslog screen, select the router you want to monitor. Be reminded that in
Network Information, select the network adapter used to connect to the router.
Otherwise, you won’t succeed in retrieving information from the router.
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4! DrayTek Syslog

Controls 192,168.1.1 .v- WAN Status
e _i } J ‘#b Gateway IP (Fixed) T Packets R¥ Rate
= i _ Wigor seties Dmt.Bis
| | 0 | o
LAN Status
T Packets R Packets WAN IP (Fixed) R Packets T¥ Rake
| 361 | 759 | | 0 | 0

Firewall Log | VPN Log | User Access Log | CallLog | WAN Log| Network Infomation | Net State

On Line Routers

IP Address Mask

|( | il

ADSL Stabus

Made State

Host Neme: Imkx—pc
_MAC | | NIC Description: | Realtek RTL8139 Family PCI Fast Ethemet NIC - [v|
O0°50-) | 1 Information

AoTea T TISS NIRRT

MAC Address: IDD—DE-AE—QA-DS-AI Default Getewsy: [ 18216811
IP Address: 192166110 DHCF Server: 19216811

SubnetMask: [ 2552552550  Lease Obtained: [ Wed Apr 06
DNS Se 16:59:40 2005
rvers: [168.95 1 .
: 192.168.1.1 Lease Expires: Sat Apr 09
16:59:40 2005

Up Speed Down Speed SNR. Margin Loop Atk

3.12.5 Time and Date

It allows you to specify where the time of the router should be inquired from.

System Maintenance >> Time and Date

Time Information

Current System Time

Time Setup

O Use Browser Time

2000 Jan 3 Mon 18 11 : 22 | [ Inquire Time

@ Use Internet Time Client

Time Protocol
Server IP address

Time Zone

Enable Daylight Sawving

asutomatically Update Interval

Current System Time

Use Browser Time

Use Internet Time

Time Protocol
Server IP Address

Time Zone

NTP (RFC-1305) v

v

|(GMT) Greemwich Mean Tirme © Dublin
O

[ oK

] [ Cancel ]

Click Inquire Time to get the current time.

Select this option to use the browser time from the remote
administrator PC host as router’s system time.

Select to inquire time information from Time Server on the Internet
using assigned protocol.

Select a time protocol.
Type the IP address of the time server.

Select the time zone where the router is located.

Enable Daylight Saving This function is valid for some area.
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Automatically Update Select a time interval for updating from the NTP server.

Interval

Click OK to save these settings.

3.12.6 Management

The port number used to send/receive SIP message for building a session. The default value is
5060 and this must match with the peer Registrar when making VolP calls.

System Maintenance >> Management

FManagement Setup

Management Access Control Management Port Setup
O Default Ports (Telnet: 23, HTTP: 80, HTTPS:
[JEnable remote firmware upgrade(FTR) 443, FTP: 21)
[ allow management from the Internet @ user Define Ports
[“IDisable PING from the Internet Telnet Port 23
HTTP Port a0
Access List
List IP Subnet Mask HTTPS Port 443
1 w FTP Port M
) v
SMMP Setup
3 »
[ Enable SNMP &gent
Get Community public
Set Community private

Enable remote
firmware upgrade

Allow management
from the Internet

Disable PING from
the Internet

Access List

Default Ports
User Defined Ports

Enable SNMP Agent

Get Community

IManager Host IP

Trap Community public
Motification Host IP

Trap Timeout 10 seconds

Chick the checkbox to allow remote firmware upgrade through FTP
(File Transfer Protocol).

Enable the checkbox to allow system administrators to login from the
Internet. By default, it is not allowed.

Check the checkbox to reject all PING packets from the Internet. For
security issue, this function is enabled by default.

You could specify that the system administrator can only login from a
specific host or network defined in the list. A maximum of three
IPs/subnet masks is allowed.

List IP - Indicate an IP address allowed to login to the router.

Subnet Mask - Represent a subnet mask allowed to login to the router.

Check to use standard port numbers for the Telnet and HTTP servers.

Check to specify user-defined port numbers for the Telnet and HTTP
Servers.

Check it to enable this function.

Set the name for getting community by typing a proper character. The
default setting is public.
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Set Community Set community by typing a proper name. The default setting is
private.

Manager Host IP Set one host as the manager to execute SNMP function. Please type in
IP address to specify certain host.

Trap Community Set trap community by typing a proper name. The default setting is
public.

Notification Host IP  Set the IP address of the host that will receive the trap community.

Trap Timeout The default setting is 10 seconds.

3.12.7 Reboot System

The Web Configurator may be used to restart your router. Click Reboot System from System
Maintenance to open the following page.

System Maintenance >> Reboot System

Reboot System

Do You want to reboot your router ?

@ Using current configuration
(O Using factory default configuration

If you want to reboot the router using the current configuration, check Using current
configuration and click OK. To reset the router settings to default values, check Using
factory default configuration and click OK. The router will take 5 seconds to reboot the
system.

3.12.8 Firmware Upgrade

Before upgrading your router firmware, you need to install the Router Tools. The Firmware
Upgrade Utility is included in the tools. The following steps will guide you to upgrade
firmware. In the following, we use an example to explain the firmware upgrade. Note that this
example is running over Windows OS (Operating System).

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site is
www.draytek.com (or local DrayTek's web site) and FTP site is ftp.draytek.com

Click System Maintenance>> Firmware Upgrade to launch the Firmware Upgrade Utility.

System Maintenance >> Firmware Upgrade

Firmware Upgrade
Current Firmware Yersion . w2, 8_RCla

Firmware Upgrade Procedures:
e 1. Click "OK" to start the TFTP server.
2. Open the Firmware Upgrade Utility or other 3-party TFTP client software.
e 3, Check that the firmware filename is correct,
4, Click "Upgrade" on the Firmware Upgrade Utility to start the upgrade.
5. After the upgrade is compelete, the TFTP server will automatically stop running.

Do you want to upgrade firmware ?
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3.13 Diagnostics
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Diagnostic Tools provide a useful way to view or diagnose the status of you Vigor router.

3.13.1 WAN Connection

Click Diagnostics and click WAN Connection to open the web page.

Diagnostics >> WAN Connection

ISDN/PPPOE/PPPoA Diagnostics
ISDN Link Status
Internet Access
B Channel
Activity
Drop Connection

Broadband Access Mode/Status
Internet Access
WAN IP Address
Drop Connection

Refresh

Broadband Access
Mode/Status

| Refresh |
DOWMN
== Dial ISON
B1 B2
Idle Idle
== Drop B1 == Drop B2

== Dial PPPoE/PPPoA

== Drop PPPoE/PPPoA

To obtain the latest information, click here to reload the page.

Display the broadband access mode and status. If the broadband
connection is active, it will show Internet access mode is enabled.

If the connection is idle, it will show “---"".

WAN IP Address

The WAN IP address for the active connection.

Dial PPPoE or PPPoA Click it to force the router to establish a PPPoE or PPPoA

connection.

3.13.2 Dial-out Trigger

Click Diagnostics and click Dial-out Trigger to open the web page.

Diagnostics >> Dial-out Trigger

Dial-out Triggered Packet Header
HEX Format:

| Refresh |

Refresh

00 00 00 00 00 00-00 00 00 00 00 00-00 00

00 00 00 00 00 00 00 00-00 00 00 0o 00 00 00 00
00 00 00 00 00 00 00 00-00 00 00 a0 00 00 00 00
00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
00 0000000000 00 00-00 00000000 000000
00 00 00 00 00 00 00 00-00 00 00 0o 00 00 00 00

Decoded Format:

0.0.0.0 -= 0.0.0.0
Pr o len 0 (0}

Click it to reload the page.
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3.13.3 Routing Table
Click Diagnostics and click Routing Table to open the web page.

Diagnostics >> View Routing Table

Current Running Routing Table | Refresh |
Eey: ¢ - connected, 3 - static, R - RIP, * - default, ~ - private ~
Fow 0.0.0.0/ 0.0.0.0 via 192.165.1.1, IFO
3~ 192.168.10.0/ Z55.255.255.0 wia 192.168.1.2, IFO
e~ 192.168.1.0/ 255.255.255.0 iz directly connected, IFO
3~ 211.100.88.0/ 255.255.255.0 wvia 192.165.1.3, IFO
v
Refresh Click it to reload the page.

3.13.4 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an Ethernet
hardware address (MAC Address) and an IP address.

Diagnostics >> View ARP Cache Table

Ethernet ARP Cache Table | Clear | Refresh |
~
IF Address MAaZ Address
192.168.1.11 O0-0E-A6-ZA-DE-L1
w
Refresh Click it to reload the page.
Clear Click it to clear the whole table.

3.13.5 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.
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Diagnostics >> View DHCP Assigned IP Addresses

DHCP IP Assignment Table | Refresh |
DHCFP server: Running i
Index IF Address MAC Address Leased Time HOST ID
1 19z2.165.1.1 00-50-7F-00-00-00 ROUTEER IP
2 192.165.1.11 O00-0E-A6-2A-D5-41 22:36:48.350 draytek-niki
Index It displays the connection item number.
IP Address It displays the IP address assigned by this router for specified PC.
MAC Address It displays the MAC address for the specified PC that DHCP
assigned IP address for it.
Leased Time It displays the leased time of the specified PC.
HOST ID It displays the host ID name of the specified PC.
Refresh Click it to reload the page.

3.13.6 NAT Sessions Table
Click Diagnostics and click NAT Sessions Table to open the setup page.

Diagnostics >> NAT Sessions Table

NAT Active Sessions Table | Refresh |
Private IP :Port #Pseuda Port Peer I :Port Ifno Status X
Private IP:Port It indicates the source IP address and port of local PC.
#Pseudo Port It indicates the temporary port of the router used for NAT.
Peer IP:Port It indicates the destination IP address and port of remote host.
Ifno It indicates the interface of the WAN connection.
Refresh Click it to reload the page.
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3.13.7 Wireless VLAN Online Station Table
This function is available for G model only.

Click Diagnostics and click Wireless VLAN Online Station Table to open the web page. It
will display the IP address, MAC address and Login ID information for all the Wireless
VLAN stations.

Diagnostics >> Wireless VLAN Online Station

Wireless ¥YLAN Online Station Table | Refresh |
IP Address MAC Address Login ID A
192.168.1.15 00=14=85=2 6=00=8C Cicy
192.1668.1.16 O0-0E-35-AB-A4-E7 Home
v
IP Address Display the IP address of the wireless station.
MAC Address Display the MAC address of the wireless station.
Login ID Display the login ID that the wireless station belongs to.

3.13.8 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds. The IP address listed here is configured in Bandwidth
Management. You have to enable IP bandwidth limit and IP session limit before invoke Data
Flow Monitor. If not, a notification dialog box will appear to remind you enabling it.

Bandwidth Management >> Sessions Limit

Sessions Limit

EEnahIE ) Dpisable

Default Max Sessions: | 100
Limitation List
Index Start IP End IF

Click Diagnostics and click Data Flow Monitor to open the web page.
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Diagnostics >> Data Flow Monitor

Enable Data Flow Monitor

Order by: |IP *| pRefresh Seconds: |5 % Page: |1 ¥ | Refresh |
Index IP Address TX rate{Kbps) RX rate{Kbps) Sessions Action

Mote: 1. Click "Block" to prevent specified PC from surfing Internet for 5 minutes.

2. The IP blocked by the router will be shown in red, and the session column will display the
remaining time that the specified IP will be blocked.

Enable Data Flow Check this box to enable this function.

Monitor

Order by Use the drop down list to choose the order of data arranging.
Order by: | IP |4

SESSiOns

Refresh Seconds Use the drop down list to choose the time interval of refreshing data
flow that will be done by the system automatically.

Refresh Seconds: |9 ."-

Refresh Click this link to refresh this page manually.

Index Display the number of the data flow.

IP Address Display the IP address of the monitored device.

TX rate (kbps) Display the transmission speed of the monitored device.

RX rate (kbps) Display the receiving speed of the monitored device.

Sessions Display the session number that you specified in Limit Session web
page.

Action Bl_ock - can prevent specified PC accessing into Internet within 5
minutes.
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Page: |1 ¥ | Refresh |

¥ rate{Kbps) Sessions Action
= 21 Block

Unblock — the device with the IP address will be blocked in five
minutes. The remaining time will be shown on the session column.

Page: |1 ¥ | Refresh |

{ rate{Kbps) Sessions Action
=== blocked / 299 Unhlock

3.13.9 Traffic Graph
Click Diagnostics and click Traffic Graph to pen the web page. Choose WAN1
Bandwidth/WAN2 Bandwidth or Sessions for viewing different traffic graph. Click Refresh
to renew the graph at any time.

Diagnostics >> Traffic Graph

Show Chart: | Traffic b

| Refresh |

The horizontal axis represents time. Yet the vertical axis has different meanings. For

WANZ1/WAN2 Bandwidth chart, the numbers displayed on vertical axis represent the numbers
of the transmitted and received packets in the past.

For Sessions chart, the numbers displayed on vertical axis represent the numbers of the NAT
sessions during the past.
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3.13.10 Ping Diagnosis
Click Diagnostics and click Ping Diagnosis to pen the web page.

Diagnostics > Ping Diagnosis

Ping Diagnosis

Ring to; |Host/IP v I Address:
Fun

Result | Clear |
Ping to Use the drop down list to choose the destination that you would
like to ping.
IP Address Type in the IP address of the Host/IP that you want to ping.
Run Click this button to start the ping work. The result will be

displayed on the screen.
Clear Click this link to remove the result on the window.

3.13.11 Trace Route

Click Diagnostics and click Trace Route to open the web page. This page allows you to trace
the routes from router to the host. Simply type the IP address of the host in the box and click
Run. The result of route trace will be shown on the screen.

Diagnostics >> Trace Route

Trace Route

Host / IP Address: Run
Result | Clear |
traceroute to 172.16.3.229, 30 hops max

1 Beguest timed out. *

2 BEeguest tCimed out. *

Trace complete.

Host/IP Address It indicates the IP address of the host.
Run Click this button to start route tracing work.
Clear Click this link to remove the result on the window.
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@/ Application and Examples

4.1 Create a LAN-to-LAN connection between remote office and
headquarter

The most common case is that you may want to connect to network securely, such as the
remote branch office and headquarter. According to the network structure as shown in the
below illustration, you may follow the steps to create a LAN-to-LAN profile. These two
networks (LANS) should NOT have the same network address.

Router B
220.135.240.210

Router A
220.135.240.208

Headquarter
192.168.1.0

emote Branch Office

! 192.168.2.0

Marketing
Department
192.168.3.0 Mail Server
192.168.1.2 192.168.2.21 192.168.2.22

Settings in Router A in headquarter:

1. Goto VPN and Remote Access and select Remote Access Control to enable the
necessary VPN service.

2. Then,
For using PPP based services, such as PPTP, L2TP, or ISDN, you have to set general
settings in PPP General Setup.

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
gf:;-,;nnﬁzztign Start IP Address 192.168.1.200
E)S;—IDIE)PPP Encryption |Opti0na| MEPE v|

Mutual authentication (PaPY  Oves @ No

PAR— ]

Passwaord I:I

For using 1PSec-based service, such as IPSec or L2TP with IPSec Policy, you have to set
general settings in IPSec General Setup, such as the pre-shared key that both parties
have known.
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VPN IKE/IPSec General Setup
Dial-in Set up for Remate Dial-in users and Dynamic IP Client (LAN to LaM).
IKE Authentication Method

Pre-Shared Key [TITT]

Re-type Pre-Shared Key [TITT]
IPSec Security Method
I Medium (4H)
Data will be authentic, but will not be encrypted.

High (ESP) MpoeEs [“lapes  [laES
Data will be encrypted and authentic,

Go to LAN-to-LAN. Click on one index number to edit a profile.

4.  Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

1. Common Settings

Profile Mame :_Eiranch 1 . Call Direction & Both O Dial-Out O Dial-In
[“lEnable this profile O always on
Idle Timeout |300 secandis)

[CJEnable PING to keep alive
PING to the IP

5. Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with
the selected Dial-Out method.
If an IPSec-based service is selected, you should further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-Out

connection.
Type of Server I am calling Link Type
O 15DN Username
o
O PPTR Password

-
®1Psec Tunnel PPP Authentication

O L2TP with IPSec Policy vesmpreEs o e

Dial Number for ISDM or
Server IP/Host Mame for YPN. 2
(such as5551234,draytek.com or 123,45,67,.89) | & Pre-Shared Key

220.135.240.210 IKE Pre-Shared Key sesneenens

) Digital Signature(®.509)

IKE Authentication Method

IPSec Security Method
OMed\um(AH)_
@ High{ESP) DES without Authentication  +

Scheduler (1-15)
1

GCallback Function (CBGP)
Require Remote to Callback

Provide ISDM Number to Remote

If a PPP-based service is selected, you should further specify the remote peer IP Address,
Username, Password, PPP Authentication and VVJ Compression for this Dial-Out
connection.
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Type of Server I am calling
O 150N

®PPTP

O 1PSec Tunnel

O L2TP with IPSec Palicy

Dial Mumber for 1ISDN or
Server IP/Host Mame for YPN.
{such as5551234,draytek.com or 123.45.67.89)

220.135.240.210

Link Type

Username draytek_hy
Password sassas

PPP authentication PAPICHAP
%1 Compression @on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(.509)

IPSec Security Method
Mediurm{ aH)
High{ESP)

Scheduler {1-15)
1

CGallback Function {CBCP)
Reguire Remote to Callback

Provide ISOM Mumber to Remote

6. Set Dial-In settings to as shown below to allow Router B dial-in to build VPN

connection.

If an IPSec-based service is selected, you may further specify the remote peer IP Address,
IKE Authentication Method and IPSec Security Method for this Dial-In connection.
Otherwise, it will apply the settings defined in IPSec General Setup above.

Allowed Dial-In Type
[Jison

CIrpTR

[Flirsec Tunnel

CL2TP with IPSec Palicy

[¥] SpecifyISDM CLID orRemaote YPN Gateway
Pesr ISON Mumber orPeer VPN Server IP
220.135.240.210

ar Peer 1D

Username
Password

Y1 Compression an . Off

IKE Authentication Method
Pre-Shared Key

IKE Pre-Shared Key

[bigital Signature{x.509)

IPSec Security Method
[FIMedium (aH)
High (ESP)

DES 3DES AES

Callback Function {(CBCP})
Enable Callback Function
Use the Following Number to Callback
Callback Number

Callback Budget minutels)

If a PPP-based service is selected, you should further specify the remote peer IP Address,
Username, Password, and VVJ Compression for this Dial-In connection.
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aAllowed Dial-In Type
Crson

PRTR

Oirsec Tunnel

CL2TP with IPSec Palicy

[ =pecifylSDM CLID orRemote ¥PM Gateway
Peer ISOMN Mumber orPeer ¥PN Server IP

or Peer 10|

Username draytek_br
Password sssnsene
1 Compression ® on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(x.509)

IPSec Security Method
Mediurm {aH)
High {ESP)
DES 3DES AES

Callback Function {(CBCP})
Enable Callback Function
Use the Following Mumber to Callback

Callback Mumber

Callback Budget minute(s)

7. At last, set the remote network IP/subnet in TCP/IP Network Settings so that Router A
can direct the packets destined to the remote network to Router B via the VPN

connection.

4. TCP/IP Network Settings
My WAN IP 0.0.0.0

Remote Gateway IP 0.000

Rermote MNetwork IP 192.168.2.0
Remote Network Mask |255.255.255.0

hlare

RIP Direction TR Both v
RIP Yersian Ver 2w
For NAT operation, treat remote sub-net as

Private [P »

[0 change default route ta this ¥PN tunnel

Settings in Router B in the remote office:

1. Go to Remote Access Control to enable the necessary VPN service.

2. Then, for using PPP based services, such as PPTP, L2TP, or ISDN, you have to set
general settings in PPP General Setup.

PPP General Setup

PPP/MP Protocol

Dial-In PFP
Authentication

Dial-In PPP Encryption

PAP ar CHAP v

Optional MPPE

IP Address Assignment for Dial-In Users
Start IP address 192.165.2.200

{MPPEY

Mutual Authentication (PaPy O ves @ No
Username

Password

For using IPSec-based service, such as IPSec or L2TP with IPSec Policy, you have to set
general settings in IPSec General Setup, such as the pre-shared key that both parties

have known.
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¥PN IKE/IPSec General Setup

Dial-in Set up for Remote Dial-in users and Dynamic IP Client {(LAN to LANY.

IKE Authentication Method

Pre-Shared Key

Re-type Pre-Shared Key
IPSec Security Method
[ tedium (aH)

Data will be authentic, but will not be encrypted.

High (ESP) DES

“aDES

[l aEs

Data will be encrypted and authentic,

3. Goto LAN-to-LAN. Click on one index number to edit a profile.

4.  Set Common Settings as shown below. You should enable both of VPN connections
because any one of the parties may start the VPN connection.

1. Common Settings
Profile Mame :Elranch 1

Enable this profile

call birection & Both O Dial-out O Dial-In
[ always on

Idle Timeout |300

second(s)
[Enahle PING to keep alive
PIMNG to the IP

5.  Set Dial-Out Settings as shown below to dial to connect to Router B aggressively with

the selected Dial-Out method.

If an IPSec-based service is selected, you should further specify the remote peer IP
Address, IKE Authentication Method and IPSec Security Method for this Dial-Out

connection.

Type of Server I am calling
150N

QPRTR

®1PSec Tunnel

QIL2TP with IPSec Policy

Dial Number for ISDN ar
Server IP/Host Name for WPN.
(such 355551234, draytek.com or 123.45.67.69)

220135240128

Link Type

Username

Password

PPP Authentication

%] Compression on  Off

IKE Authentication Method
@ pre-Shared key
IKE Pre-Shared Key assassanes

C Digital Signature{x.509)

IPSec Security Method
@ Medium{aH)
O High({ESP)

Scheduler (1-15)

Callback Function (CBGP)
Require Remote to Callback

Provide ISDN Number to Remote

If a PPP-based service is selected, you should further specify the remote peer IP Address,
Username, Password, PPP Authentication and VVJ Compression for this Dial-Out
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connection.

Type of Server I am calling
O150M

@ppTR

O 1PSec Tunnel

O L2TP with IPSec Palicy

Dial Mumber for 1ISDN or
Server IP/Host Mame for YPN.
{such as5551234,draytek.com or 123.45.67.89)

220135240123

Link Type

Username draytek_hg
Password [ITTTT]

PPP authentication PAPICHAP
%1 Compression @on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(:,509)

IPSec Security Method
Medium{aH)
High{ESP)

Scheduler {1-15)
1

CGallback Function {CBCP)
Reguire Remote to Callback

Provide ISOMN Mumber to Remote

Set Dial-In settings to as shown below to allow Router A dial-in to build VPN

connection.

If an IPSec-based service is selected, you may further specify the remote peer IP Address,
IKE Authentication Method and IPSec Security Method for this Dial-In connection.
Otherwise, it will apply the settings defined in IPSec General Setup above.

aAllowed Dial-In Type
[Jison

CIrpTR

[“l1Psec Tunnel

2T with IPSec Policy

[¥] SpecifylSDN CLID orRemote YPMN Gateway
Peer ISDN Mumber orPeer YPN Server [P
220.135.240.128

or Peer 10

Username
Password

1 Compression on o Off

IKE Authentication Method
Pre-Shared Key

IKE Pre-Shared Key

[pigital Signature(x.509)

IPSec Security Method
[FIMedium {(aH)
High {ESF})

[FloES [3DES [FAES

Callback Function {(CBCP)
Enszble Callback Function
Use the Following Mumber to Callback

Callback Mumber

Callback Budget minute{s)

If a PPP-based service is selected, you should further specify the remote peer IP Address,
Username, Password, and VVJ Compression for this Dial-In connection.
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Allowed Dial-In Type

[J1som

FlrpTR

[lpsec Tunnel

CL2TP with IPSec Palicy

[J=pecifyISDN CLID orRemote WPH Gateway
Peer [SDN Number orPeer YPN Server IP

ar Peer IOy

7.
can direct the packets destined to
connection.

4. TCP/IP Network Settings

My WaN TP 0.0.00
Remote Gateway IP 0000
Remote Metwork IP 192.168.1.0

2052552850

More

Remote Metwork Mask

Vigor3100 Series User's Guide

Username draytek_hg
Password LD
W1 Compression @on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(:. 509

IPSec Security Method

Medium (AH)
High {ESP)
DES

3DES AES

Callback Function {CBCP)
Enable Callback Function
Use the Following Number to Callback

Callback Mumber

Callback Budget minute(s)

At last, set the remote network IP/subnet in TCP/IP Network Settings so that Router B

the remote network to Router A via the VPN

RIP Direction T#fR¥ Both »
Wer 2w

For NAT operation, treat remote sub-net as

RIP Wersion

Private IP +

O change default route to this YPH tunnel
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4.2 Create a remote dial-in user connection between the
teleworker and headquarter

The other common case is that you, as a teleworker, may want to connect to the enterprise
network securely. According to the network structure as shown in the below illustration, you
may follow the steps to create a Remote User Profile and install Smart VPN Client on the
remote host.

VPN Router
210.135.240.208

Remote Network
192.168.1.0

<——DialIn

192.168.1.6 for IPSec
210.135.240.210 for
PPTP or L2TP

192.168.1.2 192.168.1.3

Settings in VPN Router in the enterprise office:

1. Goto Remote Access Control to enable the necessary VPN service.

2. Then, for using PPP based services, such as PPTP, L2TP, or ISDN, you have to set
general settings in PPP General Setup.

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
i?tlr_qunnltjigztign Start IP Address 192.168.1.200
?S;;IE)PPP Encryption |Opti0na| MPPE v|

Mutual suthentication (PAPY  Oves @ Na

Username I:I

Passwaord |:|

For using IPSec-based service, such as IPSec or L2TP with IPSec Policy, you have to set
general settings in IPSec General Setup, such as the pre-shared key that both parties
have known.
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VPN IKE/IPSec General Setup

Dial-in Set up far Remote Dial-in users and Dynamic IP Client (LAM to LAN].
IKE Authentication Method

Pre-Shared Key [TTTT)

Re-type Pre-Shared Key ssnee
IPSec Security Method
Medium {AH)

Data will be authentic, but will not be encrypted.

High (ESP) Moes [apEs  [FlaES
Data will be encrypted and authentic,

Go to Remote Dial-In Users. Click on one index number to edit a profile.

Set Dial-In settings to as shown below to allow the remote user dial-in to build VPN
connection.

If an IPSec-based service is selected, you may further specify the remote peer IP Address,
IKE Authentication Method and IPSec Security Method for this Dial-In connection.
Otherwise, it will apply the settings defined in IPSec General Setup above.

User account and Authentication

[FlEnable this account Username

Idle Timeout 300 second(s) Password

Allowed Dial-In Type IKE Authentication Method

J1som Pre-Shared Key
OppTR IKE Pre-Shared Key

Sec Tunnel [bigital Signature (X.509)

CIL2TF with IPSec Policy

Specify Remote Mode

" IPSec Security Method
Remote Client IP or Peer ISDN Murmber

Medium {AH)
210.135.240.210 .

High {(ESP)
or Peer ID

Mpes [3DEs [FaES
Local 1D (optional)
Callback Function

Check to enable Callback function

Specify the callback number
Callback Number
Check to enable Callback Budget Control

Callback Pudget minuteds)

If a PPP-based service is selected, you should further specify the remote peer IP Address,
Username, Password, and VVJ Compression for this Dial-In connection.
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User account and Authentication
[¥lEnable this account

Idle Timeout 300 second(s)

Allowed Dial-In Type
Orson

PRTR

Oirsec Tunnel

[IL2TP with IPSec Palicy

[¥] Specify Remote Node
Remote Client IP or Peer ISDN Mumber

210.135.240.210

or Peer 10

Settings in the remote host:

Username draytek_user

Pazsword sassanes

IKE Authentication Method
Pre-Shared Key

Digital Signature (=.509)

IPSec Security Method
Medium (AH)

High (ESP)
DES 3DES AES

Local ID (optional)

Callback Function
Check to enable Callback function
Specify the callback number
Callback Mumber
Check to enable Callback Budget Caontrol
Callback Budget minute(s)

1. For Win98/ME, you may use "Dial-up Networking" to create the PPTP tunnel to Vigor
router. For Win2000/XP, please use "Network and Dial-up connections” or “Smart VPN
Client”, complimentary software to help you create PPTP, L2TP, and L2TP over IPSec
tunnel. You can find it in CD-ROM in the package or go to www.draytek.com download

center. Install as instructed.

2. After successful installation, for the first time user, you should click on the Step 0.
Configure button. Reboot the host.

. Smart YEN Client 3.2.2 (WinXP)

S[SIES

Step 0.,

Step 1. Dial ko ISP

Step 2, Connect o YPM Server

’ Insert ] l Remove l

Status: Mo connection PPTP

This step will add the ProhibitIpSec registry walue to computer in
order to configure a L2TPYIPSec connection using a pre-shared key
or a LZTP connection. For more infomation, please read the article
Q240262 in the Microsoft Knowledgement Base,

i Configure

If vou have already gotten a public IP, you can skip this step.

ISP @ WPM @

3. In Step 2. Connect to VPN Server, click Insert button to add a new entry.

If an IPSec-based service is selected as shown below,
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Dial To YPN X

Session Mame: |OfFice

VPN Server IPPHOST Mame{such as 123,45,67 .89 or draytek,com)

192.168.1.1 |

User Mame : | |

Password ! | |

Type of YRR
CIPPTR CLzte

(IL2TP aver IPSac

FPTF Encryption

[] use default gatewsy on remote network

You may further specify the method you use to get IP, the security method, and
authentication method. If the Pre-Shared Key is selected, it should be consistent with the
one set in VPN router.

IPSec Policy Setting E|

My IP 172.16.3.100 v
Type of IPSec

() Standard IPSec Tunnel

Remate Subnet : | |

Remaote Subnet Mask | |
) virture 1P | DrayTek Virkure Interface v |
(#) Obtain an IP address automatically (DHCP over IPSec)
() specify an IP address
IP Address:

Subnet Mask:

Security Method
(2 Medium{aH)

Authority Method
() Pre-shared Key :

sokkokok |

() Certification Authority:

If a PPP-based service is selected, you should further specify the remote VPN server IP
address, Username, Password, and encryption method. The User Name and Password
should be consistent with the one set up in the VPN router. To use default gateway on
remote network means that all the packets of remote host will be directed to VPN server
then forwarded to Internet. This will make the remote host seem to be working in the
enterprise network.
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4.

Dial To YEN EJ
Session hame: office

WPM Server IPfHOST Mame(such as 123.45.67.89 or drayvkek.com)

192.168.1.1
Iser Marme dravtek_userl
Passward @ Hekskad
Tvpe of YPM
& PPTP O LeTp
() IPSec Tunnel (IL2TF over IPSec

FRTP Encryption
() Mo encryption

(O} ol

O Maximum strength encryption

Use default gateway on remote network

Click Connect button to build connection. When the connection is successful, you will
find a green light on the right down corner.

4.3 QoS Setting Example

Assume a teleworker sometimes works at home and takes care of children. When working
time, he would use Vigor router at home to connect to the server in the headquarter office
downtown via either HTTPS or VPN to check email and access internal database. Meanwhile,
children may chat on VoIP or Skype in the restroom.
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1.

Make sure the QoS Control on the left corner is checked. And select BOTH in Direction.

QoS Control Setup

Enable the QoS Contral
Direction |BOTH |+
Index

1.

Enter the Class Name of Index 1. In this index, she will set reserve bandwidth for Email
using protocol POP3 and SMTP. Click Basic button on the right.
1. E-MAIL 25 =3 [ Basic l [ Advance l

Select POP3 and SMTP on the left column and add to right column. Click OK to exit.

ANY ~ POPS(TCP-110)
AUTHTCP:113) SMTP(TCR:25)
BGR{TCR:179) _

BOOTPCLIENT(UDPES)

BOOTPSERVER(UDP:ET)

CU-SEEME-HITCP/IDP:24032)
CU-SEEME-LO(TCP/UDP: TR48)

DNS(TCR/UDP:53) ,

FINGER(TCP:79) )

Enter the Class Name of Index 2. In this index, she will set reserve bandwidth for

Vigor3100 Series User’s Guide



HTTPS. And click Basic button on the right.
2. HTTPS v % | Basic || Advance |

5. Select HTTPS in the list on the left column and click on ADD to add to right column.
Click OK to exit.

ANY ~ HTTPS(TCP:443)
AUTHTCP:113)

BGP(TCF:179)

BOOTPCLIENT(UDP:BE)
BOOTPSERVER(UDPET)

CU-SEEME-HITCP/UDP:24032)
CU-SEEME-LO{TCR/UDP: 7648)

DNS{TCP/UDP:53)

FINGER(TCP: 79 [w]

6. Check the Enable UDP Bandwidth Control on the bottom to prevent enormous UDP
traffic of VoIP influent other application.

Enahle UDP Bandwidth Contral Limited_bandwidth Ratio/25 %

7. If the worker has connected to the headquarter using host to host VPN tunnel. (Please
refer to Chapter 8 VPN for detail instruction), he may set up an index for it. Enter the
Class Name of Index 3. In this index, she will set reserve bandwidth for 1 VPN tunnel.
And click Advance button on the right.

VPN Router
w. 210.135.240.208

L ﬁ @

Private Network

Cooperate Network
192.168.1.0

192.168.2.0

8.  Click Edit to open a new window. First, check the ACT box. Then click SrcEdit to set a
Jane’s subnet address. Click DestEdit to set headquarter’s subnet address. Leave other
fields and click OK.

QoS Control Setup

ACT| Source Address LRl DiffServ CodePoint Service Type
Address
192.168.1.0(mask:2)| [192.168.2.0(mask:2 A U|ANY [v]
L w
SrcEdit DestEdit Add || Edit || Delete

Note :Please choose/setup the Service Type first,
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4.4 LAN - Created by Using NAT

An example of default setting and the corresponding deployment are shown below. The
default Vigor router private IP address/Subnet Mask is 192.168.1.1/255.255.255.0. The built-in

DHCP server is enabled so it assigns every local NATed host an IP address of 192.168.1.x
starting from 192.168.1.10.

Internet

m DHCP Server
Public IP Address ™

Private Subnet
Router IP Address:192.168.1.1

™ g B

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

You can just set the settings wrapped inside the red rectangles to fit the request of NAT usage.

LAN >> General Setup

Ethernet TGP / IP and DHCP Setup

LAN IP MNetwork Configuration DHCP Server Configuration
For NAT Usage ®Enable Server O Dizable Server
1st [P address |192-'”35-1-'l | Relay agent: O 1st Subnet  2nd Subnet
1st Subnet Mask |255.265.255.0 | Start 1p Address 1192.168.1.10 |
O TP ROTTIg Usa0e O ENanE o sne IP Pool Counts
znd 1P Address 1192.168.2.1 |

Gateway IP Address | 192.168.1.1 |
2nd Subnet Mask |255.255.255.D | DHCP Server IP Address

far Relay Agent |
[ 2nd Subnet DHCP Server |

DMNS Server IP Address
RIP Protocaol Control

O Farce DNS manual setting

Primary 1P Address | |

Secondary IP Address | |

To use another DHCP server in the network rather than the built-in one of Vigor Router, you
have to change the settings as show below.
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Internet

Public IP Address
220.135.240.207

Private Subnet
Router IP Address:192.168.1.1

192.168.1.22 192.168.1.11
DHCP Server

192.168.3.22 192.168.3.11

You can just set the settings wrapped inside the red rectangles to fit the request of NAT usage.

LAN == General Setup

Ethernet TCP / IP and DHCP Setup

LAMN IP Network Configuration DHCP Server Configuration
For NAT Usage (O Enable Servef & Disable Server
1st IP Address |192-158-1-1 | Relay Agent: O 1st Subnet  2nd Subnet
1st Subnet Mask \255.255.265.0 | Start IP address | |
For IP Routing Usage O Enable @ Disable 1P Pool Counts I:I
2nd IP Address 1192.168.2.1 | Gateway IP Address | |
2nd Subnet Mask |255.255.255.D | DHCP Server IP Address

1192.168.3.11 |

] for Relay Agent

[ ZT ST FBIE RS DMNS Server IP Address

[ Force DNS manual setting

rotacal Lontrn 15anle Primary IP Address | |

Secondary IP Address | |
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4.5 Request a certificate from a CA server on Windows CA
Server

CA ServerA CAServerB

Internet

9 User imports the certificate
as local certificate to Vigor
Router via Web GUI

o Userrequests a certificate
issued by CA Server Aand

Saves it.

1. Go to Certificate Management and choose Local Certificate.

Certificate Management >> Local Certificate

¥ 509 Local Certificate Configuration

Name Subject Status Modify
GEMERATE |[ MPORT ][ REFRESH

X509 Local Certificate
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2. You can click GENERATE button to start to edit a certificate request. Enter the
information in the certificate request.
Generate Certificate Request
Subject Alternative Name
Type

Domain Name

Subject Name
Country {C)

State (ST}

Location (L)
Orginization (0}
Orginization Unit (O}
Comrmon Mame (CH)

Email (E)

Key Type
Key Size

Generate

3. Copy and save the X509 Local Certificate Requet as a text file and save it for later use.
¥ 509 Local Certificate Configuration

Name Subject Status Modify
Local SC=Tw/O=DrayTek/emailaddress... Requesting
GEMERATE |[ IMPORT || REFRESH

¥ 509 Local Certificate Request

MIIBcjCCARMCAQAWOTELNAKGAITEEhMCWFoxEDACEgNVELOTEORYYX1UZWsx IDAe
BokahkiGOwOBCOEVEXEy XN e QGRyYE10ZWsuY2 9t MIGEMADGCSgGS T3 DOEBAQTA
A4GMADCEiIQKEgQDOYE7wmZFEFhN9/ IeQnc03 Ek++hgFb2 97aPJ6+gksEer lvaswd
h¥dhpE9cUF9dloACGGiN/ teBOekde ZdPFFvIEeP3z23uazFi8ae TI9W+ELxvhIlo
®/GOATCTVO/ £0eprroCwlITILS 130/ Enows0951GvesaGlylcEcuU7 jgeQIDAQLE
oCkwIJwTIEo Z ThweNAQKOMRowGD AWEgNVHREED = AN oot ko F SAGV  Lialwh TANEgloog
hkiGSwOBAQUF AROBgQEUIWx4NE 18xeL ON7nz30cKVC4h57 4hhm/ MEkgemE/ e Tr IN
TooexQohiEfnaRE4rdL6ywBEQoaVAdNHr+t 1 1LgWVgOCxxc ] ILELn St JFTidiw3 0ol
TV EnhWURZ oo/ QINAE V2 +3tws+5 1 p T+ UNGSn 6 je+gEQ7?PEqHUE £t NEE Lyl +0==

4. Connect to CA server via web browser. Follow the instruction to submit the request.
Below we take a Windows 2000 CA server for example. Select Request a Certificate.

Microsoft Certific

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and maore
depending upon the type of certificate you request

Select atask:
O Retrieve the CA certificate or certificate revocation list
@ Request a certificate
© Check on a pending certificate
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Select Advanced request.

Microsoft Cettificate 5

Choose Request Type

Please select the type of request you would like to make

© User certificate request

® Advanced request

Select Submit a certificate request a base64 encoded PKCS #10 file or a renewal
request using a base64 encoded PKCS #7 file

Microsoft Certificate Services - vigor

Advanced Certificate Requests

‘You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification
authority {CA) will determine the certificates that you can obtain

© Submit a certificate request to this CA using a form,
® Submit a certificate request using a bases4 encoded PKCS #10 file or a renewal request using a baset4 encoded PKCS #7 file.

© Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station.
You must have an enrollment agent certificate to submit & request for another user.

Import the X509 Local Certificate Requet text file. Select Router (Offline request) or
IPSec (Offline request) below.

Microsoft Certificate Bg -

Submit A Saved Request

Paste a base6d encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as aweb
server) into the request field to submit the request to the certification authority (CA).

Saved Request:

————— BEGIN CERTIFICATE REQUEST--—--- A
MITEoCCARMCAQATQTELMAKGAIUEBWHCVF oXEDLD
Basef4 Encoded | BgkghkiGowlBCQEVEXByZENZOQGRYVX10ZWsUY2SE
Certificats Request | A4GMADCB10KBgQDQYE 7wz £FHNG/ TeQnG03 Kit+
(PKCS #10 or #): | hX4bpaScUFSdlo ACGGiN/ teBOekde ZdPFFv IXeP3
®/ GOATCTVO/ £QzpxroCwlITILE 350/ Bnovs0951G v
£ | >
Erowse for a file to insert.

>

Certificate Template:
‘Admlmstrator &

Administrator
Additional Attribul Authenticated Session
Basic EFS

EFS Recovery Agent
Attributes: || o0
IPSEC (Offline request

Router (Offline reguest)
Subordinate Certification Autharity |

Web Serer

Then you have done the request and the server now issues you a certificate. Select Base

64 encoded certificate and Download CA certificate. Now you should get a certificate
(.cer file) and save it.

Back to Vigor router, go to Local Certificate. Click IMPORT button and browse the
file to import the certificate (.cer file) into Vigor router. When finished, click refresh and

158 Vigor3100 Series User’s Guide



you will find the below window showing *------ BEGINE CERTIFICATE------..... "

X509 Local Certificate Configuration

Name Subject Status Modify
Local Jemailaddress=press@draytek.... Mot % alid Yet
GENERATE || IMPORT |[ REFRESH

X509 Local Certificate

HIIElzCCREECHAVIBAGIKYSRIGAABAALABTANEykahki GO wOELQUF ADAANOSwC QYD
VOOGEwIVIzEOMAWGAITEAxHF dmlnb 3 ITwHhcHMD TwOD MM j MxN I Uz WheNHD cwOD M
MWW JUeWIBENS AwHg Y IKo Z ThwvcNACKEF hFwcnwW zc0BkewF SAGYr Lilvih TELMAkG
A1TEEhMCYFexEDACEGNVE A TEORYyYE1UZWawg 28wl QY I Ko Z ThwveNAQEEEQADGYOA
NIGTAoGEANBYHwC ZEVEWEI38h5CobTde TV aGoVvhi todnr6CEwF avEBrnb6Ffhun
z1xQE1ZWghITalz+1lwESyR1x 108 UWShdw, e ze ?Fr TWPxp SOF 1b4C0vHCE JTIHShOD
=J05739D0nGuyLCTIOMLENLTSGEZ / nT3nUa97doaXLVwRyZTuOp SAgNELLG  gyL 4
HIICODAWEGWVHREED z ANgrgrt koemF SdGVE Livh TAABgNVHO4EF gQUUnRLVGQTe ZUH
Riku+DVoFVhygdswWVAYDVREOJBEOwS4AUz0 EORhRac 162 17wz sH94TOZ80vhIant
MEOxCzAJBgNVEAYTTAIVTHOEwD AYDVOODEwVE aldveo IQF 93 ZC3N6YoF GR+xghbHE
FDCE/g¥DVROfEIHZMIH=MIGE0IG00 IGxhoGubGRheDovLyI DT 12 alldve igxKaxD b

6.  You may review the detail information of the certificate by clicking View button.
Certificate Information

Mame : Lacal
Issuer SC=US/CN=vigar
Subject : Jemailaddress=press@draytek.com/C=TW/0=DrayTek

Subject Alternative e e e

Mare :
Yalid From Aug 30 23:16:53 2005 GMT
Yalid To Aug 30 22:16: 532 2007 GMT

4.6 Request a CA Certificate and Set as Trusted on Windows CA
Server

CA Server A CA ServerB

9 User imports the certificate
as local certificate to Vigor

Router via Web GUI e

o User requests a certificate
issued by CA Server Aand

Savesit.
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3.

Use web browser connecting to the CA server that you would like to retrieve its CA
certificate. Click Retrive the CA certificate or certificate recoring list.

2} Microsoft Cerfificate Services - Microsoft Internet Explorer

BERE REED WRE #ENeTWw IAD N

Qt=- 0 [¥[E 0 Dus Jromer @we @ (-2 H-3
D) |ej http172 16 2 1 7sertard

msi? - v Qumm - 2s@EERT (B (KHEWRERSE 019 - o0 Homl §3 Mesenger (B %A M5N

v| Bz E= >

Microsoft Certific

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you

will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@Retrieve the CA certificate or certificate revocation list
ORequest a certificate
O Check on a pending certificate

In Choose file to download, click CA Certificate Current and Base 64 encoded, and
Download CA certificate to save the .cer. file.

a Microsoft Certificate Services - Microsoft Internet Explorer

WEE HREED WHRD BOREW TAD HED

Q- O HNEAG Lo fromm: @ue @ -5 3-8
Eic 4] |2_"| http 4172 16 3.1 794certsrvicerica: ssp

msi¥ - v PmE - PEESF (IWE X SERERE 019 - o0 Homal §§ Mesapr (B 3 MK

v BieE = >

Microsoft Certific

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allow your computer to trust certificates issued from this certification authority

Itis not necessany to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA cettification path will be installed for you automatically.

Choose file to download:

CA Certificate
Previous [vigor]

ODER encoded or ®Base 64 encoded
Download CA certificate

Download CA certification path

Download latest certificate revocation list

Back to Vigor router, go to Trusted CA Certificate. Click IMPORT button and browse

the file to import the certificate (.cer file) into Vigor router. When finished, click refresh
and you will find the below illustration.
¥509 Trusted CA Certificate Gonfiguration

Name Subject Status Modify

Trusted CA-1 /C=US/Ch=vigar Mot Yet valid
Trusted CA-2 - -
Trusted Ca-3 s ---

IMPORT || REFRESH
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4. You may review the detail information of the certificate by clicking View button.

Certificate Detail Information

Certificate Mame:

Izsuer:

Subject:

Subject Alternative Mame:
Yalid From:

Walid To:

Vigor3100 Series User's Guide

Trusted CA-1
JC=US/CH=vigor
JC=US/CH=vigor

Aug 30 23:08:43 2005 GMT
Aug 30 23:17:47 2007 GMT
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O Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow below sections to
check your basic installation stage by stage.

»  Checking if the hardware status is OK or not.

»  Checking if the Network Connection Settings on your computer is OK or not.
»  Pinging the Router from your computer.

»  Checking if the ISP Settings are OK or not.

»  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact with your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not
Follow the steps below to verify the hardware status.

1.  Check the power line and WLAN/LAN cable connections.
Refer to “2.1 Hardware Installation” on quick start guide for details.

2. Turn on the router. Make sure the ACT LED blink once per second and the
correspondent LAN LED is bright.

3. If not, it means that there is something wrong with the hardware status. Simply execute
the hardware installation again. And then, try again.
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5.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

164

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure the
network connection settings is OK.

For Windows

The example is based on Windows XP. As to the examples for other operation systems, please
refer to the similar steps or find support notes in www.draytek.com.

1. Go to Control Panel and then double-click on Network Connections.

Webwork Conneckions

2. Right-click on Local Area Connection and click on Properties.

=
m Disable
- m  Status
=5 R .
epair

=thi Bridge Connections

Create Shortcut

Rename

Propetties

3. Select Internet Protocol (TCP/IP) and then click Properties.
-+ ethO Properties

General |Authenticalion Advanced

Connect uzing:

|@ ASUSTek Broadzom 440+ 1041001 ‘

This connection uzes the following items:
% Clignt for Microsaft Metwarks

.@ File and Pritter Sharing for Microsoft Wetwarks
Bl 105 Packet Scheduler

Intermet Pratocol (TCPAIP]
Drescription

Transmigzion Control Protocol/nternet Protocol. The default
wide area network pratocal that provides communication
across diverse interconnected networks.,

Show icon in notification area when connected
Motify me when this connection has limited or no connectivity

Ok ] [ Cancel
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4.  Select Obtain an IP address automatically and Obtain DNS server address automatically.

Internet Protocol (TCP/IP) Properties

General | Altermnate Configuration

Y'ou can get 1P zettings azzigned automatically if your network, supports
thiz capability. Othenwize, you need to ask your network administrator for
the appropriate |P settings.

(%) Obtain an IP address automatically

{0 Use the fallowing IP address:

(0 Use the fallowing DNS server addresses:

]
I

[ 1] H Cancel ]

For MacOs
1.  Double click on the current used MacQOs on the desktop.

2. Open the Application folder and get into Network.
3. On the Network screen, select Using DHCP from the drop down list of Configure IPv4.

8680 Network =
1 i =
Show All Di-spla',rs Sound Network Startup Disk
Location: = Automatic ﬂ
Show: | Built-in Ethernet ﬂ

{ TCP/IP | PPPoE = AppleTalk Proxies Ethernet '

Configure IPvé4: "Using DHCP Tj
IP Address: 192.168.1.10 { Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID:
(If required)
Router: 192.168.1.1
DNS Servers: (Optionaly
Search Domains: (Optionaly

IPv6 Address: fe80:0000:0000:0000:020a:95ff:fe8d:72e4

( Configure IPv6... ) I
—_— W,
{n > : .
LE | Click the lock to prevent further changes. [ Assistme.. ) [ Apply Now V)
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5.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might need
to use “ping” command to check the link status of the router. The most important thing is
that the computer will receive a reply from 192.168.1.1. If not, please check the IP address
of your computer. We suggest you setting the network connection as get IP automatically.
(Please refer to the section 4.2)

Please follow the steps below to ping the router correctly.

For Windows
1.  Openthe Command Prompt window (from Start menu> Run).

2. Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP). The
DOS command dialog will appear.

= Command Prompt

Microsoft Windows ¥P [Version 5.1.26881
(C> Copyright 1985-2801 Microsoft Corp.

D:“Documents and Settings“faelping 192.168.1.1
Pinging 192.168._1.1 with 32 bytes of data:

Reply from 192 _168.1.1: hytes=32 time{lms TTL=255
Reply from 192.168.1.1: hytes=32 time{ilms TTL=255
Reply from 192 _168.1.1: bytes=32 time{ims TTL=255
Reply from 192 _168.1.1: bytes=32 time{ims TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
fAipproximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms. Average = Bms

D:“\Documents and Settings“\faelr_

3.  Type ping 192.168.1.1 and press [Enter]. It the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<lms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For MacOs (Terminal)

Double click on the current used MacOs on the desktop.
Open the Application folder and get into Utilities.

Double click Terminal. The Terminal window will appear.

Type ping 192.168.1.1 and press [Enter]. It the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” will appear.

> w e
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emne Terminal — bash — 80x24

Last login: 3at Jan 3 B2:24:18 on ttwpl

Welcome to Darwin!

Yigorld:~ drovtekd ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1%: 56 data bytes

64 bytes from 192.168.1.1: icmp_segq=A ttl=255 time=B.755 ms
64 bytes from 192.168.1.1: icmp_seg=1 ttl=2E5 time=H.697 ms
64 bytes from 192.168.1.1: icmp_zeq=2 ttl=255 time=A.71& ms
64 bvtes from 192.1658.1.1: icmp_zeg=3 ttl=2E5 time=A.731 ms
64 bvtes from 192.168.1.1: icmp_zeq=4 ttl=255 time=A.72 ns
A

—-— 192.168.1.1 ping statistics ——

b packetz tronsmitted, 5 packetsz received, B% packet loss
round-trip mindavg/max = B.697/8.723/8.755 ns

Yigori@:~ drovtekd ||

5.4 Checking If the ISP Settings are OK or Not

Click Internet Access Setup group and then check whether the ISP settings are set correctly.

For PPPoE/PPPOA Users
1.  Check if the Enable option is selected.

2. Check if all parameters of DSL Modem Settings are entered with correct values that you

got from your ISP.

3. Check if Username and Password are entered with correct values that you got from

your ISP.

Internet Access >> PPPoE | PPPoA

PPPOE / PPPoA Client Mode

PPPoE/PPPoA Client (O Enable @ Disable ISP Access Setup

ISP Mame
DSL Modem Settings

Username
Multi-PYC channel | Channel 1 hd

Passwaord
WPI 0

PPP Authentication
WCI 33

O always on
Encapsulating Type | LLC/SMAP + .

P R Idle Timeout

Protocol PPPoE v

IP Address From ISP
PPPoE Pass-through Fixed IP

CIFor wired LaN Fixed IP Address

WAN Backup Setup
3G USB Modem

Dial Backup Mode | AlwaysOn v

hinet
86623721 @ hinet. net
......|

PAP ar CHAP v

180 second(s)

WWAN IP Alias

O ves @ Mo (Dynamic IP)

* . Required for some ISPs
® Default MAC address
O sSpecify a MAC Address

Go to 3G USB Modem Backup Setup
ISDN

Dial Backup Mode  |Mone v
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MAC Address :
oo .50 . FF 481 | . |83 | . |09

Index{1-15) in Schedule Setup:

) ) )
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For MPoA (RFC1483/2684) Users
1.  Check if the Enable option is selected.

2. Check if all parameters of DSL Modem Settings are entered with correct values that you
got from your ISP.

3. Check if IP Address, Subnet Mask and Gateway are set correctly, or use DHCP server
to obtain IP automatically by clicking Obtain an IP address automatically.

Internet Access >> MPoA (RFC1483/2684)

MPoA (RFC1483/2684) Mode
MPoA (RFC1483/2684) O Enable & Disable | WANIP Network Settings

() obtain an IP address automatically
DSL Modem Settings

Router Mame *
Multi-PYC channel Channel 2 v ) "
Domain Mame
espsuaten
O] i YWAN P Alias
1483 Bridged IP LLC o @ specify an IP address
IP Address 172.16.3.229
WHI il
Subnet Mask 172.16.3.4|
WCI 34

Gateway IP Address
WAN Backup Setup

3G USB Modem * . Required for some ISPs
Dial Backup Mode | Abways On v ® Default MAC Address
o to 3G USB Modem Backup Setup O Specify a MAC Address
ISDMN MaC Address :
Dial Backup Mode | Mone v oo | |50 | [7F |481 |. |83 | . |03
RIP Protocol DNS Server IP Address
[0 Enable RIP Primary IP Address

Secondary IP Address
Bridge Mode

[ Enable Bridge Maode

5.5 Problems for 3G Network Connection

168

When you have trouble in using 3G network transmission, please check the following:

Check if USB LED lights on or off

You have to wait about 15 seconds after inserting 3G USB Modem into your Vigor3100. Later,
the USB LED will light on which means the installation of USB Modem is successful. If the
USB LED does not light on, please remove and reinsert the modem again. If it still fails,

restart Vigor3100.

USB LED lights on but the network connection does not work

Check the PIN Code of SIM card is disabled or not. Please use the utility of 3G USB Modem
to disable PIN code and try again. If it still fails, it might be the compliance problem of system.
Please open DrayTek Syslog Tool to capture the connection information (WAN Log) and send
the page (similar to the following graphic) to the service center of DrayTek.
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'ﬂ DrayTek Syslog E] |El E'

ontrols 192.168.1.1 b WAk Skakus
> J _?b Gekway IP (Static) T Packets R Rate
J. J > | | | DrayTekvigorzo10 | | 5 5
L&M Skakus
Ty Packets R Packets WAl IP (Skatic) R Packets Tx Rate
[ E442 | 3807 [ [ o o
FireWall Log | VPN Log | User AccessLog | Call Log | WAN Log | Network Infomation || Net State
Time Host Mesmge b
Apr1209:17:49 Wigor WANZ PPPoE <= Frotocol LCF(e021) ContReqg Identifier:0x)3 ACCH: Oudd Avthe:
Apr1209:17:49 Vigor [3G]bodem statng:al 20 00 00 00 00 02 00 02 00
Aprl1209:17:49 Vigor WANZ PPPoE = ProtocolLCP(021) ConfReq Identifier:0x00 MREU: 1500 ACCHK
Aprl1209:17:49 Vigor WANZ PPFoE <==¥:1 T:1 PADS ID:0
Apr1209:17.49 Wigor [ Moden response: CONNECT 2000000
Aprl1209:17:49 Vigor [3G]Modem statnz:al 20 00 00 00 00 02 00 02 00
Aprl1209:17:49 Vigor [3G]Modem statns:al 20 00 00 00 00 02 00 02 00
Apr1209:17:49 Vigor [3G]Modem dial & TDT#009:#
Apr1209:17:49 Vigor WANZ PPPoE == ¥:1 T:1 PADE ID:0
Aprl1209:17:49 Vigor WANZ PPPoE <==¥:1 T:1 PADCO ID:0
Apri1209:17:49 Wigor [ Modem respomse: OE
Apr1209:17:49 Vigor [3GTModem initialize A TAFEOV1E14&D24C150=0
Anr1209:17:49 Visor WANZ PPPoE == ¥V:1 T:1 PADI ID:O s
< >
ADSL Skatus

Transmission Rate is not fast enough

Please connect your Notebook with 3G USB Modem to test the connection speed to verify if
the problem is caused by Vigor3100. In addition, please refer to the manual of 3G USB
Modem for LED Status to make sure if the modem connects to Internet via HSDPA mode. If
you want to use the modem indoors, please put it on the place near the window to obtain better
signal receiving.

5.6 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware.

Warning: After pressing factory default setting, you will loose all settings
¢ you did before. Make sure you have recorded all useful settings before you
pressing. The password of factory default is null.

Software Reset
You can reset router to factory default via Web page.

Go to System Maintenance >> Reboot System on the web page. The following screen will
appear. Choose Using factory default configuration and click OK. After few seconds, the
router will return all the settings to the factory settings.

System Maintenance >> Reboot System
Reboot System

Do You want to reboot your router ?

O Using current configuration
@ Using factory default configuration
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Hardware Reset

While the router is running (ACT LED blinking), press the RST button and hold for more than
5 seconds. When you see the ACT LED blinks rapidly, please release the button. Then, the
router will restart with the default configuration.

DrayTek

Vigor3100

0.SHDSL Security Router

G G G ST
G -OE06
i QUmOGOE

-

After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.

5.7 Contacting Your Dealer

170

If the router still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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